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Abstract

The use of recon gurable hardware for network secu-
rity applicationshasrecentlymadegreat stridesas Field-
ProgrammableGate Array (FPGA) deviceshaveprovided
larger and faster resouces. The performanceof an In-
trusion Detection Systemis dependenton two metrics:
throughputand the total numberof patternsthatcan t on
a device

In this paper weconsiderthe FPGAimplementatiorde-
tails of the bit-split string-matding architectue. The bit-
split algorithmallows large hardware statemadinesto be
corvertedinto a form with mud highermemoryef ciency.
We extendthe architecture to satisfythe requirrmentf the
IDS state-of-the-art.

We showthat the architectuie can be effectively opti-
mizedfor FPGA implementation. We have optimizedthe
patternmemorysystenparametes and developednew in-
terfacehardware for communicatingvith an external con-
troller. Theoverall performance(bandwidth* numberof
patterns)is competitivewith other memory-basedtring
matding architectuiresimplementedn FPGA.

1 Intr oduction

The continued discovery of programming errors in
network-attachedoftwarehasdriventheintroductionof in-
creasinglypowerful and devastatingattacks[11, 12]. At-
tacks can causedestructionof data, clogging of network
links, andfuturebreache# security In orderto prevent,or
atleastmitigate,theseattacks a network administratoican
placea re wall or IntrusionDetectionSystemat a network
choke-pointsuchasa compary'sconnectiorto atrunkline.
A rewall'sfunctionisto lter attheheadetevel; if acon-
nectionis attemptedo a disalloved port, suchasFTR the
connectionis refused. This catchesmary obvious attacks,
but in orderto detectmoresubtleattacksan IntrusionDe-
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tection System(IDS) is utilized. The IDS differs from a
re wall in thatit goesbeyondthe headeractuallysearching
the paclet contentsfor various patterns. Detectingthese
patternsin the input implies an attackis taking place, or
thatsomedisallovedcontentis beingtransferredacrosghe
network. In general,anIDS searchedor a matchfrom a
setof rulesthathave beendesignedy a systemadministra-
tor. Theserulesincludeinformationaboutthe IP andTCP
headerrequired,and, often, a patternthat mustbe located
in thestream.Thepatternsaaresomeinvariantsectionof the
attack;this could be a decryptionroutine within an other
wise encryptedwvorm or a pathto a scripton a web sener.
CurrentIDS patterndatabaseseachinto the thousandof

patternsproviding for adif cult computationatask.
In [18], a techniquefor reducingthe out-degree of

pattern-matchingtatemachineds presentedThis innova-
tivetechniqueallows statemachinedo berepresentedsing
signi cantly lessstatememorythatwould be requiredin a
nave implementation. Throughthe use of “bit-splitting,”
a single statemachineis split into multiple machineshat
handlesomefraction of the input bits. The bestapproach
seemso be4 smallermachineseachhandling2 bits of the
input byte. Thus,insteadof requiring2® memorylocations
for eachof the possibleinput combinationspnly 22 loca-
tionsarerequiredper unit, for atotal of 4*22=16 locations
over the four machines.Dueto the disconnecteahatureof
the multiple statemachinesthe nal statesmustberecon-
nectedusinga “partial matchvector” thatensuresll of the
machinesarein anoutputstatebeforethe systemwill pro-
ducearesult.

The earlierwork did not provide mary of the require-
mentsfor arealisticimplementationOur contritutionis to
adaptthe basicarchitecturadesignfrom [18] to an FPGA
implementation.This contributionis in several parts: rst,
the costsof logic androuting areincludedin our analysis
andsimulation,two, the problemsof reportingresultsback
to anexternalcontrollerareaddressedindthree thearchi-
tectureis modi ed to make the mostef cient usageof the
on-chipFPGA memoryblocks. In Section5 we shav that
throughthe useof a singleFPGAdevice, our systemarchi-



tecturescansupportmulti-Gigabitrateswith 10000r more
patternswhile providing encodedattackidenti ers.

Field Programmabl&ateArrays (FPGA) provide afab-
ric uponwhich applicationscanbe built. FPGASs,in par
ticular, SRAM based=PGAsfrom Xilinx [19] or Altera[2]
arebaseddn‘“slices” composeaf look-uptables, ip- ops,
andmultiplexers. Thevaluesin thelook-uptablescanpro-
duceary combinationallogic functionality necessarythe
ip- ops provideintegratedstateelementsandthe SRAM-
controlledrouting direct logic valuesinto the appropriate
pathsto producethe desiredarchitecture.Recently recon-
gurable logic hasbecomea popularapproactfor network
applicationgddueto thesecharacteristics.

This paperis structuredas follows: We begin with a
brief discussiorof someof the prior work in string match-
ing for IntrusionDetection,andthe basicprinciplesof the
Aho-CorasickandBit-split algorithms.We thenpresenbur
work ontheef cient designof therecon gurablehardware
implementatiorof the architecturedescribedn [18]. This
includesananalysisof appropriateanemorysizesaswell as
additionalhardware componentsequiredto make a feasi-
ble system.Finally, we will presensomeresultsfrom our
experimentsshawving thatwhile thearchitecturas compet-
itive, other memory-basedrchitecturedo have someper
formanceadwantagedor databasesf stringliterals.

2 RelatedWork in Hardware IDS

Snort[16] andHogwash[9] arecurrentpopularoptions
for implementingintrusiondetectionin software. They are
open-sourcefreetools that promiscuouslytap the network
andobsenre all paclets. After TCP streamreassemblythe
pacletsaresortedaccordingto variouscharacteristicand,
if necessaryarestring-matchedgainstule patterns.

System-lgel optimization has beenattemptedin soft-
ware by SiliconDefenseg10]. They have implementeda
software tree-searchingtratgy that useselementsof the
Boyer-Moore[14] andAho-CorasicK1] algorithmsto pro-
duceamoreefcient searchof matchingrulesin software,
allowing more effective usageof resourcedy preventing

redundantomparisons.
FPGA solutionsattemptto provide a more powerful so-

lution. In our previouswork in regularexpressiormatching
[15], we presentedh methodfor matchingregular expres-
sionsusinga Non-deterministid=inite Automaton,imple-
mentedona FPGA.

In anotherof our previous works [4], we demonstrated
anarchitecturebasedon the Knuth-Morris-Prattalgorithm.
Usingamaximumof two comparisonpercycleandasmall
buffer, the systemcanprocessat leastonecharactepercy-
cle. This approachis differentfrom a generaktatemachine
because generalstatemachine,suchasan Aho-Corasick
treemachinecanrequirealargenumberof concurrenbyte
comparisonsThe paperfurther provesan upperboundon

thebuffer size.

In [13], a multi-gigabytepatternmatchingtool with full
TCP/IPnetwork supportis described.The systemdemulti-
plexesa TCP/IPstreaminto severalsubstreamandspreads
the load over several parallel matchingunits using Deter
ministic Finite Automatapatternmatchers.

The NFA conceptis updatedwith predecodednputsin

[7]. Thepaperaddressetheproblemof poorfrequeng per
formancefor alargenumberof patternsaweaknessf ear
lier work. By addingpredecodedvide parallelinputsto a
standardNFA implementationsgxcellentareaandthrough-
put performances achieved.

A recent TCAM-basedapproach[20] utilizes a large
numberof tablesandis dependenbn having fast TCAM
andSRAM memoriesavailableto a controller Becausehe
authorassumea 32 bit CAM word, patternsusuallyrequire
a large numberof individual lookups. However, througha
probabilisticanalysisof lookupbehaior, theauthorsprove
thatfar fewer lookupsareactuallyrequiredin practicethat
might be expectedin a worst-casescenario.This allows a
minimumof hardwareresources$o be expended.

3 Motivation for Bit-split Architecture and
FPGA Implementation Issues

The Aho-CorasicK1] stringmatchingalgorithmallows
multiple stringsto be searchedn parallel. A nite state
machineis constructedrom a setof keywordsandis then

usedto procesghetext stringin asinglepass.
However, like otherimplementationf statemachines

that require one transitionin eachcycle, a huge amount
of storageis required. This problemcomesfrom the large
numberof edgesmaximum256, pointing to the potential
next states Reducinghesesdgesds the contribution of [18]
thatthiswork is basedn. The Aho-Corasickalgorithmwill

bedescribedn moredetailin Section3.1.1.

By splitting one Aho-Corasickstatemachineinto a set
of severalstatemachinesthenumberof out-edgeperstate
is signi cantly reduced. Each statemachineis responsi-
ble for a subsetof the input bits, causingproportionately
more statesto be active in the systembut with far fewer
next-statedor ary givenmachine.Becausehe bit-split al-
gorithmremovesmostof thewastededgesthetotal storage
requiredis muchsmallerthanthat of the startingmachine.
A moredetailedexplanationis givenin Section3.2.

There are mary advantagesof the bit-split technique.
First, the bit split machinesnaintainthe ability of the Aho-
Corasickmachineto matchstringsin parallel. Secondthe
memoryrequiredfor statetransitionstoragereducesrom
256 to 4 for eachstate. Third, the architectureis based
on a runtime-programmednemory thus allowing on-the-
y updatesof ruleswithout the costof place-and-routéa
problem encounteredvith hardwired-FPGAImplementa-
tions[3, 5, 17)).



Figure 1. A procedure for converting Snort
rules into an FPGA-based state machine

In [18] thebit-split algorithmis presentedput thedetails
of the implementatiorand systemare not considered.We
areinterestedn FPGAimplementatiorissuessuchasef -
cientuseof block RAM andreducingroutingdelays. This
papemakescontritutionsby developingef cient solutions
to theseissues.
3.1 Bit-split Aho-Corasic k Algorithms

This sectiondescribeshe behaior of the Aho-Corasick
string matchingmachineand the corversionof this state
machineto a bit-split machine. The descriptionwill be
shavn with a differentexamplefrom [18]. This corversion
is doneby software, externalto the hardwaredevice. The
softwareyieldsthestatetablesfor the bit-split machineand
the tablesareloadedinto the block RAM of FPGA at run
time. Figurel shows this procedure.

3.1.1 Aho-Corasick Algorithm

The objective of the Aho-Corasickalgorithmis to nd all
substringof agiveninput string thatmatchesgainstsome
setof previously de ned strings.

Thesepreviously de ned stringsare calledpatter ns or
keywords. The patternmatchingmachineconsistsof a set
of statesthat the machinemovesthroughasit readsone
charactersymbolfrom the input string in eachcycle. The
movementof the machineis controlledby threetypes of
statetransitions: normal transitions(successfulcharacter
matches)error transitions(when the machineattemptsto
realignto the next-longestpotentialmatch),andacceptance
(successfuiatchingof afull string). Theoperationf this
algorithm are implementedas a Finite Automata. Figure
2 shaws thesethreeoperationgderived from the keywords
f cat,et=,cmdd,netg sampledrom Snortrule set.

Figure 2. Pattern matc hing machine

Thenormaltransitionmapsa currentstateto a next state
accordingto the input character For example,if the cur-

rentstateis 0 andthe machinereads'c' asthe next input,
thenthe next statewill be 1. This operationis indicatedas
a line labeledwith a correspondingharacterin Figure2.
The absencef this line indicatesan error. Whenthe state
machinecannotmake a successfuforward match, it fol-
lows anerrortransition. Most error transitionsendin state
0. However in caseof statel?2, if the machinesees=' as
anext input, thenit follows the error transition(the dotted
line), andthe next stateis determinedo be state6. There
are255arrownsoutgoingfrom statel2,all endingin theroot
node0. Eventhoughwe do not draw thesearrows, storage
is requiredfor thesetransitions.By usingthe error transi-
tion, we canstorethe informationaboutsubstringsshared
betweerkeywords. For instance,’bookkeeper’and“k eep-
sale” sharethe substring“keep”. Thus, the input string
“bookkeepsak” would causehe statemachineto reachthe
'p' charactein the “bookkeep” branchandthenswitchto
the “keepsak” branchwhenthe 's' is detected.Finally, if
thestatemachinereachesnacceptingtate(boldcircles),it
meanghata keyword wasmatchedby aninput string. Let
us seethe behaior of this machinewhenit seesan input
string “net=xc” by an examplebelon. This exampleindi-
catesthe statetransitionsmadeby the Aho-Corasickstate
machinen processingheinput string.

(0)n(10)e(11)t(12)=(6)x(0)c(1)

The numberbetweenparenthesess a state. Initially, the
currentstateis state0. The machinemovesthroughthe
variousstatesasit readscharactern’, “e', and't'. Thenit

reachestatel2, anacceptingstate andoutputsa resultfor
thematchedkeyword“net”. Onreadinginputcharacter="',

the machinemakeserror transition,going to state6. Here
themachineoutputsamatchedckeyword“et=" becausastate
6 is alsoan acceptingstate. Whenit sees’x’, it makesan
errortransitionto state0 becauséhereis nobettertransition
possible. The machinestartsagainfrom initial state0 and
thengoesto statel whenit readsc'.

3.2 Construction Finite State
Mac hines

of Bit-split

The architectureof the string matchingmachineof [18]
is shavn in Figure5. This gure is basedon a rule mod-
ule containingl6 keywords. The statetransitiontable,gen-
eratedby the algorithm explainedin this section, lls the
memoryof eachtile.

From the state machine AC constructedby Aho-
Corasickalgorithm, eight 1-bit statemachinesare gener
ated.Let By, By, :::, B7 bebinary machinexorrespond-
ing to eachl-bit of 8-bit ASCII characterWe will indicate
statei of AC asstateAC i. To build B;, theconstruction
is startedfrom AC  OandcreateB; 0.B; 0 contains
only AC 0. Welook attheith bit of input characteand
separatehe procedurdnto two casesj.e. whethertheith



bitisOor 1. If B 0, containingonly AC 0, reaches
somenext statesn the Aho-Corasickstatemachinebecause
theith bit is 0, andif the setof thosestatesarenotincluded
in Bj machinethenwe createanew state(B; 1) andadd
it to B;. Also, if state0 of B; 0 statereachesomenext
statedy seeingheith bit is 1 andthe setof thosestatesare
notexistingin B, thenwe alsocreateanew state(B;  2).
This procedurealsoconsiderghe errortransition:if a state
m canreacha staten throughan error transitionline by
readingtheith bit of input characterthenstaten is putinto
new bit-split state.Fromthesenewly generatedtatesof B;
machine(B; 1landB; 2), wedotheabore procedure
repeatedlyuntil nomorenew statesaregeneratedNotethat
in AC, thereis only onereachablenext stateby readingin-
put characte(this separatestring matchingfrom the more
elaborateegularexpressiormatching).Butin B;, therecan
be multiple reachablestatesby readingonebit of theinput
character A resultingstatein B; is anacceptingstateif at
leastone of its correspondingtatesof AC are accepting
states And the partialmatchvector, indicatingwhich of the
stringsmight bematchedat thatpoint,is maintainedor the
statef B;.

Let us understandhis with a simpleexample. Because
we have alreadyprovidedthe generaldescriptionof how to
constructl-bit statemachineand the speci ¢ example of
thesemachiness givenin [18], we will shav theconstruc-
tion of 2-bit statemachinesn this paperin particularbits 5
and4, or the Bs, machine.Thereasorwe dealwith 2-bit
statemachinds thatanoptimalnumberof bit-split statema-
chineis 4 (2-bit statemachine) hot 8 (1-bit statemachine)
aspreviously shovnin [18]. Tablel shovsthe ASCII code
of charactersisedin this explanation. The resultinggraph
is shavnin Figure3.

o|o|o|o|o|o|o|o|~
PR k| kR k|~ o o
N REEEEEE
| o|o|o|o|o|o| | &~
of k|| o|o|o|of | w
N REEEEREIN
o|r|o|o|o|r|o|o|
o|o| k| k| o| k| k| +|o

~|>5(3|o|a|lo|o|n

Table 1. ASCII code of character "=, "a', ‘¢,
d, e, 'm', 'n"and t'

Startingfrom AC -0, we constructa Bs4-0 state. The
Bs4-0 statehasonly f AC-0g. The statemachineBs, has
4 outgoingedgesvhich canbe namedas00-edgep1-edge,
10-edgeand11-edge.Table 1 shows usthatthereareno
2-bit codesn 5thand4th bit correspondingo outgoing00-
edgeand 01-edgefrom AC machine. This meansthat a
AC-i goesto AC-0 whenit reads00 and01. Hence,we
only have to handlethe 10-edgeand 11-edge. Whenthe
statemachineAC seeshe input characterc', “e', and ' n'

Figure 3. Sequence of state transitions

the correspondindth and4th codeis 10, sothe next state
of AC-0is AC-0,1,4,10asshavn in Figure2. Note that
AC-0is alsoareachablestateby readingtheinput codel0,
becausdhereare mary 8-bit charactersvhich arenot “c/,
e, and'n' but still have “10' astheir 5th and4th bits. At
this point we checkwhetherthe setf AC-0,1,4,1@ is al-
readyincludedin B4 statemachineor not. Sincewe only
have B s4-0 until now andB 54-0 hasonly f AC -Og asits cor
respondingAho-Corasickmachines state,we createBs,-
1fAC-0,1,4,1@ and connectthis to Bs4-0 with 10-edge.
Thenthis Bs4-1 is putinto a queue.We have processedll
theworksin Bs4-1, sinceall theoutgoingedgesfrom AC -0
have only 10 code.

Now, the queueis not yet empty so the bit-split algo-
rithm retrievesthe rst elementfrom the queue.In our ex-
ampleit shouldbeBs,4-1. With this Bs4-1, we dothe same
procedureasabove. Thebit-splitalgorithmconsidersll the
possibleoutgoingedgedrom all theelementof Bs4-1, i.€.
it nds all the reachablestatesin AC machinefrom AC -
0,1,4,10.1f AC 0 seeslOasits input codeit canreach
AC-0,1,4,10.Similartothis,AC 1canreachAC 2;7,
andsoon. ThusBs4-1 nds fAC-0,1,2,4,7,10,14 asits
all the reachablestateswhenit reads10 codeon 5th and
4th bit. Sincef AC-0,1,2,4,7,10,1¢ do not exist, we create
Bs4-2fAC-0,1,2,4,7,10,1dandconnecthisto B s4-1 with
10-edgeLikewise,we createBs4-3 f AC-0,5g andconnect
thisto Bs4-1 with 11-edge.This procedurds repeatedin-
til thereare no elementsin the queue. In this procedure
the error transitionshouldbe consideredasin the caseof
constructingan Aho-Corasickmachinewhere AC-12 can
move to AC -6 by errortransitionwhenit reads'='". In the
procedureof constructingBsg, this situationoccurswhen
Bs4-5 fAC-0,3,5,13 hasa reachablestate. Here, AC-5
nds reachablestateAC -6 andthis doesnot dependon the
errortransition.Theerrortransitionof AC -12is alsoAC -6.
Thus,AC 12cannotnd ary new reachablestate.

The nal stepisto nd anacceptingstate(partialmatch
vector)for eachstateof Bs4. This is very simple. For in-
stanceBs, 5 hasfAC-0,3,5,12). Amongthesestates,



AC-3 and AC-12 are acceptingstatesin AC. From the
output function of Aho-Corasickalgorithmwe know that
AC -3 statestanddor “cat” andthe AC -12 statestanddor
“net”. Becaus€écat” is the rst keyword and“net” is the
fourth, the partial matchvectoris 1001if we assumehat

we areusingonly four keywordsin this example.
Thesamplestatetransitiontablefor B s4 is givenin Table

2 andthestatetransitiontablefor B 76, B3,, andB 1o canbe
madeby the sameprocedure.

(@]
=
=
(=]
|
[N

PMV
0000
0000
0000
0000
0000
1001
0100
0010

o|o|o|o|o|ofo|ol ]

O|O|o|o|o|o|o| T

NI P BN T EN NS
| o| | 0| | 1| w| ©

~N| O O W[N] O

Table 2. State transition table of Bss

4 Architectural Advancesand Innovations

The architectureof the string matchingmachineof [18]
is shawvn in Figure5. This gure is basedon the number
of keywordsis 16 in onerule module. The statetransition
table,generatedy the algorithmexplainedin Section3.2,
lls thememoryof eachtile. For example,Table2 is for tile

1 (5th and4th bit) andfour tiles constituteonerule module.
Eachcharacterof input string is divided into four 2-bit

vectors and distributed to the correspondingtile of the
rule module. Eachtile readsthis 2-bit input and selects
its next stateamongthe four statesthrougha 4:1 MUX as
illustratedin Figure5. The next statebecomesactive in
the next clock cycle. We do the sameprocedurewith each
tile and corresponding-bit input. Eachmemoryaccess
includesthe next statepointersaswell asa partial match
vectorfor eachtile. Thebitwise-AND of four partialmatch
vectoryields a full matchvector If atleastonebit of this
full matchvectoris 1, it meansthat a keyword matchhas
occurredlIf ainputstringis “=net” thesequencef 5thand
4th bit is 11, 10, 10, and11. For this input sequencethe
statetransitionsmadeby B 54 areshavn below.

statetransiton :0 ! 0 ! 1 ! 2 I 5
inputsequence : 11 ' 10 ! 10 ! 11

Whenthe statetransitionreachesstate5, tile 1 outputs
a partial matchvector1001. The otherthreetiles will also
outputpartialmatchvectors.In this casethefull matchvec-
tor will be 0001. By this FMV we know thatthe keyword

“net” hasbeenmatched.
As we canseefrom Figure5, we needa memorywith a

size of 256x48for eachtile. To implementthis memoryin
FPGA, we mustchoosehe mostappropriatanemorycon-
guration. Slice-basedRAM is far too expensve in terms

of areato implementmary 256x48blocks. At oneslice
per 32 bits, four 256x48RAM blockswould require1,536
slicesper 16 patterns. This is not competitive with other
approaches-However, on-boardRAM, in particular Xilinx

block RAM, is an appropriatechoiceasthey do not con-
sumelogic resources.Unfortunately the closestt in the
Xilinx Virtex family of FPGA is a 512x36 SRAM block.
We have no choicebut to usetwo 512x36blocksfor the
architectureof Figure5. Usingtwo 512x36block RAMs
causes lossof atleast((256x48)/(512:86))* 100 = 66.7%
memoryspace.The restrictionof a block RAM size men-
tionedabove suggesta re-thinkingof the optimalnumber
of keywordsin onerule module.

16 18 20 22 24 26 28 30 32
MAX 246 | 283 | 289 | 330 | 319 | 359 | 381 | 386 | 392
AVG 138 | 155 | 171 | 188 | 204 | 220 | 236 | 251 | 268

Table 3. Comparing the number of keywords
and required states

Num States

—=— B-S States (max)

+--A-H States (corresponding to
100 - B-S max)

Mean B-S States

T T T T T T T T
16 18 20 22 24 26 28 30 32
Num Patterns in Block

Figure 4. A relationship between the number
of keywords and required states

Table3 andFigure4 shawvstherelationshipbetweerthe
numberof keywordsandthe numberof requiredstatesn a
bit-split machine.Using the keywordsfrom the “web-cgi”
Snortrule set, Table3 andFigure4 illustratesthe maximum
numberof statesamongall the tiles (The maximumis al-
waysfrom Tile 3 becausehe least-signi cantbits have the
leastdegreeof similarity). The total numberof string lit-
eralsin our sampleSnortrulesetis 860, providing a rough
ideaof the overall IDS databasdehaior. However, there
is a high volume of memory spacewastedper tile if one
rule moduledealswith 16 keywordsasin [18]. If we only
think aboutthe average,138x48= 6624 bits are required
for the caseof 16 keywords. The total available memory



spaceis 2x512x36= 36864bits, Therefore82.0%of block
RAM pertile arewasted. Table 4 shaws the block RAM
size usedby eachnumberof keywordsandcorresponding
wastedmemoryratio per tile. Contraryto the caseof 16
keywordswhich uses8 bitsto nd anext state the number
of keywordsfrom 18 to 32 requires9 bits, sincethe maxi-

mumnumberof stateds largerthan256.
From Table4, if we only considerareaef ciency, 32is

the optimal numberof keywords per rule module. But we
shouldalsotake into accountthe frequeny performance.
Optimizing frequeng performancecomplicatesthe prob-
lem, asconsideredn the next section.

WastedRatio (%)
16 82.0
18 77.3
20 74.0
22 70.4
24 66.8
26 63.0
28 59.0
30 55.1
32 50.1

Table 4. The wasted ratio of block RAM cor-
responding to each number of keywords. All
use the same two 512x36 block RAMs.

4.0.1 Full Match Vector Sizing

Beforewe shaw the performancef eachcasediscussedn
Section4, thereis onething to be changedn old architec-
tureshavn in Figure5. Let usexaminethe problemof this

architecturerst.
Thearchitectures verysimple.Dueto thelocalarrange-

mentof smallstatemachineblocks,afew rule modulesona
devicedoesnotimpactperformancesigni cantly. However,
routingdelaysbecomdamportantasthe numberof modules
scalesup. For our speedoptimization, the minimization
of routing delaysbetweernrule modulesis moreimportant
thanthe optimizationof rule moduleitself. Sincemary rule
modulescanbeputinto oneFPGA,thearrangementf rule

moduleis critical to the overall performance.
In ourimplementationthecritical pathis the production

of the encodedutput,derived from the full matchvectors
(FMV) of eachmodule. If we think of Figure5 asanRTL
level, we can nd thatthe FMV lines, 16 perrule module,
arebundledat the endof stringmatchingdetector In order
to reducethe total numberof outgoinglines from the de-
vice, we usea priority encoderasin Figure6. The priority
encoderchoose®nerule moduleif it matcheneor more
keywords. Multiple matchesn a singlemodulecanbe sep-
aratedn softwareasa multiple matchimpliesthatmultiple
patternstringshave overlappedon onebranchof the Aho-
Corasicktree. However, for potentialoverlapsin multiple
modules the patternamustbe arrangedso that the longest

TL

aali=

Figure 6. Priority encoder blocks for repor t-
ing results outside of device

Numberof Patterns Resultsfor 5 rule modules
perModule Frequeng (Mhz) | Area(slices)
16 199.6 1761
18 199.9 1800
20 189.2 1894
22 203.4 1982
24 198.2 2070
26 214.5 2158
28 226.2 2246
30 221.4 2334
32 190.3 2422

Table 5. Effect of the number of patterns on
frequenc y and area

patternis in the highestpriority module. This allows for
shorterpatternghatarea substringof the longer, matching
patternto beextractedin software.

5 PerformanceResultsand Comparisons

Table5 compareghe performance®f all the keywords
thatwe shavedin 4. We synthesizeanly 5 rule modules
for comparisorio providearoughapproximatiorof theper
formanceof a scaled-uppystem.Therelative areaandtime
performancdetweerthe variousnumbersof keywordsper
moduleshouldremainsimilar asthenumberof modulesn-
creases.The fastestcaseis for 28 keywords per module.
It is fasterthanthe caseof 32 keywordshby 15%. But in
the view of areaef ciency, it is worsethanthat of 32 key-
wordsby 9%. Hence the 28 keywordspermoduleprovides
thehighesffrequeng performancevhile maintainingahigh

numberof patternssimultaneouslynatched.
The synthesistool for the VHDL designsis Synplic-

ity Synplify Pro 7.2 andthe place-and-routéool is Xilinx
ISE 6.2. Thetargetdevice is the Virtex4 fx100 with speed
grade-12. The FX seriesdevice provides a much better
RAM/logic ratio comparedo the otherdevicesin the Vir-
tex IV series.Becausehe architectures constrainenly
by theamountof block RAM andnotthelogic, it is bestto
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Figure 5. Bit-split Architecture of [18]

nd thedevice with thelargestamountof block RAM. The
resultsarebasedn the placed-and-routedesign.The Vir-
tex 4 devicesupports376blockRAMs, andallowing 47 rule
modules.With 47 rule modulesat 28 patterngper module,
asingledevice canhandlel,316patterns At 200MHz and
onebytepercycle,thesystemhasathroughpubf 1.6 Gbps.
The comparisong@gainstotherimplementationare shavn
in Table 6. We only considerarchitecturegproviding on-
the- y memory-baseghatternrecognitioncapabilities,ex-

cludinghardwiredrecon guration-basedrchitectures.
Table 6 hasseveral columnseachproviding a metric of

thebehaior of thevariousdesigns.The rst column,band-
width, givesa measureof the throughputprovided by the
design. In hardware architecturesthis is largely the fre-
queng of the device multiplied by the numberof bits con-
sumedin eachcycle. Memory requirementsre measured
in bytesper character This measurds mostrelevantwhen
thememoriesareon-boardblock RAMSs, asthey arelimited
and do not have the vast addressspacepossiblewith ex-
ternalmemories.Logic cells per characteiis a measureof
how muchrecon gurablelogic is requiredto implementthe
variousarchitectures An architecturdik e the Bit-split ar-
chitecturen which asinglehardwaremoduleis responsible
for mary patternswill have a lower numberthanan archi-
tecturelike the KMP designthathasstatemachinefor each
pattern.The nal columnis the total numberof characters
thatcanbe placedon a device. For the bit-split implemen-
tation, it is thetotal numberof characterérom thelexically
sortedSnortdatabasesubsetthat could t in 47 modules.
For the KMP architectureof [4] it is the maximumnumber
of character$32) permoduletimesthenumberof modules.
Theotherresultsaretakenfrom theirrespectie sourcepub-
lications[6, 8].

Table 6 only hasthe comparisorof resultsmakesclear
thatthe bit-split algorithmis fairly ef cient in its memory
consumptioncomparedo the original Aho-Corasicktree.
However, it is notparticularlyef cient comparedo mary of
the othercompetinghardwareapproachesThatsaid,while
the memoryper charactemumbersin Table6 do seemto
malke the bit-split architecturefare poorly in comparison
to the otherarchitecturesit mustbe rememberedhatthe

memoriesare not beingfully utilized. For the 28 keyword
case,almost60% of the RAM is empty This is entirely
dueto the FPGA BRAM default sizing — while a 256 en-
try RAM would be moreappropriateevenfor alarge num-
ber of patternsper module, the extra spaceis essentially
free. Thus,it might be moreappropriateo have the Mem

(bytes/char)metricas23 bytespercharacteinsteadof 46.
Althoughwe getworseresultsthanthe original bit-split

ASIC work [18] in someaspectf our experiments that
is largely dueto the very differentassumptionsnadein the
earlierpaper The earlierresultsin [18] were basedonly
on an estimateof the bit-split memoryspeedandsize. As
well, the issuesof routing andoutputtingthe resultsof the
statemachinesverenot consideredTheauthorsof theear
lier papercomparedheir performanceestimatedor single
memoryunits on customVLSI againstplaced-and-routed
FPGA systemimplementations.Theseare not reasonable
comparisonsas the expenseand performanceof custom
ASICs make them impossibleto judge againstFPGA ar-
chitectures. As well, the earlier resultswere for single
units. Adding the othernecessarglementof a systemar-
chitecturecould only have a detrimentaleffect on the sys-
tem performanceas clearly demonstratedy our results.
By building and simulatingthe completearchitecture we
have contributeda betterunderstandingf the performance
thatcanbe expectedfrom the bit-split algorithmon FPGA.
Although our architectures not testedon a real network,
we expectsimilar resultsin thoseenvironmentshecausave
wouldassumenostTCPreassemblyetc. wouldbehandled
off of the FPGA.

6 Conclusion

With thegrowing importanceof IntrusionDetectionSys-
tems theperformanceandef ciency of the stringmatching
architecturas essentialln [18], thebit-split algorithmpro-
vides a good architecturefor high speedstring matching.
We have considered=PGA implementatiordetailssuchas
memoryef ciency andpin countnot addresseth the orig-
inal paper[18]. Hence,detailssuchasthe numberof key-
words per rule module were not optimizedin the earlier



Device BW (Gbps) Mem (bytes/char) Logic Cells/char CharacterJotal
USCBitsplit Virtex 4 fx100 1.6 46 0.27 16715
USCKMP Arch Virtex Il Pro 1.8 4 3.2 3200
UCLA ROM Filter Virtex 4 2.2 5.72 0.209 32168

Table 6. Results comparisons against various other memor y-based on-the- y recon gurab le imple-

mentations in recon gurab le hardware

work. Becausehe original paperdid not simulatethe de-
tails of their architecturejt did not considerthe very real
problemsof routingdelayandpin count. In this paperwe
have implementedand testedbit-split algorithm to deter
mine the most memoryef cient numberof keywords per
module.Also, we have developeda new architectureutiliz-
ing a priority encodetto reducethe numberof externallO
pins. Our approachs not just a minor changefor nding
bettert for Xilinx BRAM componentsWe have laid foun-
dationsin this work for extendingthe bit-split algorithmto
arealistic,deployableimplementation.

In our futurework, we planto shav thatthe bit-split ar-
chitectureis e xible enoughthat arbitrary DFAs (includ-
ing regular expressionpattern matching algorithms) can
be adaptedwhile maintainingcompetitive dataratesin an
FPGAimplementation.
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