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Abstract

The useof recon�gurable hardware for networksecu-
rity applicationshasrecentlymadegreat stridesas Field-
ProgrammableGateArray (FPGA) deviceshaveprovided
larger and faster resources. The performanceof an In-
trusion Detection Systemis dependenton two metrics:
throughputandthetotal numberof patternsthat can �t on
a device.

In thispaper, weconsidertheFPGAimplementationde-
tails of the bit-split string-matching architecture. Thebit-
split algorithmallowslarge hardware statemachinesto be
convertedinto a form with much highermemoryef�ciency.
We extendthearchitectureto satisfytherequirementsof the
IDSstate-of-the-art.

We showthat the architecture can be effectivelyopti-
mizedfor FPGA implementation.We haveoptimizedthe
patternmemorysystemparameters anddevelopednew in-
terfacehardware for communicatingwith an externalcon-
troller. Theoverall performance(bandwidth* numberof
patterns) is competitivewith other memory-basedstring
matchingarchitecturesimplementedin FPGA.

1 Intr oduction

The continued discovery of programming errors in
network-attachedsoftwarehasdriventheintroductionof in-
creasinglypowerful anddevastatingattacks[11, 12]. At-
tackscan causedestructionof data,clogging of network
links, andfuturebreachesin security. In orderto prevent,or
at leastmitigate,theseattacks,a network administratorcan
placea �re wall or IntrusionDetectionSystemat a network
choke-pointsuchasacompany'sconnectionto atrunk line.
A �re wall's functionis to �lter at theheaderlevel; if a con-
nectionis attemptedto a disallowedport, suchasFTP, the
connectionis refused.This catchesmany obviousattacks,
but in orderto detectmoresubtleattacks,anIntrusionDe-
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tection System(IDS) is utilized. The IDS differs from a
�re wall in thatit goesbeyondtheheader, actuallysearching
the packet contentsfor variouspatterns. Detectingthese
patternsin the input implies an attackis taking place,or
thatsomedisallowedcontentis beingtransferredacrossthe
network. In general,an IDS searchesfor a matchfrom a
setof rulesthathavebeendesignedby asystemadministra-
tor. Theserulesincludeinformationaboutthe IP andTCP
headerrequired,and,often, a patternthat mustbe located
in thestream.Thepatternsaresomeinvariantsectionof the
attack;this could be a decryptionroutinewithin an other-
wiseencryptedworm or a pathto a scripton a webserver.
CurrentIDS patterndatabasesreachinto the thousandsof
patterns,providing for a dif�cult computationaltask.

In [18], a techniquefor reducing the out-degree of
pattern-matchingstatemachinesis presented.This innova-
tivetechniqueallowsstatemachinesto berepresentedusing
signi�cantly lessstatememorythatwould berequiredin a
nä�ve implementation.Throughthe useof “bit-splitting,”
a singlestatemachineis split into multiple machinesthat
handlesomefraction of the input bits. The bestapproach
seemsto be4 smallermachines,eachhandling2 bits of the
input byte. Thus,insteadof requiring28 memorylocations
for eachof the possibleinput combinations,only 22 loca-
tionsarerequiredperunit, for a total of 4*22=16 locations
over the four machines.Due to thedisconnectednatureof
themultiple statemachines,the �nal statesmustberecon-
nectedusinga “partial matchvector” thatensuresall of the
machinesarein anoutputstatebeforethesystemwill pro-
ducea result.

The earlier work did not provide many of the require-
mentsfor a realisticimplementation.Ourcontribution is to
adaptthebasicarchitecturaldesignfrom [18] to an FPGA
implementation.This contribution is in severalparts: �rst,
the costsof logic androuting are includedin our analysis
andsimulation,two, theproblemsof reportingresultsback
to anexternalcontrollerareaddressed,andthree,thearchi-
tectureis modi�ed to make themostef�cient usageof the
on-chipFPGAmemoryblocks. In Section5 we show that
throughtheuseof a singleFPGAdevice,our systemarchi-



tecturescansupportmulti-Gigabit rateswith 1000or more
patterns,while providing encodedattackidenti�ers.

FieldProgrammableGateArrays(FPGA)provideafab-
ric uponwhich applicationscanbe built. FPGAs,in par-
ticular, SRAM basedFPGAsfrom Xilinx [19] or Altera [2]
arebasedon“slices” composedof look-uptables,�ip-�ops,
andmultiplexers.Thevaluesin thelook-uptablescanpro-
duceany combinationallogic functionality necessary, the
�ip-�ops provideintegratedstateelements,andtheSRAM-
controlledrouting direct logic valuesinto the appropriate
pathsto producethedesiredarchitecture.Recently, recon-
�gurable logic hasbecomea popularapproachfor network
applicationsdueto thesecharacteristics.

This paperis structuredas follows: We begin with a
brief discussionof someof theprior work in stringmatch-
ing for IntrusionDetection,andthe basicprinciplesof the
Aho-CorasickandBit-split algorithms.Wethenpresentour
work on theef�cient designof therecon�gurablehardware
implementationof the architecturedescribedin [18]. This
includesananalysisof appropriatememorysizesaswell as
additionalhardwarecomponentsrequiredto make a feasi-
ble system.Finally, we will presentsomeresultsfrom our
experiments,showing thatwhile thearchitectureis compet-
itive, othermemory-basedarchitecturedo have someper-
formanceadvantagesfor databasesof stringliterals.

2 RelatedWork in Hardware IDS

Snort[16] andHogwash[9] arecurrentpopularoptions
for implementingintrusiondetectionin software. They are
open-source,freetools thatpromiscuouslytapthenetwork
andobserve all packets. After TCPstreamreassembly, the
packetsaresortedaccordingto variouscharacteristicsand,
if necessary, arestring-matchedagainstrulepatterns.

System-level optimizationhas beenattemptedin soft-
ware by SiliconDefense[10]. They have implementeda
software tree-searchingstrategy that useselementsof the
Boyer-Moore[14] andAho-Corasick[1] algorithmsto pro-
ducea moreef�cient searchof matchingrulesin software,
allowing more effective usageof resourcesby preventing
redundantcomparisons.

FPGAsolutionsattemptto provide a morepowerful so-
lution. In ourpreviouswork in regularexpressionmatching
[15], we presenteda methodfor matchingregular expres-
sionsusinga Non-deterministicFinite Automaton,imple-
mentedona FPGA.

In anotherof our previous works [4], we demonstrated
anarchitecturebasedon theKnuth-Morris-Prattalgorithm.
Usingamaximumof two comparisonspercycleandasmall
buffer, thesystemcanprocessat leastonecharacterpercy-
cle. Thisapproachis differentfrom ageneralstatemachine
becausea generalstatemachine,suchasan Aho-Corasick
treemachine,canrequirea largenumberof concurrentbyte
comparisons.Thepaperfurtherprovesanupperboundon

thebuffer size.
In [13], a multi-gigabytepatternmatchingtool with full

TCP/IPnetwork supportis described.Thesystemdemulti-
plexesaTCP/IPstreaminto severalsubstreamsandspreads
the load over several parallelmatchingunits usingDeter-
ministicFinite Automatapatternmatchers.

The NFA conceptis updatedwith predecodedinputsin
[7]. Thepaperaddressestheproblemof poorfrequency per-
formancefor a largenumberof patterns,aweaknessof ear-
lier work. By addingpredecodedwide parallelinputsto a
standardNFA implementations,excellentareaandthrough-
putperformanceis achieved.

A recentTCAM-basedapproach[20] utilizes a large
numberof tablesand is dependenton having fastTCAM
andSRAM memoriesavailableto a controller. Becausethe
authorsassumea32bit CAM word,patternsusuallyrequire
a largenumberof individual lookups. However, througha
probabilisticanalysisof lookupbehavior, theauthorsprove
that far fewer lookupsareactuallyrequiredin practicethat
might be expectedin a worst-casescenario.This allows a
minimumof hardwareresourcesto beexpended.

3 Moti vation for Bit-split Ar chitecture and
FPGA Implementation Issues

TheAho-Corasick[1] stringmatchingalgorithmallows
multiple stringsto be searchedin parallel. A �nite state
machineis constructedfrom a setof keywordsandis then
usedto processthetext stringin a singlepass.

However, like other implementationsof statemachines
that requireone transition in eachcycle, a hugeamount
of storageis required.This problemcomesfrom the large
numberof edges,maximum256, pointing to the potential
next states.Reducingtheseedgesis thecontributionof [18]
thatthiswork is basedon. TheAho-Corasickalgorithmwill
bedescribedin moredetail in Section3.1.1.

By splitting oneAho-Corasickstatemachineinto a set
of severalstatemachines,thenumberof out-edgesperstate
is signi�cantly reduced. Eachstatemachineis responsi-
ble for a subsetof the input bits, causingproportionately
more statesto be active in the systembut with far fewer
next-statesfor any givenmachine.Becausethebit-split al-
gorithmremovesmostof thewastededges,thetotalstorage
requiredis muchsmallerthanthatof thestartingmachine.
A moredetailedexplanationis givenin Section3.2.

There are many advantagesof the bit-split technique.
First, thebit split machinesmaintaintheability of theAho-
Corasickmachineto matchstringsin parallel. Second,the
memoryrequiredfor statetransitionstoragereducesfrom
256 to 4 for eachstate. Third, the architectureis based
on a runtime-programmedmemory, thusallowing on-the-
�y updatesof ruleswithout the costof place-and-route(a
problem encounteredwith hardwired-FPGAimplementa-
tions[3, 5, 17]).
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Figure 1. A procedure for conver ting Snor t
rules into an FPGA-based state machine

In [18] thebit-split algorithmis presented,but thedetails
of the implementationandsystemarenot considered.We
areinterestedin FPGAimplementationissuessuchasef�-
cientuseof block RAM andreducingroutingdelays.This
papermakescontributionsby developingef�cient solutions
to theseissues.

3.1 Bit-split Aho-Corasic k Algorithms

This sectiondescribesthebehavior of theAho-Corasick
string matchingmachineand the conversionof this state
machineto a bit-split machine. The descriptionwill be
shown with a differentexamplefrom [18]. This conversion
is doneby software,externalto the hardwaredevice. The
softwareyieldsthestatetablesfor thebit-split machine,and
the tablesareloadedinto the block RAM of FPGA at run
time. Figure1 shows thisprocedure.

3.1.1 Aho-Corasick Algorithm

The objective of the Aho-Corasickalgorithmis to �nd all
substringsof agiveninputstring thatmatchesagainstsome
setof previouslyde�ned strings.

Thesepreviously de�ned stringsarecalledpatterns or
keywords. Thepatternmatchingmachineconsistsof a set
of statesthat the machinemoves throughas it readsone
charactersymbol from the input string in eachcycle. The
movementof the machineis controlledby threetypesof
statetransitions: normal transitions(successfulcharacter
matches),error transitions(when the machineattemptsto
realignto thenext-longestpotentialmatch),andacceptance
(successfulmatchingof afull string).Theoperationsof this
algorithm are implementedas a Finite Automata. Figure
2 shows thesethreeoperationsderived from thekeywords
f cat,et=,cmdd,netg sampledfrom Snortruleset.
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Figure 2. Pattern matc hing machine

Thenormaltransitionmapsacurrentstateto anext state
accordingto the input character. For example,if the cur-

rent stateis 0 andthe machinereads`c' asthe next input,
thenthenext statewill be1. This operationis indicatedas
a line labeledwith a correspondingcharacterin Figure2.
Theabsenceof this line indicatesanerror. Whenthestate
machinecannotmake a successfulforward match, it fol-
lows anerror transition.Most error transitionsendin state
0. However in caseof state12, if the machinesees̀ =' as
a next input, thenit follows theerror transition(thedotted
line), andthenext stateis determinedto be state6. There
are255arrowsoutgoingfrom state12,all endingin theroot
node0. Eventhoughwe do not draw thesearrows,storage
is requiredfor thesetransitions.By usingthe error transi-
tion, we canstorethe informationaboutsubstringsshared
betweenkeywords.For instance,“bookkeeper”and“keep-
sake” sharethe substring“keep”. Thus, the input string
“bookkeepsake” wouldcausethestatemachineto reachthe
`p' characterin the “bookkeep”branchandthenswitch to
the“keepsake” branchwhenthe `s' is detected.Finally, if
thestatemachinereachesanacceptingstate(boldcircles),it
meansthata keyword wasmatchedby aninput string. Let
us seethe behavior of this machinewhenit seesan input
string “net=xc” by an examplebelow. This exampleindi-
catesthe statetransitionsmadeby the Aho-Corasickstate
machinein processingtheinput string.

(0)n(10)e(11)t(12)=(6)x(0)c(1)

The numberbetweenparenthesesis a state. Initially, the
currentstateis state0. The machinemoves throughthe
variousstatesasit readscharacter̀n', `e', and`t'. Thenit
reachesstate12,anacceptingstate,andoutputsa resultfor
thematchedkeyword“net”. Onreadinginputcharacter̀=',
themachinemakeserror transition,going to state6. Here
themachineoutputsamatchedkeyword“et=” becausestate
6 is alsoan acceptingstate. Whenit sees̀ x', it makesan
errortransitionto state0 becausethereis nobettertransition
possible.The machinestartsagainfrom initial state0 and
thengoesto state1 whenit reads̀ c'.

3.2 Construction of Bit-split Finite State
Mac hines

Thearchitectureof thestringmatchingmachineof [18]
is shown in Figure5. This �gure is basedon a rule mod-
ulecontaining16keywords.Thestatetransitiontable,gen-
eratedby the algorithmexplainedin this section,�lls the
memoryof eachtile.

From the state machine AC constructedby Aho-
Corasickalgorithm, eight 1-bit statemachinesare gener-
ated. Let B0, B1, : : :, B7 bebinarymachinescorrespond-
ing to each1-bit of 8-bit ASCII character. We will indicate
statei of AC asstateAC � i . To build B i , theconstruction
is startedfrom AC � 0 andcreateB i � 0. B i � 0 contains
only AC � 0. We look at thei th bit of input characterand
separatetheprocedureinto two cases,i.e. whetherthe i th



bit is 0 or 1. If B i � 0, containingonly AC � 0, reaches
somenext statesin theAho-Corasickstatemachinebecause
thei th bit is 0, andif thesetof thosestatesarenot included
in B i machine,thenwecreatea new state(B i � 1) andadd
it to B i . Also, if state0 of B i � 0 statereachessomenext
statesby seeingthei th bit is 1 andthesetof thosestatesare
notexisting in B i , thenwealsocreateanew state(B i � 2).
This procedurealsoconsiderstheerrortransition:if a state
m can reacha staten throughan error transitionline by
readingthei th bit of inputcharacter, thenstaten is put into
new bit-split state.Fromthesenewly generatedstatesof B i

machine(B i � 1 andB i � 2), we do theabove procedure
repeatedlyuntil nomorenew statesaregenerated.Notethat
in AC , thereis only onereachablenext stateby readingin-
put character(this separatesstringmatchingfrom themore
elaborateregularexpressionmatching).But in B i , therecan
bemultiple reachablestatesby readingonebit of the input
character. A resultingstatein B i is anacceptingstateif at
leastoneof its correspondingstatesof AC are accepting
states.And thepartialmatchvector, indicatingwhichof the
stringsmightbematchedat thatpoint, is maintainedfor the
statesof B i .

Let usunderstandthis with a simpleexample. Because
we havealreadyprovidedthegeneraldescriptionof how to
construct1-bit statemachineand the speci�c exampleof
thesemachinesis givenin [18], we will show theconstruc-
tion of 2-bit statemachinesin thispaper, in particularbits5
and4, or theB54 machine.Thereasonwe dealwith 2-bit
statemachineis thatanoptimalnumberof bit-split statema-
chineis 4 (2-bit statemachine),not 8 (1-bit statemachine)
aspreviouslyshown in [18]. Table1 showstheASCII code
of charactersusedin this explanation.Theresultinggraph
is shown in Figure3.

7 6 5 4 3 2 1 0
= 0 0 1 1 1 1 0 1
a 0 1 1 0 0 0 0 1
c 0 1 1 0 0 0 1 1
d 0 1 1 0 0 1 0 0
e 0 1 1 0 0 1 0 1
m 0 1 1 0 1 1 0 1
n 0 1 1 0 1 1 1 0
t 0 1 1 1 0 1 0 0

Table 1. ASCII code of character `=', `a', `c',
`d', `e', `m', `n' and `t'

Startingfrom AC -0, we constructa B54-0 state. The
B54-0 statehasonly f AC -0g. The statemachineB54 has
4 outgoingedgeswhichcanbenamedas00-edge,01-edge,
10-edge,and11-edge.Table1 shows us that thereareno
2-bit codesin 5thand4thbit correspondingto outgoing00-
edgeand 01-edgefrom AC machine. This meansthat a
AC -i goesto AC -0 when it reads00 and01. Hence,we
only have to handlethe 10-edgeand 11-edge. When the
statemachineAC seesthe input character̀ c', `e', and`n'
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Figure 3. Sequence of state transitions

thecorresponding5th and4th codeis 10, so thenext state
of AC -0 is AC -0,1,4,10asshown in Figure2. Note that
AC -0 is alsoareachablestateby readingtheinputcode10,
becausetherearemany 8-bit characterswhich arenot `c',
`e', and`n' but still have `10' astheir 5th and4th bits. At
this point we checkwhetherthe set f AC -0,1,4,10g is al-
readyincludedin B54 statemachineor not. Sincewe only
haveB54-0 until now andB54-0hasonly f AC -0gasitscor-
respondingAho-Corasickmachine's state,we createB 54-
1 f AC -0,1,4,10g andconnectthis to B54-0 with 10-edge.
Thenthis B54-1 is put into a queue.We have processedall
theworksin B54-1, sinceall theoutgoingedgesfrom AC -0
haveonly 10code.

Now, the queueis not yet empty, so the bit-split algo-
rithm retrievesthe�rst elementfrom thequeue.In our ex-
ampleit shouldbeB54-1. With this B54-1, we do thesame
procedureasabove.Thebit-split algorithmconsidersall the
possibleoutgoingedgesfrom all theelementsof B54-1, i.e.
it �nds all the reachablestatesin AC machinefrom AC -
0,1,4,10. If AC � 0 sees10 asits input codeit canreach
AC -0,1,4,10.Similar to this,AC � 1 canreachAC � 2; 7,
andso on. ThusB54-1 �nds f AC -0,1,2,4,7,10,11g as its
all the reachablestateswhen it reads10 codeon 5th and
4thbit. Sincef AC -0,1,2,4,7,10,11gdonotexist, wecreate
B54-2 f AC -0,1,2,4,7,10,11gandconnectthisto B 54-1 with
10-edge.Likewise,wecreateB54-3 f AC -0,5g andconnect
this to B54-1 with 11-edge.This procedureis repeatedun-
til thereare no elementsin the queue. In this procedure
the error transitionshouldbe considered,asin the caseof
constructingan Aho-CorasickmachinewhereAC -12 can
move to AC -6 by error transitionwhenit reads̀ ='. In the
procedureof constructingB54, this situationoccurswhen
B54-5 f AC -0,3,5,12g hasa reachablestate. Here, AC -5
�nds reachablestateAC -6 andthis doesnot dependon the
errortransition.Theerrortransitionof AC -12is alsoAC -6.
Thus,AC � 12cannot�nd any new reachablestate.

The�nal stepis to �nd anacceptingstate(partialmatch
vector)for eachstateof B54. This is very simple. For in-
stance,B54 � 5 hasf AC -0,3,5,12g. Among thesestates,



AC -3 and AC -12 are acceptingstatesin AC . From the
output function of Aho-Corasickalgorithm we know that
AC -3 statestandsfor “cat” andtheAC -12 statestandsfor
“net”. Because“cat” is the �rst keyword and“net” is the
fourth, the partial matchvector is 1001if we assumethat
we areusingonly four keywordsin this example.

Thesamplestatetransitiontablefor B54 isgivenin Table
2 andthestatetransitiontablefor B76, B32, andB10 canbe
madeby thesameprocedure.

00 01 10 11 PMV
0 0 0 1 0 0000
1 0 0 2 3 0000
2 0 0 4 5 0000
3 0 0 1 6 0000
4 0 0 7 5 0000
5 0 0 1 6 1001
6 0 0 1 0 0100
7 0 0 7 5 0010

Table 2. State transition table of B54

4 Ar chitectural Advancesand Innovations

Thearchitectureof thestringmatchingmachineof [18]
is shown in Figure5. This �gure is basedon the number
of keywordsis 16 in onerule module. Thestatetransition
table,generatedby thealgorithmexplainedin Section3.2,
�lls thememoryof eachtile. For example,Table2 is for tile
1 (5thand4thbit) andfour tilesconstituteonerulemodule.

Eachcharacterof input string is divided into four 2-bit
vectors and distributed to the correspondingtile of the
rule module. Eachtile readsthis 2-bit input and selects
its next stateamongthe four statesthrougha 4:1 MUX as
illustrated in Figure 5. The next statebecomesactive in
thenext clock cycle. We do thesameprocedurewith each
tile and corresponding2-bit input. Eachmemoryaccess
includesthe next statepointersaswell asa partial match
vectorfor eachtile. Thebitwise-ANDof four partialmatch
vectoryields a full matchvector. If at leastonebit of this
full matchvector is 1, it meansthat a keyword matchhas
occurred.If a inputstringis “=net” thesequenceof 5thand
4th bit is 11, 10, 10, and11. For this input sequence,the
statetransitionsmadeby B54 areshown below.

statetransition : 0 ! 0 ! 1 ! 2 ! 5
input sequence : 11 ! 10 ! 10 ! 11

Whenthe statetransitionreachesstate5, tile 1 outputs
a partialmatchvector1001. Theotherthreetiles will also
outputpartialmatchvectors.In thiscasethefull matchvec-
tor will be0001. By this FMV we know that thekeyword
“net” hasbeenmatched.

As we canseefrom Figure5, we needa memorywith a
sizeof 256x48for eachtile. To implementthis memoryin
FPGA,we mustchoosethemostappropriatememorycon-
�guration. Slice-basedRAM is far too expensive in terms

of areato implementmany 256x48blocks. At one slice
per32 bits, four 256x48RAM blockswould require1,536
slicesper 16 patterns. This is not competitive with other
approaches.However, on-boardRAM, in particular, Xilinx
block RAM, is an appropriatechoiceas they do not con-
sumelogic resources.Unfortunately, the closest�t in the
Xilinx Virtex family of FPGA is a 512x36SRAM block.
We have no choicebut to usetwo 512x36blocks for the
architectureof Figure5. Using two 512x36block RAMs
causesa lossof at least((256x48)/(512x36))*100 = 66.7%
memoryspace.The restrictionof a block RAM sizemen-
tionedabove suggestsa re-thinkingof theoptimalnumber
of keywordsin onerulemodule.

16 18 20 22 24 26 28 30 32
MAX 246 283 289 330 319 359 381 386 392
AVG 138 155 171 188 204 220 236 251 268

Table 3. Comparing the number of keywords
and required states

0

50

100

150

200

250

300

350

400

450

16 18 20 22 24 26 28 30 32

Num Patterns in Block

N
u

m
 S

ta
te

s

B-S States (max)

A-H States (corresponding to
B-S max) 
Mean B-S States

Figure 4. A relationship between the number
of keywords and required states

Table3 andFigure4 shows therelationshipbetweenthe
numberof keywordsandthenumberof requiredstatesin a
bit-split machine.Using thekeywordsfrom the“web-cgi”
Snortruleset,Table3 andFigure4 illustratesthemaximum
numberof statesamongall the tiles (The maximumis al-
waysfrom Tile 3 becausetheleast-signi�cantbits have the
leastdegreeof similarity). The total numberof string lit-
eralsin our sampleSnortrulesetis 860,providing a rough
ideaof the overall IDS databasebehavior. However, there
is a high volume of memoryspacewastedper tile if one
rule moduledealswith 16 keywordsasin [18]. If we only
think aboutthe average,138x48= 6624 bits are required
for the caseof 16 keywords. The total availablememory



spaceis 2x512x36= 36864bits, Therefore82.0%of block
RAM per tile arewasted. Table4 shows the block RAM
sizeusedby eachnumberof keywordsandcorresponding
wastedmemoryratio per tile. Contraryto the caseof 16
keywordswhich uses8 bits to �nd a next state,thenumber
of keywordsfrom 18 to 32 requires9 bits, sincethemaxi-
mumnumberof statesis largerthan256.

FromTable4, if we only considerareaef�ciency, 32 is
the optimal numberof keywordsper rule module. But we
shouldalso take into accountthe frequency performance.
Optimizing frequency performancecomplicatesthe prob-
lem,asconsideredin thenext section.

WastedRatio(%)
16 82.0
18 77.3
20 74.0
22 70.4
24 66.8
26 63.0
28 59.0
30 55.1
32 50.1

Table 4. The wasted ratio of bloc k RAM cor -
responding to each number of keywords. All
use the same two 512x36 bloc k RAMs.

4.0.1 Full Match Vector Sizing

Beforewe show theperformanceof eachcasediscussedin
Section4, thereis onething to bechangedin old architec-
tureshown in Figure5. Let usexaminetheproblemof this
architecture�rst.

Thearchitectureis verysimple.Dueto thelocalarrange-
mentof smallstatemachineblocks,afew rulemodulesona
devicedoesnotimpactperformancesigni�cantly. However,
routingdelaysbecomeimportantasthenumberof modules
scalesup. For our speedoptimization, the minimization
of routing delaysbetweenrule modulesis moreimportant
thantheoptimizationof rulemoduleitself. Sincemany rule
modulescanbeput into oneFPGA,thearrangementof rule
moduleis critical to theoverallperformance.

In our implementation,thecritical pathis theproduction
of theencodedoutput,derivedfrom the full matchvectors
(FMV) of eachmodule.If we think of Figure5 asanRTL
level, we can�nd that theFMV lines,16 per rule module,
arebundledat theendof stringmatchingdetector. In order
to reducethe total numberof outgoinglines from the de-
vice, we usea priority encoderasin Figure6. Thepriority
encoderchoosesonerule moduleif it matchesoneor more
keywords.Multiple matchesin asinglemodulecanbesep-
aratedin softwareasa multiplematchimpliesthatmultiple
patternstringshave overlappedon onebranchof theAho-
Corasicktree. However, for potentialoverlapsin multiple
modules,thepatternsmustbe arrangedso that the longest
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Numberof Patterns Resultsfor 5 rulemodules
perModule Frequency (Mhz) Area(slices)

16 199.6 1761
18 199.9 1800
20 189.2 1894
22 203.4 1982
24 198.2 2070
26 214.5 2158
28 226.2 2246
30 221.4 2334
32 190.3 2422

Table 5. Effect of the number of patterns on
frequenc y and area

patternis in the highestpriority module. This allows for
shorterpatternsthatarea substringof thelonger, matching
pattern,to beextractedin software.

5 PerformanceResultsand Comparisons

Table5 comparestheperformancesof all thekeywords
thatwe showed in 4. We synthesizedonly 5 rule modules
for comparisonto providearoughapproximationof theper-
formanceof a scaled-upsystem.Therelativeareaandtime
performancebetweenthevariousnumbersof keywordsper
moduleshouldremainsimilarasthenumberof modulesin-
creases.The fastestcaseis for 28 keywordsper module.
It is fasterthan the caseof 32 keywordsby 15%. But in
theview of areaef�ciency, it is worsethanthatof 32 key-
wordsby 9%. Hence,the28keywordspermoduleprovides
thehighestfrequency performancewhilemaintainingahigh
numberof patternssimultaneouslymatched.

The synthesistool for the VHDL designsis Synplic-
ity Synplify Pro 7.2 andthe place-and-routetool is Xilinx
ISE 6.2. Thetargetdevice is theVirtex4 fx100 with speed
grade-12. The FX seriesdevice provides a much better
RAM/logic ratio comparedto theotherdevicesin theVir-
tex IV series.Becausethearchitectureis constrainedonly
by theamountof block RAM andnot thelogic, it is bestto
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Figure 5. Bit-split Architecture of [18]

�nd thedevicewith thelargestamountof block RAM. The
resultsarebasedon theplaced-and-routeddesign.TheVir-
tex 4devicesupports376blockRAMs,andallowing47rule
modules.With 47 rule modulesat 28 patternspermodule,
a singledevicecanhandle1,316patterns.At 200MHz and
onebytepercycle,thesystemhasathroughputof 1.6Gbps.
Thecomparisonsagainstotherimplementationsareshown
in Table 6. We only considerarchitecturesproviding on-
the-�y memory-basedpatternrecognitioncapabilities,ex-
cludinghardwiredrecon�guration-basedarchitectures.

Table6 hasseveral columnseachproviding a metric of
thebehavior of thevariousdesigns.The�rst column,band-
width, givesa measureof the throughputprovided by the
design. In hardwarearchitectures,this is largely the fre-
quency of thedevice multiplied by thenumberof bits con-
sumedin eachcycle. Memory requirementsaremeasured
in bytespercharacter. This measureis mostrelevantwhen
thememoriesareon-boardblockRAMs, asthey arelimited
and do not have the vast addressspacepossiblewith ex-
ternalmemories.Logic cellspercharacteris a measureof
how muchrecon�gurablelogic is requiredto implementthe
variousarchitectures.An architecturelike the Bit-split ar-
chitecturein whichasinglehardwaremoduleis responsible
for many patternswill have a lower numberthanan archi-
tecturelike theKMP designthathasstatemachinefor each
pattern.The �nal columnis thetotal numberof characters
thatcanbeplacedon a device. For thebit-split implemen-
tation,it is thetotalnumberof charactersfrom thelexically
sortedSnortdatabasesubsetthat could �t in 47 modules.
For theKMP architectureof [4] it is themaximumnumber
of characters(32)permoduletimesthenumberof modules.
Theotherresultsaretakenfrom theirrespectivesourcepub-
lications[6, 8].

Table6 only hasthe comparisonof resultsmakesclear
that the bit-split algorithmis fairly ef�cient in its memory
consumptioncomparedto the original Aho-Corasicktree.
However, it is notparticularlyef�cient comparedto many of
theothercompetinghardwareapproaches.Thatsaid,while
the memoryper characternumbersin Table6 do seemto
make the bit-split architecturefare poorly in comparison
to the otherarchitectures,it mustbe rememberedthat the

memoriesarenot beingfully utilized. For the28 keyword
case,almost60% of the RAM is empty. This is entirely
dueto the FPGA BRAM default sizing – while a 256 en-
try RAM would bemoreappropriateevenfor a largenum-
ber of patternsper module, the extra spaceis essentially
free. Thus,it might bemoreappropriateto have theMem
(bytes/char)metricas23bytespercharacterinsteadof 46.

Althoughwe getworseresultsthantheoriginal bit-split
ASIC work [18] in someaspectsof our experiments,that
is largelydueto theverydifferentassumptionsmadein the
earlierpaper. The earlier resultsin [18] werebasedonly
on an estimateof thebit-split memoryspeedandsize. As
well, the issuesof routingandoutputtingtheresultsof the
statemachineswerenotconsidered.Theauthorsof theear-
lier papercomparedtheir performanceestimatesfor single
memoryunits on customVLSI againstplaced-and-routed
FPGA systemimplementations.Thesearenot reasonable
comparisons,as the expenseand performanceof custom
ASICs make them impossibleto judge againstFPGA ar-
chitectures. As well, the earlier resultswere for single
units. Adding theothernecessaryelementsof a systemar-
chitecturecould only have a detrimentaleffect on the sys-
tem performance,as clearly demonstratedby our results.
By building andsimulatingthe completearchitecture,we
havecontributeda betterunderstandingof theperformance
thatcanbeexpectedfrom thebit-split algorithmon FPGA.
Although our architectureis not testedon a real network,
weexpectsimilar resultsin thoseenvironmentsbecausewe
wouldassumemostTCPreassembly, etc.wouldbehandled
off of theFPGA.

6 Conclusion

With thegrowing importanceof IntrusionDetectionSys-
tems,theperformanceandef�ciency of thestringmatching
architectureis essential.In [18], thebit-split algorithmpro-
vides a good architecturefor high speedstring matching.
We have consideredFPGAimplementationdetailssuchas
memoryef�ciency andpin countnot addressedin theorig-
inal paper[18]. Hence,detailssuchasthenumberof key-
words per rule modulewere not optimized in the earlier



Device BW (Gbps) Mem(bytes/char) Logic Cells/char CharactersTotal
USCBitsplit Virtex 4 fx100 1.6 46 0.27 16715

USCKMP Arch Virtex II Pro 1.8 4 3.2 3200
UCLA ROM Filter Virtex 4 2.2 5.72 0.209 32168

Table 6. Results comparisons against various other memor y-based on-the-� y recon�gurab le imple-
mentations in recon�gurab le hardware

work. Becausethe original paperdid not simulatethe de-
tails of their architecture,it did not considerthe very real
problemsof routingdelayandpin count. In this paper, we
have implementedand testedbit-split algorithm to deter-
mine the most memoryef�cient numberof keywordsper
module.Also, we havedevelopeda new architectureutiliz-
ing a priority encoderto reducethenumberof externalIO
pins. Our approachis not just a minor changefor �nding
better�t for Xilinx BRAM components.Wehavelaid foun-
dationsin this work for extendingthebit-split algorithmto
a realistic,deployableimplementation.

In our futurework, we planto show thatthebit-split ar-
chitectureis �e xible enoughthat arbitrary DFAs (includ-
ing regular expressionpatternmatching algorithms)can
be adapted,while maintainingcompetitive dataratesin an
FPGAimplementation.
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