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ABSTRACT
This paperpresentsa hardwarearchitecturefor highly ef�cient in-
trusion detectionsystems. In addition, a software tool for auto-
maticallygeneratingthehardwareis presented.Intrusiondetection
for network security is a compute-intensive applicationdemand-
ing highsystemperformance.By moving boththestringmatching
and the linking of multi-part rules to hardware, our architecture
leavesthehostsystemfree for higher-level analysis.The tool au-
tomatesthe creationof ef�cient Field ProgrammableGateArray
architectures(FPGA). The generatedhardware allows an FPGA-
basedsystemto performdeep-packet inspectionof streamsat up
to 10 Gb/s line ratesat a high level of areaef�ciency. Going
beyond previous basicstring-matchingimplementationsthat offer
only single-stringmatching,the architectureprovidessupportfor
rulesrequiringcomplex, linked(correlated-content)constructions.
This allows mostSnortcontent-linkingextensionsincluding `dis-
tance'and`within' boundingrestrictions.

Categoriesand SubjectDescriptors
C.3[Computer SystemsOrganization]: SpecialPurposeSystems

GeneralTerms
Algorithms,Design,Security

Keywords
Stringmatching,network intrusiondetection

1. INTRODUCTION
Thecontinueddiscoveryof programmingerrorsin network-attached

softwarehasdriven the introductionof increasinglypowerful and
devastatingattacks[18, 19]. Attackscancausedestructionof data,
cloggingof network links, andfuturebreachesin security. In order
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to prevent,or at leastmitigate,theseattacks,anetwork administra-
tor canplacea �re wall or IntrusionDetectionSystemat a network
choke-pointsuchasa company's connectionto a trunk line (Fig-
ure 1). Therearemany strategiesfor containingInternetattacks,
including �re walls [1], string-basedintrusiondetection[24], and
anomalydetection[21, 15, 10]. A �re wall's function is to �lter at
theheaderlevel; if a connectionis attemptedto a disallowedport,
suchasFTP, the connectionis refused. This catchesmany obvi-
ousattacks,but in orderto detectmoresubtleattacks,anIntrusion
DetectionSystem(IDS) is utilized. The IDS differs from a �re-
wall in thatit goesbeyondtheheader, actuallysearchingthepacket
contentsfor variouspatternsthat imply an attackis taking place,
or thatsomedisallowedcontentis beingtransferredacrossthenet-
work. In general,an IDS searchesfor a matchfrom a setof rules
that have beendesignedby a systemadministrator. Theserules
includeinformationabouttheIP andTCPheaderrequired,and,of-
ten,a patternthatmustbe locatedin thestream.Thepatternsare
someinvariantsectionof theattack;thiscouldbeadecryptionrou-
tine within anotherwiseencryptedworm or a pathto a scripton a
webserver. CurrentIDS patterndatabasesreachinto thethousands
of patterns,providing for a dif�cult computationaltask.A rulecan
containmultiplepatterns,andthosepatternscanbelinkedtogether
(correlated).Correlationcanreducefalsepositivesby increasing
the numberof uniqueelementsthat form the attack. Correlation
alsoformsthebackboneof many attacks.An over�ow attack,for
instance,areoftende�ned by a largeamountof databeforea null
character. By distancelinking someinvariantpatternsuchas“user”
with thenull character, theattackcanbedetectedby notingthatthe
null charactercomestoomany bytesaftertheinvariant.

An exampleof a constrainedcorrelationrule follows:

alert tcp $EXTERNALNET any - >
$HTTP SERVERS$HTTP PORTS
(msg: "attackpattern";
content: "attack";
content: "pattern"; within: 5;)

In this rule, HTTP serverswithin the network areprotectedon
thecommonHTTPports(80,8080,etc).Therule is triggeredif the
string“attack” is foundwithin � vebytesof “pattern”.

Becausethe IDS must inspectat the line rate of its datacon-
nection, IDS patternmatchingdemandsexceptionally high per-
formance.This performanceis dependenton the ability to match
againsta largesetof patterns,andthustheability to automatically
optimizeandsynthesizelarge designsis vital to a functionalnet-
work securitysolution.

Snort,theopen-sourceIDS [24], andHogwash[13] have thou-
sandsof content-basedrules.A systembasedon theserulesetsre-
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Figure1: IDS SystemAr chitecture

quiresahardwaredesignoptimizedfor thousandsof rules,many of
which requirestringmatchingagainsttheentiredatasegmentof a
packet.

Thesealgorithmsrequiresigni�cant computationalresources.To
supportheavy network loads,high performancealgorithmsarere-
quiredto prevent the IDS from becomingthenetwork bottleneck.
Even with the most sophisticatedalgorithms,though,sequential
microprocessor-basedimplementationscannotprovide thelevel of
serviceavailablein acustomizedhardwaredevice. In Section5 we
show thatthroughtheuseof asingleFieldProgrammableGateAr-
ray (FPGA) device, our systemdesigntoolsandarchitecturescan
supportmulti-Gigabitrateswith 1000or morepatterns,while pro-
viding encodedattackidenti�ers andsupportingcorrelated-content
matching. We canachieve this performanceusingautomatedde-
signstrategiesfor creatinghardwarearchitectures.

Field ProgrammableGateArrays(FPGA)provide a fabricupon
whichapplicationscanbebuilt. FPGAs,in particular, SRAM based
FPGAsfrom Xilinx [31] or Altera [2] arebasedona “slices” com-
posedof look-uptables,�ip-�ops, andmultiplexers.Thevaluesin
thelook-uptablescanproduceany combinationallogic functional-
ity necessary, the �ip-�ops provide integratedstateelements,and
theSRAM-controlledroutingdirectlogic valuesinto theappropri-
atepathsto producethe desiredarchitecture.As the gatedensity
of FGPA deviceshasincreased,theapplicationspossibleto imple-
menthaveshiftedfrom gluelogic to a widevarietyof solutionsfor
signalprocessingandnetwork problems.As well, thedeviceshave
beendeployedin the�eld asthe�nal solution– but a solutionthat
still has�e xibility if required.Becausethedevice is controlledby
the stateof SRAM bits, the functionality canbe changedby sim-
ply modifying memoryvalues.This canbeuseful,aslogic canbe
customizedfor a particularsetof inputdata.

Recently, recon�gurablelogic hasbecomea very popularap-
proachfor network applicationsdueto thesecharacteristics.String
matchingfor IntrusionDetectionis particularlyinterestingareaof
FPGA designin that complicatedarchitecturesarenot rewarded.
The earliestworks [14, 22] utilized statemachinesto reproduce
an NFA or DFA in hardware ratherthana setof memorytables.
In time, researchinterestshiftedto bruteforcearchitectureswhich
werefoundto have high timeandareaperformance.

In this work, the focus is on the back-endwork of pre-design
optimizationandvarioustechniquesto reduceredundancy. These

very simple architecturesallow for ordersof magnitudeperfor-
manceimprovementin termsof densityandtime performance.

It shouldbe notedthat the hardwired-styleof architecturesuti-
lized in this paperis suitablefor implementationonly on FPGA.
While an ASIC can have far higher densityand frequency than
an FPGA, the ASIC, oncefabricated,would have a �x ed pattern
database.While the recon�gurability of the FPGA incursa high
overhead,theability to changethebehavior of thematchingunits
in the�eld compensatesfor theincreasedinitial devicecost.

Thispaperis structuredasfollows: Webegin with abrief discus-
sionof thelargebodyof prior work in stringmatchingfor Intrusion
Detection.Wethenpresentourwork in FPGA-basedstringmatch-
ing architecturesand the extensionsdevelopedto supportlinked
contentmatching. We extendthe standardhardwiredarchitecture
to allow for a limited amountof regular expression-typeexpres-
sions. Theseare implementedby linking togethertwo or more
individual string comparators.The extensionsallow a rule to re-
quirethematchingof variouscomponentsseparatedby aminimum
or maximumnumberof bytes. Anotherfocusis the development
of a schemefor reducingthe time requirementfor recompilinga
rule �le to hardware,a problemthat haslimited the applicability
of hardwiredarchitecturesin practice.Final,we will presentsome
resultsfrom ourexperiments.

1.1 Overview
Simplicity is the key in string matchingcircuit design. Fewer

componentsin the critical path allow higher clock rates. Short
critical pathsin complex statemachinesare dif�cult to achieve,
and dif�cult to effectively pipeline. Shift-and-comparearchitec-
tures,however, arevery well suitedto the fabricof anFPGA,and
canachieve high frequenciesdueto their inherentlypipelinedna-
ture. FPGAs,in fact, areessentiallydesignedto serve as fabrics
for hardwiredshift-and-comparearchitectures.Flip-�ops are es-
sentially free in the fabric, andbyte comparisonsperfectlymatch
theLUT structureof modernSRAM-basedFPGAs.Becausethere
is norequirementfor astandardizedmatchingunit for eachpattern,
thedesignercanshift from thediscrete-patternparadigmof [5, 12]
andapproachthe designat the databaselevel. By working with
theentiredatabase,the redundancy betweenpatternscanbeelim-
inated,andpatternscanbegroupedsotheir interconnectneedsdo
notcon�ict with thatof their neighbors.

Taking advantageof our previous work in partitionedandpre-
decodedshift-and-comparearchitectures([3, 4]), we build a layer
on top to provide the linking betweenpatternsrequiredto support
thefull Snortrulede�nition.

Our basicarchitectureis a pre-decodedmultiple-pipelineshift-
and-comparematcher. While thisapproachcanbeconsidered“brute
force” comparedto a statemachineapproach[5, 9, 14] or a hash-
ing approach[11], thesimplicity of theunitsallowsfor exceptional
areaand time performance.The basicarchitecture,asdescribed
in detail below, reducesrouting andcomparatorsizeby convert-
ing incomingcharactersinto many bit lines,eachrepresentingthe
presenceof singlecharacter.

By intelligently processinganentireruleset(Figure3), our tool
partitionsa rulesetinto multiple pipelinesin orderto optimizethe
areaandtime characteristicsof the system. The rule databaseis
�rst convertedinto agraphrepresentingthesimilarity of theruleset.
Dependingon the tool �o w desired,thegraphedgesareweighted
to provide higherconnectednessbetweenruleswith similar char-
acters;this allows for increasedgroupingof pre�xesand/orgen-
eral shared-charactergrouping,as required. The graph is parti-
tionedbasedon the weightedgraph. Basedon the resultsof this
pre-processing,thesystemis generatedfrom templates.By apply-



ing variousgraphpartitioningoperationsandtrie techniquesto the
problem,the tool moreeffectively optimizeslargerulesetascom-
paredto nä�ve approaches.

Theobjectiveof supportinglinked-contentrulesis to movemore
of thecomputationalresponsibilityto theFPGA,therebyreducing
the burdenon the controller. Most previous approacheshave fo-
cusedontheperformanceof thestringmatchingproblemonly, and
have ignoredthe larger problemsof systemdesign. In [32], the
authorsconsidermultiple-contentrulesimplementedthrougha se-
ries of memorylookupslinked with a CAM. The authorspresent
a practicalarchitecturethatallows for theuseof limited hardware
bandwidththroughaprobabilisticanalysisof attackpatterns.

We hopein this paperto begin to considersomeof the rami-
�cations of full systemdesignin the hardwireddesignparadigm.
Oneof theobjectivesof thiswork is to provide anarchitecturethat
takesadvantagesof our previouswork, but builds a meta-layeron
top thatallows a morecompleteIDS solution. Themeta-layerre-
moves much of the burdenon the external controller for putting
togetherresultsfor morecomplex rules.

2. RELATED WORK IN HARDWARE IDS
Snort[24] andHogwash[13] arecurrentpopularoptionsfor im-

plementingintrusiondetectionin software. They areopen-source,
freetoolsthatpromiscuouslytapthenetwork andobserve all pack-
ets. After TCP streamreassembly, the packetsaresortedaccord-
ing to variouscharacteristicsand,if necessary, arestring-matched
againstrule patterns.However, the rulesaresearchedin software
on a general-purposemicroprocessor. This meansthat the IDS is
easilyoverwhelmedby periodsof high packet rates.Theonly op-
tion to improve performanceis to remove rulesfrom thedatabase
or allow certainclassesof packetsto passthroughwithout check-
ing. Somehacker tools even take advantageof this weaknessof
SnortandattacktheIDS itself by sendingworst-casepacketsto the
network, causingtheIDS to work asslowly aspossible.If theIDS
allowspacketsto passuninspectedduringover�ow, anopportunity
for the hacker is created.Clearly, this is not an effective solution
for maintaininga robustIDS.

Using someideasfrom [23], [14] implementsan FPGA design
thatdealswith two specialcharacteristicsof �re wall rule sets:the
�re wall designerhasdesigntime knowledgeof therulesto imple-
ment,andtherearelargenumberof rules.

In [20], a multi-gigabytepatternmatchingtool with full TCP/IP
network supportis described.Thesystemdemultiplexesa TCP/IP
streaminto several substreamsand spreadsthe load over several
parallelmatchingunitsusingDeterministicFiniteAutomatapattern
matchers.

TheNFA conceptis updatedwith predecodedinputsin [9]. The
paperaddressestheproblemof poor frequency performancefor a
large numberof patterns,a weaknessof earlierwork. By adding
predecodedwide parallel inputs to a standardNFA implementa-
tions,excellentareaandthroughputperformanceis achieved.

In [12], a CAM-powered software/hardware IDS is explored.
A ContentAddressableMemory (CAM) is usedto matchagainst
possibleattackscontainedin a packet. The tool appliesthe brute
force techniqueusinga very powerful, parallelapproach.Instead
of matchingonecharacterpercycle, the tool usesCAM hardware
to matchthe entirepatternat onceas the datais shiftedpastthe
CAM. Unfortunately, though,becausematchingis donein paral-
lel acrossall rulesandacrossall charactersin onecycle, this sort
of implementationrequiresa greatdealof logic. While this does
provide O(n + m) worst-caserulematchingtime, it doessoat the
costof a largeamountof hardware.Becauseof thehardwarecom-
plexity andchip limitations, theCAM approachcanonly provide

32 20-bytematchingunitson theXilinx Virtex XCV1000EFPGA
device [30].

A morerecentTCAM-basedapproach[32] utilizesa largenum-
ber of tablesand is dependenton having fastTCAM andSRAM
memoriesavailable to a controller. Becausethe authorsassume
a 32 bit CAM word, patternsusually requirea large numberof
individual lookups. However, througha probabilisticanalysisof
lookup behavior, the authorsprove that far fewer lookupsareac-
tually requiredin practicethat might be expectedin a worst-case
scenario.This allows a minimumof hardwareresourcesto beex-
pended.

In [11], is a novel hashingmechanismutilizing Bloom �lter is
discussed.Their implementationof a hashing-tablelookupusinga
Bloom �lter is an effective methodto searchthousandsof strings
for matchesin a single pass. However, the Bloom �lter system
canonly supportonelengthof patternper�lter subsystem.Where
otherapproaches,suchasNFA, memory-basedKMP, or hardwired
shift-and-comparearelimited only by thesizeof device andmem-
ory provided, theBloom �lter approachis severely limited by the
numberof memoryportsrequired.Thesystemcanprovide excep-
tional performancefor a singlesizeof pattern,but real databases
causethenumberof memoryport to rise to an infeasiblelevel on
mostmodernmemorydevices.

In [3, 6, 7, 8, 9, 26], hardwireddesignsaredevelopedthatpro-
videhighareaef�ciency andhightimeperformanceby usingrepli-
catedhardwiredcomparatorsin a pipeline structure. The hard-
wiring provideshigh areaef�ciency, but aredif�cult to recon�g-
ure. Hardwiring alsoallows a unit to acceptmore thanonebyte
per cycle, throughreplication. A bandwidthof 32 bits per cycle
can be achieved with four hardwiredcomparators,eachwith the
samepatternoffset successively by 8 bits, allowing the running
time to be reducedby 4x for an equivalent increasein hardware.
Thesedesignshave adoptedsomestrategies for reducingredun-
dancy throughpre-designoptimization. The work in [7] wasex-
pandedin [6] to reducethe areaby �nding identical alignments
betweenotherwiseunattachedpatterns.Their preprocessingtakes
advantageof thesharedalignmentscreatedwhenpatterninstances
areshiftedby 1, 2, and3 bytesto allow for the 32-bit per cycle
architecture.

Thenotion of pre-decodinghasbeenexploredin [8] and[9] in
the context of �nite automata.The useof large, pipelinedbrute-
forcecomparatorsfor highspeedwasinitiatedin [7] andcontinued
in [25,26]. Pre-Decodingin thecontext of brute-forcecomparators
wasdevelopedsimultaneouslyin [6], [26], andourwork [3].

Thework in [26] utilizesa lesselboratepredesignmethodology
thatis basedonincrementallyaddingelementsto partitionsto min-
imize theadditionof new charactersto a given partition. Theuse
of treesfor building ef�cient regularexpressionstatemachineswas
initially developedin [14]. Weexploredthepartitioningof patterns
in the pre-decodeddomainin [3]. We utilize thesefoundational
worksandbuild automaticoptimizationtoolson top.

3. OUR APPROACH
This researchfocuseson automaticoptimizationandgeneration

of architecturesfor high-performancelinkedstring-matching.The
tool generatesa basicpre-decodedshift-and-comparearchitecture,
thenlayersthelinkedstringmatchingstatemachinesabove theba-
sic string matchingunits. In this architecture,a characterenters
thesystemandis “pre-decoded”into its characterequivalent.This
simply meansthat the incomingcharacteris presentedto a large
arrayof AND gateswith appropriatelyinvertedinputssuchthatthe
gateoutput assertsfor a particularcharacter. The outputsof the
AND gatesareroutedthrougha shift-registerstructureto provide
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Figure 2: General architecture of our pipelined comparators design. Characters are converted to single bits in the �rst stageand
then fed into the pipeline, where they becomeoperandsfor the pattern comparators.

time delays.Thepatternmatchersareimplementedasanotherar-
rayof AND gatesandtheappropriatedecodedcharacteris selected
from eachtime-delayedshift-registerstage.

With our domainspeci�c analysisand generationtool, exten-
sive automationpartitionsa rule databasesinto multiple indepen-
dentpipelines.This allows a systemto moreeffectively utilize its
hardwareresources.Thekey to our performancegainsis the idea
thatcharacterssharedacrosspatternsdonotneedto beredundantly
compared.By pushingall character-level comparisonsto thebegin-
ningof thecomparatorpipelines(Figure2),wereducethecharacter
matchoperationto theinspectionof a singlebit.

Previous approachesto string matchinghave all beencentered
arounda byte-level view of characters.Recentwork by our group
andothers[3, 9] hasutilized pre-decoded,single-bitcharacterre-
encodingsin lieu of delivering8-bit widedatapathto every pattern
matchingunit. However, increasingthe numberof bits processed
at a singlecomparatorunit increasesthedelayof thosegates.The
pre-decodingapproachmovesin theoppositedirection,to single-
bit, or unary, comparisons.We decodeanincomingcharacterinto
a “one-hot” bit vector, in which a charactermapsto a singlebit.
String matchingusingsinglebit characterrepresentationsis very
time andareaef�cient in termsof the comparatoritself, andthus
worth someinvestigation. Insteadof dealingwith the pipelining,
routing,andfan-indelaysfor 8 bit ASCII characters,thecompari-
soncandealonly with precomputedbyte-equivalentbit lines.This
allows ef�cient multi-byte comparisons,regular expressions,pre-
�x trees,andeven partial matchesusingsimplesum-of-products
expressions.

Having built the basicpatterncomparatorsin an ef�cient man-
ner, thecomparatorresultscanbecombinedtogetherto form more
complex structures(suchasregular expressions)andencodedfor
useby anexternalcontroller.

3.1 Partitioning
Unfortunately, withoutsomereductionin thecharacterset,unary

representationssuffer from theinef�ciency causedby thehugenum-
berof bit linesrequiredfor the256characterASCII set.In a setof
long patternsutilizing every characterin the characterspacewith

low repetition,a binaryencodingsuchtheASCII encodingwould
likely bethemostef�cient strategy.

However, if thecharactersetcanbereduced,thenumberof bit
lines can be similarly reduced. The most trivial exampleof re-
ducedsetsis DNA matching,wherethe only charactersrelevant
aref A,T,C,Gg, representedasfour one-hotbits. String matching
for network securityis a moreinterestingapplicationasthousands
of real-world patternsneedto be matchedsimultaneouslyat high
throughputrates.

Becauseintrusiondetectionrequiresa mix of casesensitive and
insensitive alphabeticcharacters,numbers,punctuation,andhexa-
decimal-speci�edbytes,thereis aninterestinglevel of complexity.
However, eachstring only containsa few dozencharacters,and
thosecharacterstend to repeatacrossstrings. In the entireHog-
washdatabase,thereareonly about100 differentcharactersever
used.Someof thosearecaseinsensitive, or canbemadecasein-
sensitive without loss of generality. This reducesthe numberto
roughly75characters.Thepatternsetsarethenbrokeninto smaller,
independentpieces.Generallytheoptimalnumberof partitionsn
is between2 and8. UsingtheMetispartitioninglibrary to solvethe
min-cutproblem[17], thepatternsarepartitionedn-wayssuchthat
thenumberof repeatedcharacterswithin a partitionis maximized,
while thenumberof charactersrepeatedbetweenpartitionsis min-
imized. The systemis thengenerated,composedof n pipelines,
eachwith a minimumnumberof bit lines. Thevalueof n is deter-
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Figure3: Automatedoptimization and synthesisof partitioned
system



minedfrom empiricaltesting;we have foundn=2-4mosteffective
for rulesetsof lessthan400patterns.Conversely, for the603and
1000patternrulesets,themaximumtime performanceis achieved
with eightpartitions.However, astheareaincreasesmoderatelyas
the numberof partitionsincreases,the area-timetradeoff mustbe
considered.

Our partitioning strategy can partition a rulesetto roughly 30
bits,or aboutthesameamountof dataroutingasoneof the4-byte
replicatedarchitectures([7, 25]). However, thematchingunitsare
least8x smaller(32 down to 4 bits for the designin [7]), andwe
have removedthecontrol logic of a KMP-styledesignsuchas[5].

Ourunarydesignutilizesasimplepipelinearchitecturefor plac-
ing theappropriatebit lines in time. Becauseof thesmallnumber
of total bit lines required(generallyaround30) addingdelayreg-
istersaddslittle areato the systemdesign. Our new designtakes
thegeneralstraight-forwardmatchingtechniqueusedin [7, 25],but
movesthecharacterdecodingto the�rst stagein thepipeline(asin
[9]), andreducestheoverall sizeof the individual comparatorsby
one-eighth,asillustratedin Figure2.

First, the patternsarepartitionedinto several groupssuchthat
theminimumnumberof lettershaveto bepipedthroughthecircuit;
that is, we give eachgroupof patternsa pipeline,andgo through
variousheuristicmethodsto attemptto reducethepipelineregister
width. The effect of minimizing the numberof charactersis to
reducetheinterconnectburdenin eachpartitionpipeline,allowing
for bettertimeperformance.In theresultssectionweshow thatthis
approachis effective.

The graphcreationstrategy is asfollows. We startwith a col-
lection of patterns,representedasnodesof a graph. Eachpattern
is composedof letters.Everynodewith a givenletteris connected
by anedgeto every othernodewith that letter. We formalizethis
operationasfollows:

Sk = f a : a 2 C j a appearsin kg (1)

VR = f p : p 2 Tg (2)

ER = f (k; l ) : k; l 2 T; k 6= l andSk \ Sl 6= ;g (3)

A vertex V is addedto graphR for eachpatternp in theruleset
T andanedgeE is addedbetweenany vertex-patternsthathave a
commoncharacterin thecharacterclassC.

This producesa denselyconnectedgraph,almost40,000edges
in a graphcontaining361vertices.Eachpipelinesuppliesdatafor
a singlegroup,asillustratedin thesystem-level schematicin Fig-
ure2. By maximizingtheedgesinternalto agroupandminimizing
edgesoutsidethe groupwhich mustbe duplicated,we reducethe
width of thepipelineregistersandimprove theusageof any given
characterwithin the pipeline. We utilize the METIS graphparti-
tioning library [17].

On average,the partitioningstepreducesclock periodby 20%.
More detailsand resultsare available in our earlier works. Par-
titioning is not the focus of this paper, however. This sectionis
presentedonly to providecontext for Section4.1,in which thepar-
titioning is utilized for anoptimizedincrementaldesignstrategy to
reducethecostof hardwarerecon�gurationoverheads.Moredetail
aboutthe relative performanceimpactof the partitioningstrategy
canbefoundin ourearlierwork [3, 4].

3.2 Corr elatedContent Layer
One implementationsof linked-contentmatchinghave formed

regularexpressionsfrom entiredatabase[14]. Throughtheuseof
statemachines,the architectureis suf�ciently genericthat it can
capturethebehavior of any regularexpression.However, by forc-
ing thehardwareto generalizeto anunneededdegree,opportunities
for extractingperformancearelost. It is generallyunnecessaryto

provide this level of �e xibility for intrusiondetectionapplications,
especiallygiven the cost of highly complex hardwiredstatema-
chines.

Weconsidertwo commonlyusedextensions,“distance:”, which
requiresa minimum numberof bytes betweentwo strings, and
“within:”, which setsa maximumnumberof bytesbetweentwo
strings.

As discussedearlier, simplicity is thekey to performanceonFP-
GAs. Weapplythisdesignparadigmto thecorrelatedcontentlayer
architecture.Theutilization of structuresthattheFPGAis built to
implementcansign�cantly improve timeandarearesults.Towards
thesegoals,we utilize the inherentstrengthof counterimplemen-
tation of the Virtex style FPGAs. The fast carry logic allows a
designerto createcounterswith betterarea-timeperformancethan
a pipelinedstatemachine.
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Figure 4: Ar chitectural meta-layer to provide multi-content
rule support

By default, the resultof eachpatterncomparisonis sentinto a
large priority encoderthat providesthe externalhostwith the ap-
propriatepatternidenti�er. However, correlatedcontentrulesare
not basedon a singlerule, but the sequentialdetectionof two or
morerules.Thus,thetool simplydisconnectstheoutputof the�rst
comparatorfrom thenormalresultencoderandreroutesthematch
information.Dependingonthetypeof constraintrequired,thesys-
temsetsacounterandavalid bit. Thecounteris linkedto compara-
tor logic to determinethesatisfactionof the rule constraints.The
counter-linked comparatorsprogressively activate (in the caseof
distanceconstraint)or deactivates(in thecaseof within constraint)
thecontentmatchersdeeperin therule. This is illustratedin Figure
4.

DatabaseType ClockRate Area
Web-cgiwith correlatedcontent 4.4ns 4590

Web-cgiwith no counters 4.3ns 4372

Table1: The Snort Web-cgidatabase:347rules requiring con-
tent searchescomposedof a total of 420strings and 4921char-
acters. The Web-cgi databasewas chosenas it has a signi�-
cant number of the `within' and `distance' extensionsimple-
mented. The additional layer of correlation statemachinesin-
signi�cantly reducestime performance.Ar eais in logic cells.

Table1 detailsan interestingcomparisonin resourceutilization
andperformancein thecorrelationlayer. Theexperimentsarebased
on theSnortweb-cgidatabase,which has347rulesrequiringcon-
tentmatchesand420total stringsto consider.
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Figure5: When multiple streamsare multiplexed on the input line, it is necessaryto re-sendpart of the streamto insurean attack is
not overlooked

The �rst row of Table1 gives resultsfor the full architecture,
including linked stringsanddistanceconstraints.Thesecondrow
removes the counter, but keepsthe rules linked. The clock rate
increasesby 0.1 ns, which is insigni�cant, but expected,as the
countercomparisondoesadd anotherbit to the comparator(the
comparatoroperatorsareimplementedsuchthattheresultis avail-
ableat theclockedgeof thenext cycle). Themostinterestingpoint
is that the countersaddonly a few additionalslicesto the overall
areaconsumption.This is partly an artifact of the FPGA fabric.
The string matchingarchitectureis composedmostly of Look-up
Tables(LUTs) and�ip-�ops that createthe pipelinestructure. In
thesampleruleset,thereare73stringsthatarelinkedto aprevious
match. Becauseof this linking, thereare fewer entriesin the re-
sult tree.Thus,while addingthecountersrequiressome�ip-�ops,
the overall designis balancedbecauseof the reducednumberof
memoryelementsrequiredfor theresulttree.Thecounterlogic is
producedwith theremaininglogic on a sliceanddoesnot require
LUTs.

3.3 Suf�x Re­sending
An aspectof IDS designthatis rarelyconsideredin FPGA-based

solutionis streamswapping.All solutionsin theliteratureassume
singlestring matchingengine,or, at most,several enginesin par-
allel. As a trunk line mustbe able to handlebetweenthousands
andmillions of concurrentlyactivestreams,it is a requirementthat
the systemscan swap betweenstreamswithout missingpossible
attacks.

As illustratedin Figure5, an attackcan be dif�cult to discern
simply by themultiplexing actionof thenetwork itself. Moreover,
aspacketstakedifferentroutesto theIDS �lter , or areintentionally
sentout-of-order, a high �e xibility in the streamhandlingof the
FPGAdevice is required.In a statemachine-basedarchitecture,it
is possibleto savetheencodedstatefor thepartialmatch.However,
this requiresextensive controlanddatapathto save andrestorethe
stateasstreamsaremultiplexedinto thedevice.

Thereis no methodin the hardwiredshift-and-comparelitera-
ture for saving state.Becausetheentirepatternis matchedin one
cycle, it is impossibleto save a partial resultwithout signi�cantly
increasingtheresourceusageof thedevice.

In the shift-and-comparearchitecture,thereis no method(such
asa resetsignal)for de�ning thebeginningor endingof a segment
of a streamasin statemachine-basedsystem.In an encodedsys-
tem,suchas[7], all charactercodescanrepresentavalid character.
Thus, thereis no possibility of an insertingsomeseparatingele-
mentsuchasanull character(0x00),aseventhenull characteris a
commonpatterncharacter. However, with thepre-decodedsystem,
sinceeachbit line representsa particularbytecode,anintentional
lackof any active signalscaneffectively separatestreams.

An attackcaneasilybespreadacrossmultiplepackets.If streams
arenot reorderedandsentthroughthe stringmatcherin thesame
order that they will be processedby the applicationlayer, an at-
tacker caneasilypassthroughthecontent-matchingdefenses.Let
us assume,then,that the string matchingengineis provided with
a reorderedstream.If theentirestreamis accumulatedbeforeit is

processed,anew problemarisesdueto thepotentiallylong latency
incurredby waiting until the entirestreamhasbeenaccumulated.
In fact,in certaintypesof sessions,this couldbeminutesor hours.
Waiting this long to know if anattackis in progressis clearlyun-
acceptable.

In orderto reducelatency wecansendpacketsthroughthestring
matcherasa segmentwhenever we have someminimum number
of bytesto process.Thiscanreducelatency, but bringsup thecon-
cernsof a partial matchspreadacrosstwo or moresegments.To
make surethat theattackdoesn't spreadacrossmultiple segments
andis not detected,suf�cient pastdatais rescannedto make sure
thatany cross-packet attacksarefound. By saving a suf�x (equal
in distanceto the lengthof the longestpattern)of theprevious in-
stanceof the streamand appendingit as a pre�x of the current
instanceof thestream,a streamcanbebrokenup without actually
saving hardwarestate.
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Figure 6: The TCP/IP headersare meta-data to the matching
units and,while important to the Intrusion DetectionSystemas
a whole,are not sentto the string matching units

This techniquebringsup somequestionsabouttheef�ciency of
re-sendingthesuf�x, in particularwhentherearealargenumberof
streamsandasmallsegmentsize.Theendresultof theinef�ciency
incurredby there-sendingof suf�x escouldresultin theneedto run
thestringmatcheratsigni�cantly fasterratesthantheinputstream.
However, after someanalysis,it seemsthat for the averagecase
thereis little to beconcerned.

The key to the analysisis the observation that the time savings
from not having to handlethe TCP and IP headersin the string
matchingsectionmorethanmakesup for thecostof re-sendinga
suf�x of lengthequalto thelongestattackpattern.
Psize= packet size:maximumis 64kB, averageis 402bytes[28]
MaxPatternSize= maximumsizeof a string in theattackdatabase
= 256
#issue= numberof packets issuedinto the systemfrom a single
streamat once
Hsize= headersize:weexpecta20byteIPand20byteTCPheader
to be strippedoff beforethe packet is sentto the string matching
units= 40bytes

Wenow considertheeffectof theheaderstrippingandsuf�x re-
sending:

overhead=
MaxPatternSize+ (Psize� Hsize) � #issue

Psize� #issue
� 1



Substitutingandsolving for 0% overhead,or 100%ef�ciency,
we �nd that theappropriatenumberof packetsto issueat a given
time is #issue= d6:4e = 7. As this is only 7*402=2800bytes,
even with several thousandstreamsthe total memoryis insigni�-
cant.Thedelaydueto waiting for 7 packetsto enqueuebeforethe
�rst is issuedshouldbe modest. Exceptionscan be madein the
queuingsystemfor classesof packetsthatcannottoleratedelay.

4. TOOL PERFORMANCE
After partitioning,eachpatternwithin agivenpartitionis written

out,anda VHDL �le is generatedfor eachpartition.
Theworstcasegraphsizeis (n � 1)(n)=2 edgesfor n vertices.

Thesizeof theutilized-charactersetsarelimited in size,generally
lessthan50 andaveragebetween10 and20. For our analysis,we
canconsiderthemconstant,makingthetimecomplexity of thesort
O(n2 ), with a spacecomplexity of O(n2).

Thetimecomplexity of generalgraphpartitioningproblemusing
theKernighan-LinalgorithmisO(n2 log n), with aspacecomplex-
ity equalto thesizeof the input graph. Thusthe time complexity
of thecompleteprocessis O(n2 log n) with a spacecomplexity of
O(n2 ).

Becauseof thelargenumberof patternsin currentintrusionde-
tectiondatabases[13, 24], creatingthe pattern-connectiongraphs
andsubsequentlypartitioningthegraphsis anexpensive operation,
not suitablefor runtime. representation,the Hogwashrulesetof
roughly7000stringscreatesagraphoccupying over215MB.How-
ever, evenwith theselargememoryrequirements,theprocess�o w
requireslittle time. rulesetof theHogwashdatabase[13].

For the entire Hogwashdatabase,the systemcan generatethe
charactergraph,partition,andcreatethe�nal synthesizeable,opti-
mizedVHDL in lessthan30 secondson a desktop-classPentium
III 800MHzwith 256MB RAM. The�nal VHDL �les aretensof
thousandsof lines long andoccupy up to a few megabytesof disk
space.

All of thecodecodeexceptthepartitioningtool iswrittenin Perl,
a runtimelanguage.While Perlprovidespowerful text processing
capabilitiesuseful for processingthe rulesets,it is not known as
a high performancelanguage. A productionversionof this tool
would not be written in a scripting language. Regardlessof the
implementation,the automaticdesigntools occupy only a small
fraction of the total hardwaredevelopmenttime, asthe placeand
routeof thedesignto FPGAtakesmuchlonger. Place-and-routeis
theprocessof compilingthedesignto hardware,in whichfunction-
ality is placedat a particularlocationandthevariousconnections
areroutedthoughtheprogrammableinterconnect.For a smallde-
sign,for instance,the361pattern,8263characterdesigncan�nish
with looseconstraintsin abouttenminutes.However, tight timing
constraintscombinedwith a 2,000patternrulesetcan take many
hours.A partialsolutionto thisproblemlies in incrementalsynthe-
sis,astrategy for reducinghardwaregenerationcoststhroughreuse
of a previousgeneration's placeandrouteinformation.

4.1 Optimized IncrementalDesign
A problemwith recentdesignsutilizing hard-wiredcomparator

modulesis in the requirementfor a full place-and-routeto make
any change,no matterhow small, to the design. This is a time
consumingoperation,potentiallyrequiringseveralhoursfor alarge
database.Becauseof theexceptionalareaandtimeef�ciency possi-
blewith thehardwireddesignparadigm,this issuehasbeenlargely
ignored.

For the situationof addinga rule, we utilize the min-cut parti-
tionedgraphproducedfor theinitial design.Determiningtheopti-
malpartitionto addanew patternto is afairly trivial task,requiring

only a considerationof charactersalreadymappedto thepartition
andthesetof pre-existing pre�xes.Thepartitionleastmodi�ed by
the additionof the new rule is determinedby comparingthe pre-
decodedbitsalreadywithin thepartition.

We formalize this operationas follows. We de�ne Sp � as in-
troducedin Equation1, thesetof charactersrequiredto represent
thenew patternp� . Thesetdifferencebetweenthecharacterscur-
rently representedin Pi andthecharactersthatarepresentin Sp �

is � i . Thepartitionwhichwill requiretheadditionof theminimum
numberof new charactersis theoptimalpartitionPj . Theoptimal
partitionis selectedfrom thesetof partitionsP .

� i = (Sp � n Pi ) (4)

�nd j suchthat j� j j =
P

min
i =0

j(� i )j (5)

charactersto addto partitionj arein � j (6)

ThisVHDL codedescribingthispartitionis thenregeneratedby
thetool, requiringatrivial amountof time. If thenew patternshares
a pre�x with someotherpatternin the partition, the partial result
of theexisting patternis mappedto thenew pattern,reducingnew
wiring. The removal of rules is simply a matterof removing the
comparatorandthe connectionsto the result tree. The new parti-
tion codeis sentto the incrementalsynthesisandplace-and-route
functionsof Xilinx ISE 6.2. Thetool only re-synthesizesthemod-
i�ed modules.Becauseof thepreviously de�ned areaconstraints,
eachpipelinemoduleis independentof theothers.Thus,only the
routingin themodi�ed modulerequiresplace-and-route.

In our currentimplementation,we �rst manuallycreatethearea
constraintson the device. Eachpartition is generatedasan indi-
vidual module,andeachmoduleis allotedsuf�cient spaceon the
device. The Xilinx PACE tool estimateshow many slicesarere-
quired,andwe �nd it useful to provide a 20% allowanceto ease
routingcongestionwithin themodule.Theentiredesignis synthe-
sized,placed,androuted,andtheguide�les aremaintainedfor the
next incrementalchange.

An exampleof theareaconstraintsand�nished placementis il-
lustratedin Figure7 ontheVirtex II Pro50device. Eachbox is the
manuallyde�ned areaconstraint.Within eachbox arethe placed
logic elementsusedby that partition. Notice that the percentage
utilization of eachconstrainedareavaries;this canalsobeusedto
determinetheappropriatepartition to which a new patternshould
beadded.

Our resultsshow thatfor achangeof onepatternin a singlepar-
tition in systemwith p partitions(assumingthepartitionsarebal-
anced),the time for place-and-routeis reducedto 1=p plus some
overheadfor reprocessingthe guide �les. This overheadcan be
fairly large (approaching50% of the total PAR time). However,
without theuseof incrementalplace-and-route,thesystemwould
requirea completelynew place-and-route,or p times additional
time. Certainlya lower-level incrementalchangecontroller, pos-
sibly implementedin anembeddedmicroprocessorcoreasin [16],
makingtherequiredchangesdirectlywithin a partitionwithout re-
sortingto extensive re-processing(asin [27]) would bea moreef-
fective solution.

5. SUMMARY OF RESULTS
This sectionpresentsresultsbasedon partitioning-onlyunary

and tree architecturesgeneratedautomaticallyby our tool. The
resultsare basedon rulesetof 204, 361, 602 and 1000 patterns,
subsetsof theNikto rulesetof theHogwashdatabase[13].

The synthesistool is Synplicity Synplify Pro 7.2 andthe place
androutetool is Xilinx ISE 5.2.03i.Thetargetdevice is theVirtex



Figure 7: Ar eaconstraints and placedmoduleson Virtex II Pro 50 device (image is cropped). Each area is oneof eight partitions
mappedto the device. The Place-and-Routetool only utilizes the areawithin the box to build the pattern comparators required for
that partition. This allows a partition to bemodi�ed without affecting other areas.

II ProXC2VP100with -7 speedgrade[30]. We have doneperfor-
manceveri�cation ontheXilinx ML-300 platform[29]. Thisboard
containsa Virtex II Pro XC2VP7, a small device on the Virtex II
spectrum. We have subsetsof the database(asdeterminedto �t
on thedevice)andthey executecorrectlyat thespeedsdocumented
in Table2. In our tests,input datawasstoredin anonboardRAM
andthenstreamedinto theIDS architecture.A commoditynetwork
processorwould provide a reorderednetwork streamto theFPGA
in a deployablesystem,asthey supportthehigh bandwidthserial
communicationspinsprovidedby Xilinx Virtex devices.

We utilized thetool setto generatearchitecturaldescriptionsfor
variousnumbersof partitions. Table2 containsthe systemchar-
acteristicsfor partitioning-onlyunarydesigns.As our designsare
muchmoreef�cient thanothershift-and-comparearchitectures,the
mostimportantcomparisonsto make arebetween“1 Partition” (no
partitioning)andthe multiple partition cases.Clearly, thereis an
optimal numberof partitions for eachruleset; this tendstoward
2-3 below 400 patternsand toward 8 partitionsfor the 1000pat-
ternruleset.Theclock speedgainedthroughpartitioningcanbeas
muchas20%,althoughthis is atthecostof increasedarea.Thetree
approachproducesgreaterincreasesin clock frequency, at a lower
areacost. The 602 patternrulesetshows the most dramaticim-
provementswhenusingthetreeapproach,reducingareaby almost
50%in somecases;thegeneralimprovementis roughly30%.

In Table2 , we seethat themaximumsystemclock is between
200and350MHz for all designs.Thesystemareaincreasesasthe
numberof partitionsincreases,but the clock frequency reachesa
maximumat 3 and4 partitionsfor setsunder400 rulesandat 8
partitionsfor larger rulesets. Our clock speed,for an entiresys-
tem, is in line with the fastestsingle-comparatordesignsof other
researchgroups.

In Table 2, the resultsare collectedand sentto the output by
an OR-tree. In this architecture,eightmatchsignalsarecollected
andOR-edtogetherby two 4-input look-up tables. Theseblocks
of eight �t the FPGA architecturewell. In this style a controller
determineswhich patternwasmatchedafter the fact,basedon the
known delayof thepipelineanda simplelookupin thelist of pat-
ternssortedon thereverseorderingof their characters.

Anotheroption,morecommonin the �eld, is to provide anen-
codingof theresults.This is between20%and30%moreexpen-
sive in termsof area.We have implementeda priority encoderto
allow for equivalentcomparisonsbetweendesigns.Somedesigns
pre-processthe rulesetto ensurethatmultiple matchescannot be

Numberof Patternsin Ruleset
204 361 602 1000 2000

ClockPeriod
(OR-tree) 4.18 5.18 5.33 5.41 6.6
(Encoder) 5.09 4.5 4.91 5.19 7.96

Area
(OR-tree) 800 1198 2466 4028 6260
(Encoder) 1246 1972 4017 9789 11261

Total chars: 4518 8263 12325 19584 39278

Table 3: Partitioning-only Unary Ar chitecture: Clock period
(ns)and area(slices)for various numbersof partitions and pat-
terns sets

active in a given block at any given time [6]. This allows the use
of a simpleencoderinsteadof the priority encoder, at somearea
andclock savings. We have implementeda heavily pipelinedpri-
ority encoderdesignthat doesnot causemuch reductionin time
performanceandhasa moderateareaimpact.

In Table3 we comparesinglepartition (unpartitioned)OR-tree
resultswith thecorrespondingpriority encoderresults.

Table4 containscomparisonsof our system-level designversus
individual comparator-level designsfrom other researchers.We
only compareagainstdesignsthat arearchitecturallysimilar to a
shift-and-comparediscretematcher, that is, whereeachpatternat
somepoint assertsan individual signalafter comparingagainsta
sliding window of network data.We acknowledgethat it is impos-
sible to make fair comparisonswithout reimplementingall other
designs.Wehave de�ned performanceasthroughput/area,reward-
ing small, fastdesigns. In this metric, architecturesproducedby
our toolsareexceptional.

6. CONCLUSION
This paperhasdiscusseda methodologyanda tool for system-

level optimizationusing graph-basedpartitioning and tree-based
matchingof large intrusiondetectionpatterndatabases.By opti-
mizing at a systemlevel andconsideringan entiresetof patterns
insteadof individual string matchingunits, our tools allow more
ef�cient communicationandextensive reuseof hardwarecompo-
nentsfor dramaticincreasesin area-timeperformance.

Our architecturehandlesthe contentmatchingsideof the IDS
problem,includingall correlated-contentmatchingproblems.While



Numberof Patternsin Ruleset
No. Partitions 204 361 602 1000 2000

1 4.179 5.175 5.33 5.41 6.6
Clock 2 4.457 4.497 5.603 5.17 5.79
Period 3 3.863 4.798 4.556 5.6 5.2

4 3.986 4.244 5.063 5.22 5.35
8 4.174 5.193 4.602 4.93 5.1
1 800 1198 2466 4028 6260
2 957 1394 3117 4693 7017

Area 3 1043 1604 3607 5001 7261
4 1107 1692 4264 5285 8977
8 2007 1891 5673 6123 11021

Totalchars: 4518 8263 12325 19584 39278
Bytesperslice(max): 5.64 6.89 4.99 4.86 6.27

Table 2: Partitioning-only Unary Ar chitecture: Clock period (ns) and area (slices)for various numbers of partitions and patterns
sets

Design Bytes Device Throughput Area/Char Perf.
USCUnary 4518 Virtex II-Pro 100 2.07Gb/s 0.46 4.5
USCUnary 39278 Virtex II-Pro 100 1.56Gb/s 0.56 2.79

USCUnaryw/ Encoder 4518 Virtex II-Pro 100 1.6Gb/s 0.55 2.91
USCUnaryw/ Encoder 39278 Virtex II-Pro 100 1.0Gb/s 0.57 1.75

USCUnary- Tree 4518 Virtex II-Pro 100 2.00Gb/s 0.42 4.76
USCUnary- Tree 39278 Virtex II-Pro 100 1.53Gb/s 0.31 4.94

USCUnary- 4 byte 4518 Virtex II-Pro 100 6.1Gb/s 0.72 8.4
USCUnary- 4 byte 19584 Virtex II-Pro 100 4.5Gb/s 0.65 6.9
USCUnary- 8 byte 4518 Virtex II-Pro 100 10.3Gb/s 2.0 5.15
USCUnary- 8 byte 8263 Virtex II-Pro 100 8.8Gb/s 1.87 4.72

LosAlamos(FPL '03)[12] 640 VirtexE 1000 2.2Gb/s 15.2 0.15
UCLA (FPL '02)[7] 1611 AlteraEP20k 2.88Gb/s 10 0.29

UCLA w/Reuse(FCCM'04)[6] 19021 Spartan32000 3.2Gb/s 0.71 4.5
U/Crete(FPL '03) [25] 2457 Virtex2-6000 8 Gb/s 19.4 0.41
U/Crete(FCCM '04) 18032 Virtex II 6000[26] 9.7Gb/s 3.56 2.72
GATech(FPL '03)[8] 17537 Virtex 1000 0.8Gb/s 1.1 0.72

GATech(FCCM'04)[9] 17537 Virtex 2-8000 7.0Gb/s 3.1 2.23

Table 4: Performance for various approachesand databasesizes. Ar ea/characteris in logic cells; one slice is two logic cells),and
performance(in Gb/s/cell).Thr oughput is assumedto be constantover variations in pattern size.

addingthecorrelated-contentfunctionality to thehardwaresignif-
icantly reducesthecomputationalburdenon thehost,it incursal-
mostno overheadon thehardware.

While thehardwiredshift-and-compareapproachprovidesvery
high areaand time performance,it doesrequirecomputationally
lengthysynthesisandplace-and-routewhenthe patterndatabases
change. We addressthis problemthroughan incrementalplace-
and-routestrategy. In conclusion,thevariouscompilationandde-
signstrategiesandarchitectureswe have developedcanprovide a
powerful andeffective solutionfor IntrusionDetectionSystems.
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