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ABSTRACT

The use of reconfigurable hardware for network security ap-
plications has recently made great strides as FPGA devices
have provided larger and faster resources. Regular expres-
sions have become a necessary and basic capability of In-
trusion Detection Systems, but their implementation tends
to be expensive in terms of memory cost and time perfor-
mance. This work provides an architecture that reduces the
exponential NFA to DFA conversion cost to a linear growth
for many expressions.

By handling the timing and integration of the regular
expression-based rules in a custom microcontroller, the mem-
ory costs are reduced and the capabilities are increased over
a DFA-only solution. Both the microcontroller and its as-
sociated DFA are implemented on the FPGA. The patterns
and software are stored using run-time programmable mem-
ory tables. This allows on-the-fly modification to the regular
expressions.

This paper presents the design details of the regular ex-
pression microcontroller and its integration to the DFA state
machines. The types of expressions that the system can han-
dle efficiently are discussed as well as the outstanding prob-
lems that continue to challenge the community.

1. INTRODUCTION

The continued discovery of programming errors in network-
atatched software has driven the introduction of increasingly
powerful and devastating attacks [1, 2]. Attacks can cause
destruction of data, clogging of network links, and future
breaches in security. One part of a comprehensive network
security strategy is a Intrusion Detection System(IDS) at a
network choke-point such as a company’s connection to a
trunk line (Figure 1). The IDS goes beyond the header, ac-
tually searching the packet contents for various patterns that
imply an attack is taking place, or that some disallowed con-
tent is being transferred across the network. In general, an
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IDS searches for a match from a set of rules that have been
designed by a system administrator. These rules include in-
formation about the IP and TCP header required, and, often,
a regular expression that must be located in the stream.

Early IDS rules used only string literals. Recently, rule
designers have found regular expressions to be more power-
ful and flexible in describing patterns. The Snort database is
increasingly composed of regular expressions and correlated-
content expressions. Unfortunately, the processing of reg-
ular expression, or, equivalently, the simulation of an Non-
deterministic Finite Automata (NFA), is complex. The mem-
ory requirements can grow exponentially when many ex-
pressions are evaluated simultaneously [3]. Software im-
plementations had limited throughput when IDS was only
the simpler string matching problem, and supporting regu-
lar expressions only increases the difficulty to maintaining
a high throughput. Even with the most sophisticated al-
gorithms, sequential microprocessor-based implementations
can struggle to provide the level of service available in a cus-
tomized hardware device [4].

However, support for regular expressions has only been
provided in hardware [5, 6], not in a form that can be changed
at runtime. The ability to quickly change the database pat-
terns is vital, as new attacks must be imported into the sys-
tem as quickly as possible. FPGA recompilations require
hours. Thus, memory-based approaches only requiring a
software change, such as this design, are a necessity.

This paper presents a “software-decelerated” approach
for regular expression processing. In [7], the notion of mov-
ing control-intensive operations to an on-FPGA microcon-
troller or microprocessor was presented. By “decelerating”
the complex control state machines, the FPGA hardware is
freed for the true strength of the FPGA – handling a large
amount of data and computation. In much the same way,
our work utilizes a small microcontroller that is linked to
each regular expression-matching state machine to provide
more complex pattern matching functionality. The Xilinx
Virtex 4 fx100 device can support about 50 of these micro-
controller/DFA modules.

This paper is structured as follows: We begin with a brief
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Fig. 1. IDS System Architecture

discussion of the large body of prior work in string matching
for intrusion detection, and the basic principles of the Aho-
Corasick and Bit-split algorithms. We then present our work
on an embedded microcontroller that is integrated within
the DFA state machine mechanism to reduce memory costs
and provide regular expression functionality to the system.
We will discuss what the architecture is, and is not, capable
of processing, and the NFA to DFA conversion problems
that continue to challenge the community. Finally, we will
present some results from our experiments, showing the re-
duction of state memory usage from exponential growth to
linear growth with the number of patterns.

2. RELATED WORK IN HARDWARE IDS

Snort [8] is a popular option for implementing intrusion de-
tection in software. It is an open-source, free tool that promis-
cuously tap the network and observe all packets. After TCP
stream reassembly, the packets are sorted according to vari-
ous characteristics and, if necessary, are string-matched against
rule patterns.

In our previous work in regular expression matching [9,
5], we presented a method for matching regular expressions
using a Non-deterministic Finite Automaton, implemented
on a FPGA.

The NFA concept is updated with predecoded inputs in
[10]. The paper addresses the problem of poor frequency
performance for a large number of patterns, a weakness of
earlier work. By adding predecoded wide parallel inputs to a
standard NFA implementations, excellent area and through-
put performance is achieved.

These hardware approaches allow high speed and area
efficiency, and can be easily extended to provide most regu-
lar expression functionality (as in an evolution of the origi-
nal work in [5]). However, they will never provide the fast
reconfiguration that is possible in a memory-based system,

short of an in-situ bitstream reconfiguration approach [11,
12].

In [13, 14], a novel hashing mechanism utilizing Bloom
filter is discussed. Their implementation of a hashing-table
lookup using a Bloom filter is an effective method to search
thousands of strings for matches in a single pass. An inter-
esting aspect of this work is that it can be extended some-
what using the software deceleration approach developed
in this paper. The Bloom filter, instead of including just
“present” bits at hash locations, can include an address for
the microcontroller. By linking string literals together with
software, some regular expressions can be supported. How-
ever, linking strings is still somewhat less flexible than a
more general DFA-based processor.

3. SOFTWARE DECELERATION FOR REGULAR
EXPRESSIONS

A regular expression [15](abbreviated as regexp from now
on) is a string that matches a set of strings. Regular ex-
pressions are used for the concise notation of a string set.
Instead of enumerating all possible variations of an attack, a
regexp is designed using a variety of wildcarding and gen-
eralizing operators to match exactly what is required. The
processing of a regexp is more difficult than simple string
literals because each regexp has meta-information that con-
veys meaning.

For example, a regexp “(a|b)∗cd” can be used to find
matches for strings “cd”, “acd”, “bcd”, and “aabcd”, etc.
The vertical bar ‘|’ is used for the alternation if we want
to specify that either of left or right whole subexpressions
occur. The parentheses ‘(’ and ‘)’ match whatever regexp is
between them and indicates the start and end of a group. The
Kleene closure operator ‘∗’ means that the preceding “(a|b)”
can appear zero or more times. Another form is “(ab){x,y}”
meaning that “ab” must appear at least x times but less than
y times.

3.1. Problem Definition

The problem addressed in this paper is in the efficient pro-
cessing of regular expressions. In particular, we wish to re-
duce the memory cost of a set of Snort regular expressions
when represented as state machines in hardware. Our con-
tribution comes in two parts. We have developed an archi-
tecture that can reduce the cost of two particularly expensive
regular expression operators (wildcards and constrained rep-
etition). As well, we have developed software for converting
classes of regular expressions into a form suitable for hard-
ware IDS that integrates with the architecture.

First, we will discuss the reasons for, and the complexi-
ties of, the conversion process. Interpreting regular expres-
sions at runtime is inefficient even in software. Thus some



intermediate form is required. Conveniently, a regular ex-
pression is closely related to the nondeterministic finite au-
tomata (NFA). However, simulating an NFA is also difficult.
In this form many states can be active at once, and the transi-
tions from each state must be computed individually before
the next time step can occur. Because this reduces the sys-
tem throughput, in general NFAs are converted into a Deter-
ministic Finite Automata. In the DFA form, only one state is
active at any time, thus there is only one next state to com-
pute in each time step. This accelerates the processing, but
complicates the pattern compilation process.

In the NFA to DFA conversion process, a single state is
made to represent several active states in the NFA form. In
order for the states to be distinguishable, a DFA state may be
required for all possible NFA states. Clearly this can cause
the total memory required to explode exponentially. This
is particularly caused by wildcards, e.g. (.*) and especially
by constrained repetition, e.g. (ab(x,y)). The focus of this
paper is in eliminating the state explosion problems of those
two types of regular expression components.

3.2. Key Ideas

We have developed a microcontroller-based architecture that
links a DFA simulation module with a small, highly cus-
tomized microcontroller. The microcontroller allows the mem-
ory-efficient implementation of the large class of regular ex-
pressions that include .* and ([\n]){x,y} without state ex-
plosion. Each regular expression is broken into indepen-
dent segments at wildcard separators and reassembed post-
match in the microcontroller. Each DFA is responsible for
up to 28 pattern segments (the pieces of patterns separated
by wildcards). The microcontroller keeps track of the flags
and counters required to implement the wildcards and re-
assembles the pattern segments. This approach uses orders
of magnitude less memory than implementing the extended
regular expression functionality in the DFA.

Reducing the state explosion is only part of the prob-
lem when moving to hardware implementation. Like other
implementations of state machines that require one transi-
tion in each cycle, a huge amount of storage is required.
This problem comes from the large number of edges, maxi-
mum 256, pointing to the potential next states. In an earlier
work([16]), we developed an efficient FPGA implementa-
tion of ideas from [17] that provides a much higher density
of useful edges. The technique allows state machines to be
represented using significantly less state memory that would
be required in a naı̈ve implementation by splitting each set
of input bits across several smaller DFA blocks.

Via the use of this “bit-splitting,” a single state machine
is split into multiple machines that handle some fraction of
the input bits. The best approach seems to be 4 smaller ma-
chines, each handling 2 bits of the input byte. Thus, instead
of requiring 28 memory locations for each of the possible

input combinations, only 22 locations are required per unit,
for a total of 4*22=16 locations over the four machines.

The “bit-split” architecture was introduced in [17] to im-
plement the Aho-Corasick string matching algorithm with
increased memory efficiency. The bit-split approach achieves
this objective by reducing outgoing edges from each state by
splitting one Aho-Corasick state machine into a set of sev-
eral state machines. By converting only part of the regular
expression to DFA, efficiency is greatly increased. Our ap-
proach replaces the removed parts (namely wildcards and
constrained repetition) with an integrated microcontroller.

This approach allows the evaluation of a variety of rules
without state explosion. Example rules from the database
that are supported are as follows:

1 NLST\s[ˆ\n]{100}
2 rcpt\s+to\:\s*[|\x3b]
3 Content-Type\s+audio\/(x-wav|x-midi)
4 File[0-9]+=http\x3a\x2f\x2f[ˆ\n]{150}

4. ARCHITECTURE IMPLEMENTATION DETAILS

In this section we present the details of the microcontroller
architecture and its associated software. The regular expres-
sion database is partitioned into sets and then processed into
programs that work with a highly customized hardware ar-
chitecture. A description of the overall methodology, DFA
creation flow, and the microcontroller architecture follow.

4.1. Microcontroller Methodology

In general, the sort of rules that the microcontroller reduces
the memory costs for compared to the basic DFA architec-
ture are similar to the following:

PRIVMSG\s+nickserv\s+IDENTIFY\s[ˆ\n]{100}

In this rule, the stream must begin with PRIVMSG, fol-
lowed by at least one character of whitespace, followed by
nickserv, again followed by at least one character of whites-
pace, followed by a single whitespace character, followed by
exactly 100 bytes of characters that are not a new line char-
acter. This sort of pattern is quite common, and in a DFA,
causes a state explosion. Each wildcard causes a replication
of part of the tree, and the 100 character counter causes a
100 fold replication of the tree. This exponential behavior is
the main weakness of the NFA→DFA conversion method-
ology. The microcontroller provides an efficient solution to
this problem by providing an external method to record the
wildcard states without using a large amount of memory.
This approach was first detailed in [18] but was not imple-
mented in detail. We contribute both a customized architec-
ture as well as the integration with the more-efficient DFA
simulation.
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00 finger set counter mem0
01 \n < 1024
02 scripts setflag mem2
03 cgi ifset flag
04 (c(a|b)*) set counter mem4
05 ((de)+) < 1000
06

finger.{1024}\n
scripts.*cgi
(c(a|b)*).{,1000}((de)+)

Fig. 2. Breaking patterns apart at wild-card boundaries provides smaller state tables after NFA→DFA conversion

A basic sketch of the approach is illustrated in Figure
2. The first step is to separate the rules into their compo-
nents. This is done by parsing the regular expressions and
extracting the substrings between wildcards and wildcard
constraints. Each pattern segment and its matching wild-
card function is saved to an internal table. This internal rep-
resentation is translated by a template-based assembler to
the binary instruction codes and starting data memory con-
figurations. After the instruction code is created, the code is
“linked” to generate the translation tables.

The code is executed within the constraints of the system
architecture in Figure 3.
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4.2. Conversion from Regexp/NFA to Annotated DFA

The conversion from a set of regular expression segments
to a DFA for IDS requires some additional features differ-
ent from off-the-shelf software for regexp matching. This is
because we are searching for a set of segments. Each seg-
ment can have some regular expression operators. These are
all processed into one large DFA block. When this DFA is
simulated, all of the patterns are matched against the input
stream simultaneously. By collecting the patterns together in
one module, higher memory and computational efficiency is
achieved compared to processing them individually.

4.2.1. Finding Overlapped Matches

Because the patterns are combined together, there is a pos-
sibility that one pattern can overlap with another in such a
way that a match might be overlooked. For instance, sup-
pose there are two attacks “telephone” and “phonebook”.
These two can be combined into one regexp
“(telephone)|(phonebook)”. If “telephonebook” is the in-
put string, we must be able to detect both “telephone” and
“phonebook” in the input stream. This is important for IDS.
An attacker can execute both attacks using only 4+5+4 char-
acters. Thus, we need to know that both “telephone” and
“phonebook” were detected. Therefore, we should modify
the DFA to handle this problem. This is done by simply
adding an edge from ‘e’ at the end of “telephone” to ‘b’ of
“phonebook” in the DFA. By adding an edge, we actually
merge two DFAs into one. However, this method cannot be
applied to general regexp. For example, let us consider the
regexp ((ad?|b)+bcb)|d(bb)?). If the input string is “dbbcb”,
we should find three overlap matches “d”, “dbb”, and “adb-
bcb”. This task cannot be done by merging two DFAs with
only some new edges as in the case of (telephone)|(phonebook).
There should be more states which are not included in the
original two DFAs, but this process is largely outside the
scope of this paper. Finding such a generalized algorithm
for these additional states is a future work.

4.2.2. Annotating the Patterns

Another feature required to report attacks is the ability to
distinguish one pattern from another by giving them unique
numbers. Let us get back to the previous example. If we
merge “telephone” and “phonebook” by using ‘|’, off-the-
shelf regexp matching software [15] will regard these two
patterns as one because there is only one DFA. However,
for the IDS, we should assign “telephone” to Match#1 and
“phonebook” to Match#2 to know what attack is performed.

For this example, let us use the third rule in our example
database from Figure 2, the regexp “(c(a|b)∗).{,1000}((de)+)”.
This regexp provides a more interesting example than the
other rules as finger, scripts, and cgi just produce a graph
similar to an Aho-Corasick tree. The rule breaks into two
segments: (c(a|b)∗) and ((de)+). The functionality of the
constrained distance operator “.{,1000}” will be replaced in
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software by the microcontroller at runtime.

The NFA constructed from the two segments (c(a|b)∗)
and ((de)+) is shown in Figure 4. In the figure, the nodes
are each annotated with a group number (G1, G2...). Every
node annotated with same group number, such as G1 and
G2, are in the same pattern. That is, if we regard “(c(a|b)∗)”
as Match#1 and “((de)+)” as Match#2, pattern1 includes the
state 15, 13, 12, 10, 8, 9, 7, 11 and 14. Match#2 includes
the state 6, 3, 4, 2, 0, 1 and 5. We can easily find each group
while we are constructing NFA from regexp by the property
of Thompson′s construction [3].

Putting this pattern number into the accepting state of
DFA is straightforward. While we are doing the subset
construction [3] from Figure 4 to make DFA, all the tran-
sitions from state 15 to 14 has group number G1. Thus, the
accepting states of the DFA made by these paths correspond
to Match#1. In the same way, the accepting states of DFA
made by the paths from state 6 to 5 correspond to Match#2.
Figure 5 shows all the information needed. The rounded
rectangle indicates an accepting state and the hexadecimal
number is for the pattern match number. If there is an input
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Fig. 5. The DFA of “(c(a|b)∗)|((de)+)” with pattern numbers

string “cadede”, our DFA can find each of the possible six
matchings. The sequence of state transition and the matched
pattern number is as follows.

1(0x1)->3(0x1)->2->5(0x2)->6->7(0x2)

Bitwise-ORing is used in one accepting state to indi-
cate the matched patterns because one state can have many
matched patterns in DFA. Although we do not have such a
case in this example, if one accepting state is matched with
both Match#1 and Match#2, it should have a pattern number
(0x1)|(0x2) = (0x3).

Conversion from modified DFA to bit-split proceeds as
detailed in our earlier paper [16] and original UCSB pa-
per [17].

4.3. Microcontroller Software

Table 1 lists the available opcodes implemented by the mi-
crocontroller. The instructions provide the necessary capa-
bilities to support all required functions for the regular ex-
pression matching that we target. The only expressions that
can not be handled by the system are restricted because of
the NFA→DFA conversion process, and not the microcon-
troller.

A custom microcontroller was implemented for this ap-
plication because off-the-shelf microcontrollers have many
disadvantages. One, they require more logic area for the op-
erations achieved. While the PicoBlaze [19] requires only
78 slices, it is an 8 bit controller and thus cannot provide
the wider data operations needed for controlling the coun-
ters needed in the IDS application. The MicroBlaze [20]
supports the appropriate widths, but is far larger (up to 1000



slices), compared to the 114 slices required for the custom
controller. Any generic controller provides abilities that are
not required. This increases the area costs, and decreases the
total number of rules that can be supported.

Each type of wildcard block is built from a set of prede-
fined opcode templates. These templates can be stacked on
each other to extend functionality to larger and more com-
plex regular expressions.

Unbounded wildcards are simple to implement in soft-
ware. After the wildcard is reached, it remains active until
the end of the stream. In the example patterns implemented
in Figures 2 and 6, the unconstrained wildcard .* is reached
after matching the initial string scripts. The translation table
provides an entry point at program address 10, which sets a
flag in the data memory at location 2. If the second pattern
segment flag is found, instruction 12 is the beginning of the
execution segment. The controller loads memory location
2 again and checks to see if it is set. If it is set, then the
output register is set and the match signal is raised, signal-
ing the match for the entire regular expression to the host.
Execution then jumps unconditionally back to a wait loop at
address zero.

In the case of the constrained wildcard expression fin-
ger.{1024} \n, the detection of the pattern segment finger
causes the counter to be saved to memory location 0. The de-
tection of the newline character \n reloads the old counter,
subtracts the old counter from current counter, then loads
and subtracts the bound (1024). If the bound is satisfied,
the output flags are set and the regular expression match is
successful.

In both of these situations, the component parts are eas-
ily expanded to support larger and more complex regular
expressions. Both minimum and maximum bounds can be
constructed from combinations of the subtraction instruc-
tions and conditional jumps.

Additionally, pattern segments that are attached to mul-
tiple patterns can be handled in the same fashion. Because
\n is such a common byte code in IDS pattern matching,
its detection will require the inspection of many counters.
In this situation, the microcontroller loads and compares the
bounds of every potentially relevant pattern. The cost of
handling a large number of newline handlers can be reduced
by limiting the maximum number of newline-incorporating
rules in a given module. Because there are a large number
of modules on the FPGA (∼50), this partitioning is a rea-
sonable approach to spread out highly common sequences.

4.4. Microcontroller Hardware

We will briefly discuss some of the important elements of
the microcontroller. The system includes 16 FIFO slots, 32
16-bit data words for storing counters and flags, and 128
instruction words. The architecture includes a set of four
bit-split state machine tiles forming a module as originally

0 000 0 jump to here - dead loop
1 010 0 set counter in mem0
2 000 0 jump to 0
3 100 0 load old counter to r1 from mem0
4 101 subtract current counter - r1
5 100 1 load bound from mem1 to r1
6 100 subtract (result - bound)
7 000 0 jump to start if positive
8 011 0 set output for pattern 0
9 000 0 jump to start

10 001 2 set wildcard flag in mem2
11 000 0 jump to start
12 111 2 load flag from mem2
13 000 15 jump over next if wildcard is active
14 011 1 set output for pattern 1
15 000 0 jump to start

finger

\n

scripts

cgi

(other patterns continue using the same templates)

Fig. 6. Program listing for detecting the patterns listed in
Figure 2

discussed in [17] and adapted for FPGA by our team in [16].
The output of the bit-split module (consisting of an encoded
index for each pattern segment) is connected to the input of
the FIFO event handler.

Figure 2 illustrates the table for conversion of segment
match addresses into entry points into the instruction mem-
ory.

Pattern 
Segment #

Instruction Pointer

0 1
1 3
2 10
3 12
4 16
5 18

Table 2. The transition table converts the encoded pattern
segment identifier into an entry point for the microcontroller

The IDS matching problem can yield multiple matches
simultaneously or in quick succession – in particular given
the increased number of individual pattern segments after
component separation that can share characters.

In order to handle simultaneous matches, a specialized
priority encoder was developed that provides the encoded
address of all of the matches in successive cycles. Because
of this potential delay with reporting results, and because
the microcode can require multiple cycles to execute for
each string encountered, a FIFO buffer is provided to han-
dle the delay between when the string is detected and it is
processed by the microcontroller. Of course, because the
microcontroller is largely handling the timings between seg-
ment detections, it is important that the state of the system
when the detection occurred to be preserved as well. This
is actually handled by recording the relevant counter index
for each pattern segment in the FIFO as the segment match
index comes in from the DFA. The segment stores the appro-



Instruction Input RAM Output Shadow Neg Flag
000 jump if > 0 inst addr, flags 0
001 set flag mem addr, value value
010 set counter mem bytes_passed ram_out
011 set output reg value
100 sub regs (shadow-ram_out) if < 0
101 sub regs (time-ram_out) if < 0
110 nop
111 load mem ram_out time_counter if(ram_out<1)

Table 1. Opcodes for the regular expressions microcontroller

priate counter’s value at the time of the detection in memory
until it can be processed. Several counters are provided for
1) any byte, 2) non-\n bytes, 3) white space (\s), and 4) a
programmable match counter. The microcontroller reads the
current counter value and stores it in memory as in Figure 6
– the counters are not linked to any particular pattern. The
specialized counters exist to provide more capability.

5. RESULTS

The synthesis tool for the VHDL designs within Carte ver-
sion 2.1 is Synplify Pro version 8.1, and ISE tools version
7.1.2 is Synplicity Synplify Pro 8.1 and the place-and-route
tool is Xilinx ISE 7.1.2. The target device is the Virtex4
fx100 with speed grade -12. The FX series device pro-
vides a much better RAM/logic ratio compared to the other
devices in the Virtex IV series. Because the architecture
is constrained only by the amount of block RAM and not
the logic, it is desirable to find the device with the largest
amount of block RAM. The results are based on the placed-
and-routed design. The Virtex 4 fx100 device supports 376
block RAMs, and allowing 47 rule modules. The 47 rule
modules each have a regular expressions microcontroller.
Each module requires 456 slices total. The controller itself
occupies 218 of those slices. Of the 218, most of the slices
are used for distributed RAM, as there is a large amount of
memory dedicated to the instruction, data, translation, and
event buffer memories:

Memory Width x Depth Total Bits
FIFO 21x16 336

Translation 7x32 224
IMem 16x128 2048
Dmem 16x32 512

total: 3120 bits
98 slices used for memory

With 47 rule modules at 28 patterns per module, a sin-
gle device can handle 1,316 patterns. At 412 MHz and one
byte per cycle, the system has a throughput of 3.3 Gbps.
The comparisons against other implementations are shown
in Table 3. We only consider architectures providing on-the-
fly memory-based pattern recognition capabilities, exclud-
ing hardwired reconfiguration-based architectures. Note that

the USC RegExp Controller entry (this work) is the only ar-
chitecture that provides both on-the-fly pattern reconfigua-
tion and support for a larger class of regular expressions.
The overall throughput is only slightly less than the UCLA
design. However, the RAM usage is significantly higher,
but, again, the meta-information conveyed in our design is
far greater than a simple string matcher. The block RAM
usage of the string-centric “USC Bitsplit” row is quoted as
identical to the “RegExp Controller” because it uses the same
RAM modules. However, the earlier work did not utilize
almost half 1/3 of the available memory. The RegExp con-
troller makes use of it for providing the encoded entry points.

The system can support many types of regular expres-
sions. However, the microcontroller solution is not opti-
mal for many types of Snort regular expressions. For in-
stance, expressions containing very short pattern segments
will cause the microcontroller to a higher duty cycle than is
sustainable. In the current design, there are only 16 slots in
the FIFO event buffer. Regardless of the size of the buffer,
it can always be overflowed by a sufficiently determined at-
tacker with some knowledge of the system design if par-
ticularly short pattern segments are repeatedly transmitted.
More precisely, the program sequence for an unconstrained
wildcard (for instance, scripts.*cgi) requires 5 cycles every
time the cgi pattern segment is detected (4 program cycles
and then one idle cycle before the next pattern event can be
processed). As it requires only 3 cycles for “cgi” to enter
the system from the network stream, it would only require
40 repeated “cgi” sequences before the buffer is overrun,
given 16 FIFO slots. Thus, the minimum safe segment size
is 5 bytes.

6. CONCLUSION

With the growing importance of Intrusion Detection Sys-
tems, the flexibility, speed, and memory-efficiency of the
regular expression processor is essential.

In this paper we show that bit-split architecture modules
combined with a small microcontroller are flexible enough
that regular expressions can be evaluated while maintain-
ing competitive data rates in an FPGA implementation. The
key contribution of this work is an architecture that can pro-
vide regular expression matching at memory costs similar to



Design Supports Device BW bRAM Mem Logic Cells/char Characters Total
USC RegExp Controller RegExp Virtex 4 fx100 1.4 Gbps 46 bytes/char 2.56 16715

USC Bitsplit [16] strings Virtex 4 fx100 1.6 Gbps 46 bytes/char 1.4 16715
USC KMP Arch [21] strings Virtex II Pro 1.8 Gbps 4 bytes/char 3.2 3200

UCLA ROM Filter [22] strings Virtex 4 2.2 Gbps 5.72 bytes/char 0.209 32168

Table 3. Results comparisons against various other memory-based on-the-fly reconfigurable implementations in reconfig-
urable hardware

string matching (compared to a direct DFA conversion). As
well, the architecture provides on-the-fly pattern reprogram-
ming without FPGA reconfiguration.
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