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ABSTRACT

1. INTRODUCTION

Multi-match packet classiﬁcation is a critical function in network intrusion detection systems (NIDS), where all matching rules for a packet need to be reported. Most of the previous work is based on ternary content addressable memories (TCAMs) which are expensive and are not scalable
with respect to clock rate, power consumption, and circuit area. This paper studies the characteristics of real-life
Snort NIDS rule sets, and proposes a novel SRAM-based
architecture. The proposed architecture is called ﬁeld-split
parallel bit vector (FSBV) where some header ﬁelds of a
packet are further split into bit-level subﬁelds. Unlike previous multi-match packet classiﬁcation algorithms which suﬀer
from memory explosion, the memory requirement of FSBV
is linear in the number of rules. FPGA technology is exploited to provide high throughput and to support dynamic
updates. Implementation results show that our architecture
can store on a single Xilinx Virtex-5 FPGA the full set of
packet header rules extracted from the latest Snort NIDS
and sustains 100 Gbps throughput for minimum size (40
bytes) packets. The design achieves 1.25× improvement in
throughput while the power consumption is approximately
one fourth that of the state-of-the-art solutions.

The power of the Internet has grown explosively to a giant open network. Unfortunately, Internet attacks require
little eﬀort and monetary investment to create, are diﬃcult
to trace, and can be launched from virtually anywhere in the
world [6]. A network intrusion detection system (NIDS) [1,2]
is a critical network security facility that helps protect high
speed computer networks from malicious users [24]. Such
systems examine network communications, identify patterns
of attacks, and then take action either to terminate the
connections or alert system administrators. NIDS such as
Snort [2] employ thousands of rules that contain intrusion
patterns. Each rule has two components: a rule header and a
rule option. The rule header is a classiﬁcation ﬁlter that consists of ﬁve ﬁxed ﬁelds: protocol, source IP address, source
port, destination IP address, and destination port. The rule
option speciﬁes intrusion patterns used for scanning packet
payloads. The header classiﬁcation results identify the related rule options that will be checked in the follow-up pattern matching. A packet may match multiple rule headers.
Traditional network applications such as ﬁrewall processing
require reporting only the highest-priority matching rule,
which we call best-match packet classiﬁcation [10, 13, 19, 25].
In contrast, NIDS needs multi-match packet classiﬁcation to
ﬁnd all rule headers that match a given packet [23, 29, 30].
Our work focuses on the multi-match packet header classiﬁcation in NIDS. Solutions for pattern matching on packet
payloads [14, 17, 27, 28] are beyond the scope of this paper.
Although packet classiﬁcation has been a widely studied
area of research [10, 19, 25], most of the previous work has
focused on best-match packet classiﬁcation, while very little
work has studied multi-match packet classiﬁcation [30]. The
explosive growth of network traﬃc demands multi-match
packet classiﬁcation must be performed in hardware. For
example, the current link rate has been pushed towards 100
Gbps [20], which requires processing a packet every 3.2 ns in
the worst case (where the packets are of minimum size i.e.
40 bytes). Recent work on multi-match packet classiﬁcation
is mostly based on ternary content addressable memories
(TCAMs), which can perform fast parallel searches over all
entries in one clock cycle [8, 16, 30]. However, TCAMs are
expensive and not scalable with respect to clock rate, power
consumption, or circuit area, compared to static random access memories (SRAMs) [13]. As the rule set size increases
rapidly, alternate hardware platforms are needed for future
multi-match packet classiﬁcation engines.
We explore mapping state-of-the-art multi-match packet
classiﬁcation algorithms onto SRAM-based architectures. The
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Parallel Bit Vector (BV) algorithm [15] and its variants
[5,23] are among few existing packet classiﬁcation algorithms
that support returning all matching rules for a packet at the
same time. The BV algorithm performs the parallel lookups
on each individual ﬁeld of a packet header at ﬁrst. The
lookup on each ﬁeld returns a bit vector with each bit representing a rule. A bit is set to “1” if the corresponding rule
matches in this ﬁeld; otherwise the bit is set to “0”. The
result of the bitwise AND operation on these bit vectors
gives the set of rules that matches a given packet. The BV
algorithm can provide high throughput at the cost of low
memory eﬃciency. Given N rules with D ﬁelds, since the
projection of the N rules on each ﬁeld may have U = O(N )
unique values and each value corresponds to one N -bit vector, the total memory requirement of BV algorithms is at
least U ∗ N ∗ D = O(N 2 ) which is undesirable [10, 25]. We
make a key observation: If we can split a W -bit ﬁeld into W
subﬁelds where each subﬁeld takes only 1 bit, the number
of unique values in each subﬁeld will be no more than 2, i.e.
the subﬁeld value ∈ [0, 1]. Then each subﬁeld corresponds to
2 N -bit vectors and the overall memory requirement for this
W -bit ﬁeld is 2W ∗ N = O(W N ) instead of U ∗ N = O(N 2 ).
It will reduce the memory requirement when 2W < U . Since
W is a ﬁxed number, the algorithm can achieve linear memory increase with the number of rules.
Field-splitting results in more subﬁelds, leading to more
bit vectors to be merged via bitwise AND operations. We
exploit the reconﬁgurability and massive parallelism of ﬁeldprogrammable gate array (FPGA) technology. State-of-theart SRAM-based FPGA devices such as Xilinx Virtex-5 [3]
provide high clock rate and large amount of on-chip dualport memory with conﬁgurable word width. It takes few
milliseconds to reconﬁgure an entire FPGA, while the update frequency of NIDS rules is on the order of days. Thus
FPGA has become an attractive platform for realizing realtime network processing engines [11, 13, 18, 23].
Motivated by the above ideas, we propose a ﬁeld-split parallel bit vector (FSBV) architecture which can be eﬃciently
implemented in hardware. The major contributions of this
paper include:
• We study the characteristics of the packet header rules
from Snort which is considered as the de facto standard
for NIDS [2]. We are unaware of any existing work that
conducted similar systematic analysis for Snort header
rules. We also believe our results can motivate more
research in this area.
• Based on the Snort header rule characteristics, we propose the ﬁeld-split parallel bit vector (FSBV) algorithm and apply it to the port ﬁelds to reduce the
memory requirement dramatically.
• Noting that the number of unique values on the IP
address ﬁelds is much smaller than twice the number

of bits in these ﬁelds, i.e. U < 2W , we combine small
TCAMs and CAMs into the architecture for matching
the IP address and the protocol ﬁelds, respectively.
• Simple schemes are developed to support the unique
features of Snort rule headers, including the value list,
the range and the negation operators. To the best
of our knowledge, this work is the ﬁrst hardware implementation to support all features contained in the
Snort rule headers.
• We present the detailed implementation of the FSBV
architecture on a state-of-the-art FPGA. Both the dualport BlockRAMs provided by current FPGAs and the
pipelining technique are exploited to provide a high
throughput of two packets per clock cycle.
• Simulation results using synthetic packet header rule
sets show that the FSBV architecture achieves linear
memory increase with the number of rules. Implementation results show that the FSBV architecture can
store the full set of latest Snort header rules on a single Xilinx Virtex 5 FPGA using small amount of onchip resources. It sustains 100 Gbps throughput for
minimum size (40 bytes) packets.
The rest of the paper is organized as follows. Section 2
introduces the basics of Snort rules and the related work
on multi-match packet classiﬁcation. Section 3 studies the
characteristics of Snort header rule sets. Section 4 presents
the FSBV algorithm and the proposed architecture. Section
5 discusses FPGA implementation issues. Section 6 evaluates the performance of the FSBV architecture. Section 7
concludes the paper.

2. BACKGROUND
2.1 Introduction to Snort Rules
Each Snort rule is divided into two logical sections: the
rule header and the rule options. The rule header contains
the rule’s action, protocol, source and destination IP addresses, and the source and destination port numbers. The
rule option section contains alert messages and information
on how the packet payload should be inspected. Figure 1
shows a sample Snort rule where the section enclosed in
parenthesis is the rule option1 and the remaining part is the
rule header. In multi-match packet classiﬁcation, the 32bit source and destination IP addresses (denoted SA/DA),
the 16-bit source and destination port numbers (denoted
SP/DP) and the 8-bit protocol (denoted Prtcl) ﬁelds from
the rule header of a Snort rule are matched by the input
packet header. Thus we deﬁne SA, DA, SP, DP and Prtcl
as the ﬁve ﬁelds of a packet header rule.
1
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alert tcp any any -> 192.168.1.0/24 111 (content:"|00 01 86 a5|"; msg:"mountd access";)
action

Prtcl

SA

SP

DA
Packet header rule

DP

Snort rule option

Multi-match packet classification

Snort rule header

Figure 1: Interpreting a sample Snort rule

The IP addresses in SA/DA ﬁelds are speciﬁed as preﬁxes,
which can represent either a network or a single host. The
port numbers in SP/DP ﬁelds can be speciﬁed as any, a
single number, or a range. The protocol ﬁeld in the current
version of Snort has only four values: tcp, udp, icmp and ip.
For the SA/DA and SP/DP ﬁelds, Snort supports specifying
a list of values enclosed within square brackets. Snort also
provides the negation operator “!”. For example, ![60,80]
indicates any port number except 60 and 80. In addition,
Snort uses “EXTERNAL NET” as an implicit negation of
“HOME NET” in SA/DA ﬁelds [29].

2.2 Prior Work
Most of the existing multi-match packet classiﬁcation engines are based on TCAMs where each input performs parallel search over all entries in one clock cycle and only the
ﬁrst matching index is output [8,16,30]. Some early work by
Lakshminarayanan et al. [16] exploits the extra bits in each
TCAM entry and ﬁnds all matching rules for a packet in
multiple clock cycles. The number of clock cycles needed to
classify a packet is linear in the number of matching rules.
This results in low speed and high power consumption.
One of the state-of-the-art TCAM-based multi-match packet
classiﬁcation solutions is proposed by Yu et al. [29], which is
based on geometric intersection of rules. If two rules match
a same packet header, several intersection rules which cover
the overlap between the two rules are created and inserted
into the TCAM. Only one TCAM lookup is needed to obtain
all matching results. However, the number of intersection
rules can be O(N D ), where N is the total number of rules
and D is the number of ﬁelds. Though the authors later propose the Set Splitting Algorithm (SSA) [30] to split the rule
set into two groups to remove at least half of the intersections among the rules, the worst-case memory requirement
is still O(N D ). Thus this approach is expensive with respect
to both memory and power consumption when the rule set
has many intersections.
Faezipour et al. [8] propose the maximum-minimum intersection partitioning (MX-MN-IP) approach for TCAMbased multi-match packet classiﬁcation. The power consumption is reduced by partitioning the entire rule set into
several disjoint partitions so that only one partition is active
in classifying a packet. Each partition is further partitioned
so that each sub-partition needs only one clock cycle to output no more than one matching result. However, the MXMN-IP scheme may need a large number of small TCAMs,
which is not practical for real implementation. Since the

Rule set
R0
R1
R2
R3
R4
R5
R6
R7
R8
R9

Snort version
2.3.0
2.4.0
2.3.0
2.4.0
2.6.0
2.7.0
2.8.0
2.8.0
2.8.0
2.8.4

number of partitions depends on the characteristic of the
rule set, the power reduction ratio can vary a lot. As shown
in [8], some rule sets can achieve only 5% power saving compared to conventional (non-partitioning) TCAM-based approaches.
By combining TCAMs and the original BV algorithm,
Song et al. [23] present an architecture called BV-TCAM
for multi-match packet classiﬁcation on FPGAs. A TCAM
performs preﬁx or exact match, while a multi-bit trie implemented in Tree Bitmap [7] is used for source or destination
port lookup. It prevents range-to-preﬁx expansion for port
ﬁelds. However, BV-TCAM still suﬀers from O(N 2 ) memory requirement, for the same reason as stated in Section 1
for the BV algorithm.

3. ANALYSIS OF SNORT HEADER RULE
SETS
Although there are some published observations on the
characteristics of real-life packet header rule sets [4,9,19,26],
most of them are used for best-match rather than multimatch packet classiﬁcation. To the best of our knowledge,
even though Snort header rule set is currently the largest
publicly available multi-match packet classiﬁcation rule set,
its characteristics have not been studied.
We collected 10 rule sets from Snort website [2]. Their
statistics is shown in Table 1. We counted the number of
unique values for each item listed in Table 12 . We have the
following observations:
• The number of Snort rules is much larger than the
number of unique rule headers. In other words, a rule
header is shared by many rules in Snort.
• The number of rule headers remains quite small, though
it has increased gradually. The number of unique rule
headers has almost doubled since 2005.
• Though the number of rule headers has been increasing gradually, the number of unique values for SA/DA
ﬁelds tends to be small, less than 15.
• Unlike SA/DA ﬁelds, the number of values for SP/DP
ﬁelds is increasing at a similar rate as that of rule headers. The number of unique SP/DP values is also on the
same order of that of rule headers.
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Table 1: Statistics of Snort rule sets
Date
# Rules # Rule headers # SA # DA
20050405
3182
323
11
13
20050722
3462
340
11
13
20070911
8171
589
10
14
20070911
8346
594
10
14
20080924
9290
613
10
13
20081017
9244
594
10
13
20080122
9040
600
10
14
20080826
9277
620
10
13
20081017
9257
597
10
13
20090421
5662
609
10
13

# SP
87
91
198
198
203
190
202
204
187
184

# DP
173
183
316
320
330
327
321
336
332
344

# Prtcl
4
4
4
4
4
4
4
4
4
4

Rule set
Rule

Other Fields

DP (4-bit)

R1
R2
R3

...
...
...

11*0
0101
110*

DP of the input packet:
Perform match

Build bit vectors

DP (4-bit)

1 1 0 0

R1

R2
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1

Bit 3:

0
1

0
1

1
0

0
1
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Bit 2:

0
1

0
1

0
1

0
1

1

Bit 1:

0
1

1
1

1
0

1
0

1
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1
0

0
1

1
1

1
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0
&
1
&
1
&
0

1
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1
1
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Figure 2: Motivating example of FSBV
• The value of the protocol ﬁeld is restricted to be tcp,
udp, icmp and ip. Thus the number of unique values
of this ﬁeld remains at 4.
Moreover, we examined the usage of those unique features
provided by Snort rules, including the value list, the negation
operator, and the range operator for port ﬁelds.
• Most of port ﬁelds are speciﬁed as a single value. Over
85% of the unique values for SP/DP ﬁelds are speciﬁed
as a single value, while only around 10% of port ﬁeld
values are speciﬁed as ranges.
• Negation operator is seldom used. Apart from the implicit negation by using “EXTERNAL NET”in SA/DA
ﬁelds, only SP ﬁeld has two negation values.
• Each ﬁeld uses few value lists. The number of value
lists in SA/DA/SP/DP ﬁelds is 0/3/1/10, respectively.
The value lists in SP/DP ﬁelds have no more than 4
values, while the value list in DA ﬁeld contains up to
18 IP addresses.

4.

ALGORITHMS AND ARCHITECTURE

4.1 The Field-Split Bit Vector (FSBV) Algorithm
As discussed in Section 1, original BV algorithms [15,
23] suﬀer from O(N 2 ) memory explosion, if the number of
unique values in a ﬁeld (denoted U ) is of the same order as
the number of rules (denoted N ). According to the Snort
rule set statistics shown in Table 1, the large number of port
ﬁeld values will result in a large number of N -bit vectors,
since each unique value corresponds to one N -bit vector.
Moreover, we need to build a search structure, such as a
quad search tree [12] or a compressed multi-bit trie [23], for
an input packet to ﬁnd the matching port number. Given
U unique values in a W -bit port ﬁeld, we need O(U ) and
O(U N ) memory to store the search structure and the U N bit vectors, respectively. The search time on this ﬁeld is
either O(log U ) using binary (or quad) search tree or O(W )
using trie.

Noting that the majority of the values in the port ﬁelds
are just single numbers, we can represent them in binary
format. Even for ranges, we can represent them in a couple
of ternary strings where the value of each bit is 0, 1, or “*”
(don’t care). In the following analysis, we assume a port ﬁeld
of a rule can be represented as a ternary string. Each bit of
the W -bit port ﬁeld can perform independent matching on
the corresponding bit of an input packet. In other words,
we can divide the W -bit ﬁeld into W 1-bit subﬁelds. Each
subﬁeld corresponds to 2 N -bit vectors: one for the bit value
of 0, and the other for the value of 1. The “don’t care”
value in a ternary string is mapped to both bit vectors. The
memory requirement becomes 2W N . To match an input
packet on this W -bit ﬁeld, each bit of the ﬁeld of the input
packet will access the corresponding memory whose depth3
is 2, and return one N -bit vector. Finally W N -bit vectors
are bitwise ANDed to get the matching vector for this ﬁeld.
The search time is O(W ) since a bitwise AND operation can
be done in O(1) time in hardware.
Figure 2 shows an example of applying the FSBV algorithm for matching the DP ﬁeld of a packet against three
rules. The formal algorithms for building the bit vectors
and for performing packet classiﬁcation, are shown in Algorithms 1 and 2, respectively.
The correctness of the FSBV algorithm is proved as follows. Consider N rules. Each rule contains a W -bit ﬁeld
which is represented as a ternary string. Use Algorithms 1
and 2 to build the 2W N -bit vectors and to classify a packet,
respectively. Then,
Theorem 4.1. An input W -bit number α matches the
W -bit field of the ith rule for any i ∈ {0, 1, · · · , N − 1} if
and only if the ith bit of the final N -bit matching vector is
set.
Proof. An input W -bit number α matches the W -bit
ﬁeld of a rule, if and only if each bit of α matches the corresponding bit of the ﬁeld. This is guaranteed since the ﬁeld
is represented as a ternary string.
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Throughout this paper, depth of a memory is deﬁned as the
number of entries in it. The width of a memory is deﬁned
as the number of bits in each entry.
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Figure 3: Basic architecture of FSBV
Algorithm 1 Building bit vectors
Input: N rules each of which is represented as a W bit ternary string: Ri = Ti,W −1 Ti,W −2 · · · Ti,0 , i =
0, 1, · · · , N − 1.
Output: 2W N -bit vectors: Vi = Bi,N−1 Bi,N−2 · · · Bi,0 ,
i = 0, 1, · · · , 2W − 1.
1: Initialization: Vi ← 00 · · · 0, i = 0, 1, · · · , 2W − 1.
2: for i ← 0 to N − 1 do {Process Ri }
3:
for j ← 0 to W − 1 do
4:
if Ti,j == ∗ then
5:
B2j,i ← 1
6:
B2j+1,i ← 1
7:
else {Ti,j == 0 or 1}
8:
B(2j+Ti,j ),i ← 1
9:
B(2j+1−Ti,j ),i ← 0
10:
end if
11:
end for
12: end for

Also, each bit of α will fetch a N -bit vector where the ith
bit is set if and only if it matches the corresponding bit of
the ﬁeld of the ith rule.
Note that the ith bit of the ﬁnal matching vector is set if
and only if all W N -bit vectors fetched by α have the ith
bit set.
Thus, the theorem is proved.
Note that the FSBV algorithm achieves memory eﬃciency
when U > 2W , i.e., the number of unique values of a ﬁeld
is larger than twice the number of bits of the ﬁeld. According to the Snort rule set characteristics, applying the
FSBV algorithm onto SP/DP ﬁelds will reduce the memory consumption dramatically, compared with previous BV
algorithms [15, 23]. Also note that, the total number of bit

Algorithm 2 Classifying a packet
Input: A W -bit packet header: PW −1 PW −2 · · · P0 .
Input: 2W N -bit vectors: Vi = Bi,N−1 Bi,N−2 · · · Bi,0 , i =
0, 1, · · · , 2W − 1.
Output: A N -bit vector Vp indicating all matching rules.
1: Initialize a N -bit vector: Vp ← 11 · · · 1.
2: for i ← 0 to W − 1 do {bit-wise AND}
3:
Vp ← Vp & V2i+Pi
4: end for

vectors in the FSBV algorithm is bounded by the total number of bits in the packet header. The bounded parallelism in
FSBV makes a major distinction from TCAMs where massive parallelism over all entries results in high power consumption and poor scalability [25].

4.2 Basic Architecture
The FSBV algorithm can be mapped easily onto hardware architectures. Figure 3 shows the basic FSBV architecture for matching N rules each of which can be represented as a ternary string. According to the characteristics discussed in Section 3, the number of unique values in
SA/DA/protocol ﬁelds is much smaller than the number of
bits of these ﬁelds. Thus, we use TCAMs and CAMs which
are eﬃcient in matching the input with a small number of
entries for these ﬁelds. The small TCAMs perform preﬁx
matching on SA/DA ﬁelds, while a 4-entry CAM performs
exact matching on protocol ﬁeld.
In this architecture, all bit vectors are stored in SRAMs.
For SA/DA/protocol ﬁelds, the number of entries stored in
SRAMs is equal to that in TCAM/CAMs. SP/DP ﬁelds
have 16 + 16 = 32 bits in total, and need 32 memories each
of which has a depth of 2 to store the bit vectors. Given
one input packet, 3 and 32 N -bit vectors will be output
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Figure 4: FSBV architecture supporting Snort rule features
from SA/DA/protocol ﬁelds and SP/DP ﬁelds, respectively.
These 35 N -bit vectors will be merged into the ﬁnal N -bit
matching vector by bitwise AND operations in hardware.

4.3 Supporting Snort Features
As discussed in Section 2.1, Snort rules provide several
unique features including range and negation operators and
value list. The FSBV architecture can support them even
though these features are not widely used in current Snort
rules. To the best of our knowledge, no hardware implementation supporting these features is known in the literature.

4.3.1 Range
We need to convert a range into ternary strings to satisfy the assumption of the FSBV algorithm that each rule is
represented as a ternary string. Unlike most of the previous
TCAM-based solutions which convert a W -bit range into up
to 2(W -1) preﬁxes [16], we adopt the algorithm proposed recently by Sasao [21] where a W -bit range can be converted
into no more than 2(W -2) ternary strings. Then we use the
same method as for the value list (shown later) to implement ranges. The range-to-string conversion may increase
the memory requirement. In the worst case, when all port
ﬁelds of the N rules are speciﬁed as ranges, the memory

requirement will be O(W 2 N ) rather than O(W N ). Fortunately the characteristics shown in Section 3 prevents such
worst case, and our evaluation results in Section 6 demonstrate that the memory increase due to range-to-string conversion is relatively low.

4.3.2 Negation
Section 3 shows that the negation operator is seldom used
in current Snort rule sets. However, a negated value can
be converted into multiple ternary strings. This aﬀects the
memory eﬃciency dramatically [29]. Some TCAM-based
work [29] reorganizes the rule set and inserts extra rules
to remove negation. We propose a simple method which
does not add any new rule. Given N rules and D ﬁelds, we
assign a N -bit mask vector for each ﬁeld. Initially all bits of
a mask vector is reset. If the ith rule (i = 0, 1, · · · , N − 1)
has negated value in its jth ﬁeld (j = 0, 1, · · · , D − 1), the
ith bit of the mask vector for the jth ﬁeld is set.
For a ﬁeld with negation, we use its unnegated value to
build bit vectors. When performing packet classiﬁcation,
we merge the bit vectors of each ﬁeld independently, and
obtain D partial matching vectors. The partial matching
vector from the jth ﬁeld (j = 0, 1, · · · , D − 1) is bitwise
XORed with the mask vector of the jth ﬁeld. If the ith bit

of the mask vector is set, the matching result for the ith
rule on this ﬁeld will be negated. For Snort rule sets, only 3
N -bit mask vectors are needed for SA/DA/SP ﬁelds, which
can be easily integrated into the FSBV architecture.

4.3.3 Value List
Snort allows SA/DA/SP/DP ﬁelds to be speciﬁed using
a list of values. As shown in Section 3, current Snort rule
set uses few value lists. We can simply expand a value list
to multiple values. However, the range-to-string conversion
also results in a list of values for a single ﬁeld. If one rule
has multiple ﬁelds where each ﬁeld
 is speciﬁed as a value
list, this rule may be expanded to D
j=1 Mj rules, where D
is the number of ﬁelds and Mj is the number of values in
the list of the jth ﬁeld.
To solve the above problem, we propose a simple method
called expansion-aggregation. For example, if a ﬁeld of the
ith rule is speciﬁed as a list of M values, the ith bit of all bit
vectors for this ﬁeld is expanded to M bits. When building
the bit vectors for this ﬁeld, each single value out of the M
values is treated as a rule. To perform packet classiﬁcation,
after all bit vectors of this ﬁeld are bitwise ANDed to a single
(N + M − 1)-bit vector, the M bits corresponding to the M
values are ORed to result in one bit. Thus the output partial
matching vector of this ﬁeld is still a N -bit vector.

4.3.4 Putting It All Together
After integrating the above techniques into the basic FSBV
architecture, we obtain the FSBV architecture supporting
all the features of Snort rules, as shown in Figure 4.

5.

FPGA IMPLEMENTATION

FPGA technology has become an attractive choice for implementing real-time network processing engines [13,23], due
to its ability to quickly reconﬁgure and to oﬀer massive parallelism. Considering the features of FPGA, several design
issues must be addressed for implementing the FSBV architecture on FPGAs.

5.1 Blocking
According to Figure 4, the FSBV architecture needs a
large amount of wide memories with depth of 2, to store the
bit vectors for SP/DP ﬁelds. However, the majority of onchip memory of FPGAs is organized in blocks. For example,
the minimum size block memory on Xilinx Virtex 5 FPGAs
is 18 Kb, programmable from 16K×1 bit to 512×36 bits [3].
In other words, the minimum memory depth is 512, which
requires the address width be at least 9 bits. To exploit the
large amount BlockRAMs provided by current FPGAs, we
propose a blocking scheme which considers B bits instead of
1 bit asa subﬁeld inside a W -bit ﬁeld. After blocking, there
subﬁelds each of which consumes 2B N bits, given N
are W
B
B

= 2B W N ,
rules. The total memory requirement is 2B N W
B
W
while we need B bitwise AND operations to merge the bit
vectors to get the partial matching vector of this ﬁeld. In
our FPGA implementation, B = 9, equal to the minimum
address width of BlockRAMs on Xilinx FPGA.
Blocking provides a ﬂexible way to control the degree of
parallelism in the FSBV architecture. A larger B results in
fewer N -bit vectors to be merged at the cost of increased
memory consumption. Such controllable parallelism makes
the FSBV architecture distinct from other solutions includ-

ing the BV algorithm which uses limited parallelism and
TCAMs which oﬀer massive parallelism.

5.2 Pipelining
Given N rules, one input packet fetches 3 N -bit vectors
from SA/DA/protocol ﬁelds, through TCAM/CAM
 access.

For SP/DP ﬁelds with the blocking size of B = 9, 32
=4
9
N -bit vectors are output from SRAMs. However, it results
in low clock frequency if these 3 + 4 = 7 N -bit vectors are
bitwise ANDed in one (wide) clock cycle.
We employ pipelining to minimize the routing delay to
achieve high clock rate. The pipeline consists of 7 stages: 2
stages for SP, 2 stages for DP, 1 stage for SA, 1 stage for
DA, and 1 stage for protocol. At each stage, some bits of the
input packet header access the local memory of that stage to
retrieve the corresponding bit vector, which is then bitwise
ANDed with the bit vector carried from the previous stage.
The resulting bit vector is carried to the next stage along
with the packet header. By further exploiting the dual-port
BlockRAMs provided by Xilinx FPGA, we can input two
packets every clock cycle so that the throughput is doubled.

6. PERFORMANCE EVALUATION
We conducted various experiments to evaluate the performance of the FSBV algorithm and the architecture, using
both synthetic and real-life Snort rule sets.

6.1 Results on Synthetic Rules
Note that the Snort rule header set is fairly small; we
are not aware of any larger publicly available multi-match
packet classiﬁcation rule set. To evaluate the scalability of
the FSBV algorithm, we conducted experiments using randomly generated rule sets with various sizes as in [8, 30].
For a fair comparison, these synthetic rules did not contain
the unique features of Snort rule sets, but had the similar
characteristics as Snort header rule sets, e.g. the number of
unique values in each ﬁeld.
We compared the FSBV algorithm with the BV and the
HyperCuts [22] algorithms and TCAM-based solutions, with
respect to the average memory requirement per rule. The
HyperCuts algorithm is considered as one of the most scalable algorithms for best-match packet classiﬁcation [13]. According to Figure 5 where logarithmic (base 10) scale is
used for Y-axis, the FSBV algorithm achieved linear memory increase with the number of rules. Compared to TCAMs
which consumed 13 bytes per rule, the FSBV algorithm consumed less than 12 bytes per rule.

6.2 Results on Snort Rules
We mapped the 620 header rules from R7 (the largest
Snort header rule set shown in Table 1) onto the FSBV
architecture. The CAM for protocol ﬁeld needed 4 entries
and the TCAM for SA ﬁeld needed 11 entries. For DA ﬁeld,
there were some value lists containing up to 18 IP addresses.
After expansion, the TCAM for DA ﬁeld needed 53 entries.
Each bit of the 16-bit SP ﬁeld corresponded to two expanded
649-bit vectors, while each bit of DP ﬁeld corresponded to
two expanded 668-bit vectors. Also there were three 620-bit
mask vectors for SA/DA/SP ﬁelds. Thus it needed 4 ∗ 620 +
11 ∗ 620 + 53 ∗ 620 + 16 ∗ 2 ∗ 649 + 16 ∗ 2 ∗ 668 + 3 ∗ 620 = 86164
bits to store all the bit vectors. The average memory size
per rule was 17.4 bytes including the memory overhead for
supporting the unique features in Snort. The overhead is

Approach
BV-TCAM [23]
TCAM-SSA [30]
MX-MN-IP [8]
FSBV

Platform
FPGA
ASIC
ASIC
FPGA

Table 2: Performance comparison
Storage
Throughput
Power
73.8 bytes/rule
10 Gbps
17.7 μW/rule
13 bytes/rule
20 Gbps
312 μW/rule
13 bytes/rule
80 Gbps
296 μW/rule
17.4 bytes/rule
100 Gbps
4.2 μW/rule
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Figure 5: Comparing FSBV with other solutions.

low, less than 6 bytes per rule. In contrast, the BV-TCAM
architecture [23] needed 58830 bits to store all the bit vectors
for just 222 rules, i.e., 33 bytes per rule, excluding the large
amount of memory needed to store the trie structures for
matching port ﬁelds.
We implemented the FSBV architecture on a Xilinx Virtex5 XC5VFX200T device with -2 speed grade. Post place and
route results from Xilinx ISE 10.1 development tools showed
that the FSBV architecture achieved a clock frequency of
167 MHz, while consuming only 7% of the slices and 13% of
the Block RAMs. Due to the use of dual-port RAMs, the
architecture could process two packets every clock cycle, resulting in a high throughput of 100 Gbps for minimum size
(40 bytes) packets.
Table 2 compares the FSBV architecture with the state-ofthe-art solutions for multi-match packet classiﬁcation. The
FSBV architecture achieved low memory requirement which
was comparable to TCAMs and much less than BV-TCAM.
Note that none of the BV-TCAM [23], the TCAM-SSA [30]
and the MX-MN-IP [8] can handle the negation and value
list problems. Much higher memory consumption can be expected in these solutions for Snort rules. For both TCAMSSA and MX-MN-IP for which the performance depends
highly on the rule set, we considered the best case and assumed that each rule could be stored as one entry in TCAM
without any redundancy.
The throughput results of the FSBV and the BV-TCAM
architectures were based on FPGA implementations, while
those of the TCAM-SSA and the MX-MN-IP were based
on application-speciﬁc integrated circuit (ASIC) implementations which usually have a much higher clock rate than

Support for Snort features
No
No
No
Yes

FPGAs. We considered the clock frequency of TCAMs to be
250 MHz [8, 30]. The BV-TCAM paper [23] did not present
the actual throughput results of the implementation. We
used the predicted value given in [23]. According to Table
2, the FSBV architecture achieved much higher throughput
than state-of-the-art solutions.
We estimated the power consumption of SRAM and TCAM
based on the data from [25]. The power consumption per bit
of TCAMs is on the order of 3 μW , while that for SRAMs
is less than 30 nW [25]. Considering the 5% power saving, the power consumption of MX-MN-IP was calculated
as 95% of the result of the TCAM-SSA. As two SRAMbased architectures, the FSBV and the BV-TCAM solutions
are much more power-eﬃcient than the TCAM-based approaches (TCAM-SSA and MX-MN-IP). Due to lower memory requirement, the FSBV architecture achieved 4-fold reduction in power consumption over BV-TCAM.

7. CONCLUSION AND FUTURE WORK
Multi-match packet classiﬁcation is a critical function in
NIDS. This paper proposed a novel ﬁeld-split parallel bit
vector (FSBV) architecture for multi-match packet classiﬁcation. This approach requires linear memory increase with
the number of rules. After studying the characteristics of
Snort NIDS rule sets, we combined into the architecture
small TCAMs and CAMs, which were used for matching
IP address and protocol ﬁelds, respectively. FPGA implementation results showed that the FSBV architecture could
store the full set of the current Snort rule headers using
small amount of on-chip resources and sustains 100 Gbps
throughput for minimum size (40 bytes) packets.
In the future, we plan to measure more precisely the power
consumption of the FSBV architecture in both ASIC and
FPGA implementations. The impact of dynamic updates
on the throughput will be evaluated under real-life traces.
Future work also includes integrating the FSBV architecture
with pattern matching engines [27] for deep packet inspection.
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