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ABSTRACT

Multi-dimensional packet classification is a key function
for networking applications in high-speed routers. Al-
though a multitude of research has explored this area, ef-
ficient packet classification that supports large rule sets at
line rate remains challenging. This paper presents a scal-
able pipeline architecture, named BiConOLP, for line rate
packet classification on FPGAs. We study the problem of
balancing memory distribution across pipeline stageswhile
keeping overall resource usage low using a multitude of
pre and post mapping waste elimination techniques, algo-
rithm optimizations, and customized hardware implemen-
tations. Our experimental results show that our architecture
can store 10K unique, 5-field rulesinasingle Xilinx Virtex-
5 FPGA.. Our architecture can also sustain above 45 Gbps
throughput for minimum size (40 bytes) packets with only
45.6% memory resource usage, making our design compet-
itive with many state-of-the-art FPGA -based packet classi-
fication engines. To the best of our knowledge, our work is
the first to achieve perfectly balanced memory distribution
(to within 10% overall) over both decision tree and rulelist
pipeline stages and support large rule sets at line rate with
efficient resource utilization.
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1 Introduction

Next-generation high-speed routers are critical to the future
development of networking systems and the Internet. In or-
der for such routersto keep up with existing state-of-the-art
technologies, they must support a variety of network ap-
plications, such as virtual private networking, firewall pro-
cessing, policy routing, traffic billing, Quality of Service
(QoS) differentiation, and other value added services. The
common task shared between these applications is multi-
dimensional packet classification, which categorizes mul-
tiple field values within the packet header using a set of
predefined rules. However, due to the rapid growth of the
rule set size and the current link rate having been pushed

*The author is now employed with Northrop Grumman Corporation.

Weirong Jiang and Viktor K. Prasanna
Ming Hsieh Department of Electrical Engineering
University of Southern California
Los Angeles, CA 90089, USA
email: {weirongj, prasanna}@usc.edu

beyond the OC-768 rate, i.e. 40 Gbps, multi-dimensional
packet classification has consequently become one of the
fundamenta challenges of designing high-speed routers.
Additionally, such throughput is impossible using existing
software-based solutions [5].

Over the past several years, the packet classification
functionality has been devel oped primarily using two tech-
nologies. ternary content addressable memories (TCAMS)
[11, 16, 18], and static random addressable memories
(SRAMS) [7,8, 14]. TCAMs have significant disadvan-
tages in terms of clock rate, power consumption, and cir-
cuit area, compared to SRAMs [7]. Conversely, mapping
decision-tree-based packet classification algorithms [4, 15]
onto SRAM-based pipeline architectures appears to be a
promising alternative [1]. This alows high throughput to
be achieved, in addition to increased flexibility and low cost
by using SRAM-based FPGA solutions.

Decision-tree-based packet classification can be im-
plemented using tree traversal and rule lookup / compari-
son. Each packet traverses a search tree in the memory, and
retrieves a matched entry when it arrives at atree leaf. The
decision tree can be constructed such that a matched entry
identifies afinite set of rules. Searching these rule sets re-
quires multiple memory accesses, which can be pipelined
to achieve high throughput. A simple pipelining approach
isto map each level of adecision tree onto a separate stage,
thus allowing one packet to be processed every clock cy-
cle. However, this approach results in high resource usage,
excessive memory wastage, and unbalanced memory dis-
tribution over the pipeline stages, which all significantly
impact the ability to support large rule sets on-chip.

Although more sophisticated pipelining approaches
can combat some of these issues, unbalanced memory dis-
tribution still remains dominant for al pipelined architec-
tures [2]. In an unbaanced pipeline, the “fattest” stage,
which stores the largest number of tree nodes / rules, be-
comesabottleneck thus adversely affecting overall pipeline
performancein the following ways:

1. Moretimeis needed to access the pipeline stages con-
taining larger local memory, leading to a reduction in
the global clock rate.

2. Sinceitisunclear at design time which pipeline mem-
ory stage will be the fattest, we need to allocate mem-



ory with the maximum size for each stage. Such over-
provisioning results in memory wastage [1] and ex-
cessive power consumption.

To address the above challenges, we propose a scal-
able pipeline architecture, named BiConOLP, for line rate
packet classification. We make following contributions:

e To the best of our knowledge, this work is the first
oneto achieve perfectly balanced memory distribution
(to within 10% overall) over both decision tree and
rule list pipeline stages for multi-dimensional packet
classification.

e Two self-optimizing, fine-grained mapping schemes
are proposed to redlize the above goal. We intro-
duce the notion of inversion factor and the largest-
leaf heuristic to invert subtrees for decision tree mem-
ory balancing, and customization of memory port and
width configurations to optimize rule packing for rule
list memory balancing.

e A novel bidirectional-configurable optimized linear
pipeline architecture (BiConOLP) using dual-port
high-speed Block RAMs are presented to enable the
above mappings. The architecture balances mem-
ory distribution and provides system-wide optimiza-
tion and memory waste reduction while achieving one
packet per clock throughput.

¢ Implementation results show that our architecture can
store 10K unique, 5-field rules in a single Xilinx
Virtex-5FPGA with only 45.6% memory resource uti-
lization. Our architecture can also sustain above 45
Gbps throughput for minimum size (40 bytes) pack-
ets, which exceedsthe OC-768 rate. To the best of our
knowledge, our design isamong thefirst FPGA imple-
mentations able to perform multi-dimensional packet
classification at line rate while supporting alarge rule
set with abundant additional resources on-chip.

The remainder of this paper is organized as follows. Sec-
tion 2 reviews background and related works. Section
3 discusses the memory balancing and waste reduction
over pipeline stages and proposes two self-optimizing,
fine-grained mapping schemes. Section 4 proposes a
corresponding bidirectional-configurable optimized linear
pipeline architecture. Section 5 analyzes experimental re-
sults to evaluate the performance of our approaches. Sec-
tion 6 concludes the paper.

2 Background
2.1 Packet classification overview

An IP packet is usualy classified based on the five fields
in the packet header: the 32-bit source/destination IP ad-
dresses (denoted SA/DA), 16-bit source/destination port
numbers (denoted SP/DP), and 8-bit transport layer pro-
tocol. Individua entries for classifying a packet are called
rules. Each rule can have one or more fields, a priority,

and an action to be taken if matched. Different fields in
arule require different kinds of matches: prefix match for
SA/DA, range match for SP/DP, and exact match for the
protocol field. A packet is considered matching arule only
if it matches all the fields within that rule. When a packet
matches a rule, an action is assigned to that packet. Ad-
ditionally, a packet can match multiple rules, but only the
rule with the highest priority is used to take action.

2.2 FPGA related work

The FPGA has become an attractive option for implement-
ing real-time network processing engines. Although multi-
dimensional packet classification is a saturated area of re-
search, little work has been done using FPGAS.

Lakshman et al. [10] propose Parallel Bit Vector (BV)
decomposition-based algorithm. The algorithm performs
parallel lookups on individual fields and uses returned bit
vectorsto check for amatch. This approach provides high
throughput at the cost of low memory efficiency, with the
memory requirement being O(N 2?) where N isthe number
of rules. An expansion to this concept by Song et al. [16]
adds TCAMs to the BV agorithm for multi-match packet
classification. This approach utilizes a TCAM to perform
prefix or exact match and a multi-bit trie implemented in
Tree Bitmap [3] for source or destination port lookup. The
authors do not report actual FPGA implementation results,
however they predict their design can achieve 10 Gbps after
pipelining on advanced FPGAS, using less than 10% of the
available logic and fewer than 20% of the available Block
RAMs of a Xilinx XCV2000E FPGA for 222 rules.

Two recent works [7, 9] discuss several issues on im-
plementing decision-tree-based packet classification algo-
rithms on FPGAs, with different motivations. Kennedy et
al. [9] implement a simplified HyperCuts algorithm on an
Altera Cyclone 3 FPGA that stores hundreds of rules in
each |eaf node and matchesthemin parallel. Although they
claim to achieve power efficiency, this approach resultsin
low clock frequency (i.e. 32 MHz reported [9]). Jiang et
a. [7] propose a two-dimensional linear dual-pipeline ar-
chitecture that supports on-the-fly update. Although they
claim to store 10K real-life rules in on-chip memory of
a single Xilinx Virtex-5 FPGA while sustaining 80 Gbps
throughput for minimum size (40 bytes) packets [7], their
memory resource usage almost reaches the maximum limit
thus affecting larger rule set implementations.

2.3 Memory-balanced pipelines

Pipelining can dramatically improve the throughput of
tree traversal. However, as discussed earlier, this simple
pipelining scheme results in unbalanced memory distribu-
tion, leading to low throughput, inefficient memory alloca-
tion, and memory waste.

Baboescu et a. [1] propose a Ring pipeline architec-
ture for tree-based search engines. The pipeline stages are



configured in a circular, multi-point access pipeline. Al-
though an almost balanced pipelineis achieved through the
use of many small, equally-sized subtrees mapped to dif-
ferent stages, significant limitations exist. Such limitations
include the use of content addressable memories (CAMS)
as index tables for incoming IP packets, which may result
in lower speed, and the need for all packets to traverse the
pipeline twice to complete the tree traversal, which results
in athroughput of 0.5 packet per clock cycle (PPC).

Jiang et al. [7] adopt a two-dimensiona linear dual-
pipeline architecture to achieve a throughput of 2 PPC.
However, their mapping algorithm requires both decision
tree and rulelist pipelinesto be optimized at the same time.
This limits the ability to maximize memory-balancing as
the single worst-case memory imbalance of either pipeline
becomes the bottleneck for the entire system.

3 Memory balancing and waste reduction

State-of-the-art techniques cannot achieve perfectly bal-
anced memory distribution, due to several constraints they
place on mapping:

1. They require the tree nodes on the same level be
mapped onto the same stage.

2. Their mapping schemeis uni-directional: the subtrees
partitioned from the original tree must be mapped in
the same direction (either from the root, or from the
leaves).

Both of these constraints are unnecessary; the only con-
straint we must obey is:

Constraint: 1f node A is an ancestor of node B in a
tree, then A must be mapped to a stage preceding the stage
to which B is mapped.

Thissection studiesthe problem of balancing memory
distribution across pipeline stages while keeping overall re-
source utilization low thus minimizing memory wastage.
Additionally, we describe both pre and post mapping waste
elimination techniques, and propose two self-optimizing,
fine-grained mapping schemes to solve these problems.

3.1 Decision treeconstruction

Our work ismainly based on the HyperCutsalgorithm [15],
which is considered to be the most scalable decision-tree-
based a gorithm for multi-dimensional packet classification
[17]. This decision tree construction algorithm employs
several heuristics to cut the space recursively into smaller
subspaces. Each subspace ends up with fewer rules, which
to a point alows a low-cost linear search to find the best
matching rule. The HyperCuts agorithm also allows cut-
ting on multiple fields per step, resulting in a fatter and
shorter decision tree.

Although the HyperCuts algorithm suffersfrom mem-
ory explosion due to rule duplication, our pre-mapping

waste elimination technique is to apply two optimizations
called rule overlap reduction and push common rules up
[12]. After applying these optimizations, rule duplication
is dramatically reduced and the memory requirement be-
comes linear with the number of rules.

3.2 Treepartitioning and subtreeinversion

Figure 1(A) and Figure 1(B) shows both tree partitioning
and subtree inversion of an example decision tree. Tree
partitioning is necessary to alow subtree inversion for op-
timal use of the bidirectional pipeline.

In atree, there are few nodes at the top levels while
there are alot of nodes at the leaf level. Hence, we canin-
vert some subtrees so that their leaf nodes are mapped onto
the first severa pipeline stages, thus facilitating uniform
memory distribution. We propose a Largest leaf heuristic
(The subtree with the most number of leaves is preferred)
to select the subtrees to be inverted in order to fill the first
stage to the ideal capacity.

Algorithm 1 finds the subtreesto beinverted, where S
denotes a subtree, N the total nodesize of al decision tree
nodes, H the number of pipeline stages, CAP the ideal
stage capacity, and I F'R the inversion factor. A larger in-
version factor resultsin more subtreesto beinverted. When
theinversion factor is O (or close to the number of pipeline
stages), none (or al) of the subtrees are inverted respec-
tively. The complexity of this algorithmis O(K') where K
denotes the total number of subtrees.

Algorithm 1 Select subtreesto be inverted
Require: K subtrees.
Ensure: V subtreesto beinverted.
1: V = 0, W = the total nodesize of all subtree root
nodes.
: CAP=N/H
whileV < K ANDW < (IFR x CAP) do
Based on Largestleaf heurigtic, select S with the
most number of |eaves from those not inverted.
5 V =V+1,W = W- (nhodesize of S root node)
+(# of leaves of S)
6: end while

A w DN

3.3 Bidirectional subtree-to-pipeline mapping

Figure 1(C) shows how the bidirectional mapping algo-
rithm is used for decision tree mapping. Decision tree
mapping utilizes the two sets of subtrees created from
subtree inverion. Those subtrees which are mapped from
roots are called the forward subtrees, while the others are
called the reverse subtrees. We use a bidirectional map-
ping algorithm (Algorithm 2) to map both sets of subtrees
to the decision tree pipeline, where i denotes the pipeline
stage, R, the number of remaining total nodesize, R}, the
number of remaining stages, and M; the memory address
pointer for stage i. The bidirectional mapping agorithm
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Figure 1. Mapping a decision tree and rule lists onto pipeline stages

is a self-optimizing, fine-grained mapping scheme that fo- Algorithm 2 Bidirectional fine-grained mapping
cuses around two main ideas: Require: K subtrees.
Ensure: H stages with mapped nodes.
1. Fine-grained mapping: allows two tree nodes on the 1 Initidize: H = G.
same tree level to be mapped onto different pipeline 2. while R,, # ¢ do
stages. 3 Initialize: ReadyList = ¢, NextReadyList = ¢,
2. Bidirectional mapping: alows two subtrees to be R,=N,R,=H
mapped onto different directions. 4. Perform subtree inversion algorithm.
5. Pushtherootsof K forward subtrees and the leaves
Upon completion, the bidirectional mapping ago- of V reverse subtreesinto ReadyList.

if (|logy(CAP)|/log,(CAP)) < 1then

rithm finds the minimum number of pipeline stages, en-
CAP = 2(10gz(CAP)+1

sures optimized packing of nodesin all stages for memory

balancing, and satisfies the ancestor constraint mentioned end if
in Section 3. for i = 1to H do
10: M;=0
1L Sort the nodes in ReadyList by first iscritical,

34 Configurablerulelist mapping then in decreasing order of nodesize.

Figure 1(D) shows how the configurable mapping algo- 12 while M; < CAP and Readylist 7 ¢ do

rithm is used for rule list mapping. Using the optimized, 13 Egﬁsr}\cfﬁ;rrg{gf ]\e/[a_ djiL(;it di:?z?ﬁplt)o loca
fine-grained decision tree mapping from the bidirectional . o ! '
btree-to-pindi ina <t o th 14: M; = M; + nodesize

?u r:g o-pIp llne;lnappltﬂg age atshar Ierelzp;e, ¢ € con- 15: if The nodeisin forward subtreesthen

\gurav’e mapping aigoriinm maps the rule fists o a sec- 16: The popped node’s children are pushed into

ond independent pipeline. The purpose of two independent NeatReaduList

pipelinesis to allow more efficient overall resource utiliza- _ . i : !

. - ; S 17: elseif All children of the popped node’s parent

tion by exploiting the unique features of the decision tree have been mapped then

andrulelists. . . . . 18: The popped node's parent is pushed into
We use a configurable mapping agorithm (Algorithm NeatReadyList

3) to map al rules to the rule list pipeline, where D de- 19: end if '

notes the memory port configuration, W the memory width 20: end while

configuration, L the maximum decision tree stage capacity, o1 R, — R, — M, Ry = Ry, — 1

R; number of remaining total rulelists, and R; number of o Mrtlargethe Nexzt'ReadyLz'st to the ReadyList.
remaining pipeline stages. The configurable mapping al- 23: end for

gorithm is a self-optimizing, fine-grained mapping scheme ) 4: H—=H41

that focuses around three main ideas: 25 end while

1. Fine-grained mapping: alows two rule lists from
different leaf nodes to be mapped onto different
pipeline stages with the same address pointer.

2. Dual-port mapping: alowsarulelistto mapitsrules

vertical_ly within a sing!e pipeline stage memory by 1The maximum data width remains limited by the target FPGA hard-
occupying two consecutive memory addresses. ware.

3. Variable-width mapping®: alows arule list to map
its rules horizontally within a single pipeline stage




memory by allowing the data width of a stage to be
any power of 2.

Upon completion, the configurable mapping algo-
rithm finds the minimum number of pipeline stages and en-
sures optimized packing of nodesin all stages for memory
balancing.

Algorithm 3 Configurable fine-grained mapping
Require: Rrulelists.
Ensure: H stageswith mapped rules.
1. Initidlize: ReadyList = R, Ry = R, Ry, = H.
22 CAP=R/H
if (|logy(CAP)|/logs(CAP)) < 1then
CAP = 2(10g2(CAP)+1)
end if
if CAP > L then
CAP =1L
end if
for i =1to H do
0. M;=0
11:  Sort therulelistsin ReadyList in decreasing order
of ruledepth.
12 while M; < CAP and Readylist # ¢ do

13: if D = single — port then

14: if M;isempty then

15: for j = 0 to (“edert _ 1) do

16: Pop rule from ReadyList and map rules
to location M;; in Stage i + ;.

17: end for

18: end if

19: M; =M; +1

20: R; = R; — ruledepth

21: edseif D = dual — port then

22: if M; and M; + 1 areempty then

23; for j = 0 to (Zkert™ 1) do

24; Pop rule from ReadyList and map rules
to locations M, ; and M;,; + 1 in Stage
i+ j.

25: end for

26: end if

27 M; = M; +2

28: R; = R; — ruledepth

29: end if

30: end while
3L R, =R, —1
32: end for

Figure 2 shows how utilizing the memory port and
width configurations optimizes packing of rules in al
pipelinestages. In the non-customized case, eachrulelistis
mapped across the available pipe stages, with one rule per
stage. This causes the number of pipe stages to be equal to
the largest rule list, thus creating waste when smaller rule
lists are mapped. In the customized case, the number of
rules per stage is no longer restricted to one, allowing the
number of rules per stage to be defined by the memory port

and width configurations. Therefore, each pipe stage can
befilled based on the configuration of all theruleliststo be
mapped as opposed to only the largest rule list.

3.5 Occupied stage capacity optimization

Although both bidirectional and configurable mapping al-
gorithms adjust stage capacity for memory compatibility
and waste reduction potential, memory wastage is still
created during mapping if pipeline stages are not fully
filled. Eliminating this wastage after mapping optimizes
each stage memory further. When complemented with the
pre-mapping refinements discussed in Section 3.1, memory
wastage due to over-provisioningis reduced to almost zero
across al pipeline stages and memory utilization is maxi-
mized at the pipeline stage level.

4 Hardware architecture implementation

This paper proposes a bidirectional -configurabl e optimized
linear pipeline architecture (BiConOLP) using dual-port
high-speed Block RAMs. The bidirectional pipelineallows
two flows from opposite directionsto accessthe local mem-
ory in a stage at the same time, balancing memory distri-
bution. The configurable pipeline allows the flexibility to
match the design constraints of the optimized bidirectional
pipeline to provide system-wide optimization and memory
waste reduction. Due to its linear structure, this architec-
ture has many desirable properties:

1. Worst-case throughput of one packet per clock cycle
is sustained.

2. Each packet has a constant delay to go through the
architecture.

3. Packet input order is maintained.

4. System-wide optimization while supporting large rule
sets is maintained.

41 Overview

A system block diagram of the basic architecture is shown
in Figure 3. The system begins at the Direction Index Table
(DIT) which stores the relationship between the subtrees
and their mapping directions. Any arriving input packet
addresses the DIT, which then outputs (1) the distance to
the stage wherethe subtreeroot is stored in thedecision tree
pipeline, (2) the memory address of the root in that stage,
and (3) the mapping direction which leads the packet to the
different entrances of the decision tree pipeline. The DIT
output data and packet are then routed to the bidirectional
then configurable pipelines, after which the packet exitsthe
system with its respective match and action data.

4.2 Bidirectional pipeline

A block diagram of a single bidirectional pipeline stage is
shownin Figure 4.
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Figure 4. Bidirectional pipeline stage diagram

4.2.1 Bidirectional stage memory

The decision tree pipeline stage memory is constructed us-
ing a dua-port synchronous read RAM. This is the back-
bone of the bidirectional pipeline, alowing two indepen-
dent accesses to the same pipeline stage.

4.2.2 Cutlogic

Different internal nodesin a decision tree may have differ-
ent numbers of cuts, which can come from different fields.
We propose acircuit design using left and right shifters. To
generate the next node pointer, the MSB bits of the packet
fields, number of cuts on each field, and a base address are

used. The base address points to the address space (range
of memory addresses) of achild nodewithin the destination
pipeline stage, and the MSB hits of the packet fields point
to the specific memory address within that address space
as determined by the cuts on each field. First, The num-
ber of cuts on each field are used to determine how many
packet field MSB bits are used. Second, the packet field
MSB bits are aligned to make up the LSB bits of the next
node pointer. Third, the base addressis shifted to make up
the MSB bits of the next node pointer. Fourth, an OR op-
eration merges the remaining base address and the packet
field bits to make the complete next node pointer.

4.2.3 Distance checker

Our bidirectional mapping agorithm alows two nodes
on the same tree level to be mapped to different stages.
We implement this feature by storing the distance to the
pipeline stage where the child node is stored in the local
pipeline stage memory. When a packet is passed through
the pipeline, the distance value is decremented by 1 when
it goes through a stage. When the distance value becomes
0, the child node’'s address is used to access the memory in
that stage. If thechild nodeisaleaf node, thedistancevalue
stored allowsthe child node to propagate out of the pipeline
without any additional accesses. Data flow muxes are used
to route both leaf and node pointersfrom the current or pre-
vious pipeline stage to the pointer output depending on the
distance check and leaf check bit values.

4.3 Configurablepipeline

A block diagram of a single configurable pipeline stage is
shownin Figure 5.

4.3.1 Configurable stage memory

The rule list pipeline stage memory is configurable based
on memory port and width configurations. The memory
port configuration determines whether a single or dual-port
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Figure 5. Configurable pipeline stage diagram

synchronous RAM is used. Rules are stored in ordered
pairs of 1 or 2 per address when using single-port or dual-
port rams respectively. The memory width configuration
determines the rule datawidth for asingle pipeline stage.

4.3.2 Rulematch and comparelogic

When arule is retrieved in a stage, it is compared to the
packet header fields to find a match. We implement dif-
ferent match types for different fields of a rule, similar
to [7]. As part of the rule matching process, both rule and
packet are checked using their respective valid bits to pre-
vent false-positive matches. When a match is found in the
current pipeline stage, the packet will carry the correspond-
ing action and priority information along theremaining rule
list pipeline stages until it finds another match with ahigher
priority. If memory port and width configurations are uti-
lized, multiple rules can beretrieved in asingle stage. This
requiresthe same action, priority, and match informationto
be compared as before.

4.3.3 Rulechecker

Our configurable pipeline rule checker functions similar to
the bidirectional pipeline distance checker with one key ad-
dition: the rule count field. The rule count field stores the
distance to the pipeline stage where the end of the rule list
is. When the distance value becomes 0, the rule count field
begins to decrement. As with the distance value, the rule
count value is decremented by 1 when it goes through a
stage. When the rule count value becomes 0, the rule list
has finished its linear search. Data flow muxes are used
to route action, priority, and match information either from
the current or previous pipeline stage to the rule data out-
put depending on the valid check (from rule checker) and
priority check bit values.

5 Experimental results
5.1 Hardware specifications

We evaluated the effectiveness of our optimized, fine-
grained mapping agorithms by running several test cases

on the ACL_10K rule set (9603 total rules). The detailed
results of each test case are not presented, due to space
limitation. We implemented our design in Verilog us-
ing Xilinx ISE 10.1 development tools. We added addi-
tional hardware-based customizations to maximize perfor-
mance, area savings, and resource utilization reductions,
including custom-capacity pipeline stage memories, cus-
tom cut logic for the decision tree pipeline stages, and fine-
grained pipelining. The target device was Xilinx Virtex-5
XC5VFX200T with -2 speed grade. Post place and route
results show that our design can achieve a clock frequency
of 143.4 MHz, alowing our architecture to exceed the OC-
768 rate, i.e. 40 Gbps, by sustaining 45.88 Gbps through-
put for minimum size, i.e. 40 bytes, packets. Post place
and route resource utilization results from a related state-
of-the-art FPGA -based packet classification engine [7] are
compared to our work in Table 1. Additionally, due to our
bal anced memory distribution and memory waste reduction
techniques, our resource utilization improved by 12.0% in
occupied slices and 43.6% in Block RAM usage.

Table 2 compares our design with several state-of-
the-art FPGA-based packet classification engines. For fair
comparison, the results of the compared work were scaled
to Xilinx Virtex-5 platforms based on the maximum clock
frequency?. The values in parentheses were the origi-
na data reported in those papers. We used a new per-
formance metric, named Efficiency, defined as throughput
divided by the average memory size per rule, to evau-
ate the time-space trade-off. Our design outperformed the
others with respect to throughput and efficiency, exclud-
ing the Two-dimensional Linear Dual-Pipeline [7]. How-
ever, when comparing total memory required with the two-
dimensiona Linear Dual-Pipeline[7], our design shows an
improvement of 20.8%.

5.2 Memory balancing and utilization

It can be seen in Figure 6 that a perfectly balanced memory
distribution to within 10% overall is achieved (the decision
tree and rule list pipelines overall balancing are 90% and
96% respectively)2.

6 Conclusions

This paper presented two self-optimizing, fine-grained
mapping schemes and a novel bidirectional-configurable
optimized linear pipeline architecture for scalable line rate
packet classification on FPGAs. Additionally, future work
on our design can achieve even greater performance and
improved capabilities by implementing only minor modi-
fications, such as implementing a larger cache-based sys-
tem, adding rule updating, and supporting external SRAMs

2The BV-TCAM paper [16] does not present the implementation result
about the throughput. We use the predicted value given in [16].

3100% perfect balanced memory requires arule set that is customized
to the constraints of physical hardware. Therefore, it is expected that some
stages will have unavoidable empty space near mapping completion.



Table 1. FPGA resource utilization

State-of-the-art [ 7] Our Work
Used | Available | Utilization || Used | Available | Utilization
Number of Slices 10,307 | 30,720 33.6% 6,611 | 30,720 21.5%
Number of bonded |OBs 223 960 23.2% 228 960 23.8%
Number of Block RAMs 407 456 89.3% 208 456 45.6%
Table 2. Performance comparison
Approaches Number | Total memory | Throughput || Efficiency
of rules (Kbytes) (Gbps) (Gbpg/KB)
Our approach 9603 485 45.88 908.4
Two-dimensional Linear Dual-Pipeline[7] 9603 612 80.23 1258.9
Simplified HyperCuts[9] 10000 286 7.22(3.41) 2525
BV-TCAM [16] 222 16 10 (N/A) 138.8
2sBFCE [13] 4000 178 2.06 (1.88) 46.3
Memory-based DCFL [6] 128 221 24 (16) 139
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Figure 6. Memory distribution over pipeline stages (the X
axis showsthe stage IDs, the Y axisthe total nodesize, and
the memory utilization rate in each stage)

for substantially larger rule sets. Our experimental results
show that our architecture can store 10K unique, 5-field
rules, and sustain above 45 Gbps throughput for minimum
size packets with only 45.6% memory resource utilization.
To the best of our knowledge, this work is the first one to
achieve perfectly balanced memory distribution (to within
10% overall) over both decision tree and rule list pipeline
stages and support large rule sets at line rate with efficient
resource utilization.
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