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Abstract

Sensor networks are usually designed and optimized for
a specific functionality, and the nature of tasks on differ-
ent nodes and the pattern of communication between nodes
is known at design time. e are investigating a design ap-
proach for sensor networks that involves the creation of ro-
bust and energy-efficient protocols for a library of general
communication primitives. Such a library will hide low-
level networking details and provide building blocks for the
end user who can then focus on high level design of the ap-
plication. In this paper, we consider single hop sensor net-
works with multiple data channels, and define and evaluate
the performance of a simple and energy-efficient protocol
for a general and powerful primitive called (N, p, k1, k=)
routing. This primitive denotes the transfer of N packets
among p nodeswith each nodetransmitting at most &, pack-
ets and each node expecting to receive at most ko pack-
ets. One-to-all (broadcast), all-to-one (gather), many-to-
many, etc., are special cases of (N, p, k1, k2) routing. \We
use a separate low-power control channel for coordina-
tion among nodes. Smulation results show that our pro-
tocol leads to very high utilization of the available data
bandwidth, and is also energy balanced. Fault-tolerant ex-
tensions of the protocol are also discussed.

1. Introduction

Wireless networks of smart sensors have the potential to
revolutionize data collection and analysis for a host of appli-
cations. Each smart sensor or ‘sensor node’ is composed of
one or more environment sensors, a processing unit, stor-
age, limited power supply, and a transceiver. Most wire-
less sensor networks (WSNSs) are designed and optimized
to understand and/or affect physical processes, in contrast
to general purpose, application-independent data transport,
i.e., they are designed for a specific application such as tar-
get tracking, habitat monitoring, etc. The main challenge

facing the designers is to customize the in-network compu-
tation and communication for maximum energy efficiency,
which prolongs the lifetime of the network as a whole.

Embedded networked sensing is an area of active re-
search in the community. Sensor networks are being mod-
eled as parallel and distributed systems, databases, wireless
ad-hoc networks, etc. Significant advances are being made
in the hardware architectures of sensor nodes. A variety
of different communication paradigms have also been for-
mulated for specific routing patterns to support in-network
query processing, data-centric routing and storage, system-
wide network monitoring, etc [4, 7, 5]. Most of this work
integrates application-specific optimizations into the net-
work protocols. In the state-of-the-art, partitioning of com-
putation tasks among nodes, node-level optimizations, and
data routing is done in an ad-hoc, largely empirical man-
ner. While this approach does not necessarily result in infe-
rior designs, it does require the application developer to be
aware of the details of the underlying node hardware, net-
working paradigms, and their performance.

We are exploring a new approach to application design
for sensor networks, where the end user is presented with a
library of pre-designed, parameterized implementations for
computation and structured communication primitives, that
hide most of the details about medium access, time syn-
chronization, fault tolerance, etc. ‘Structured communica-
tion’ refers to a routing problem where the communication
pattern is known in advance - for example, one-to-all, all-
to-one, many-to-many, all-to-all, permutation, etc. The ab-
straction provided by the library of communication primi-
tives will allow the user to focus on broader design issues,
instead of hardware and networking details. Unlike the In-
ternet, where point-to-point communication was the basic
primitive, the collaborative in-network processing in sensor
network applications (and its knowledge at design time) en-
ables such a modular, composable approach.

Our earlier work has focused on design of routing prim-

itives for multi-hop [1] and single-hop [2] single-channel
sensor networks. The primary contribution of this pa-



per is a simple, robust and energy-efficient protocol for
(N, p, k1, k2) routing in single-hop network topol ogieswith
multiple data channels. N denotes the number of packets
to be transferred, p is the number of nodes, &, is the max-
imum number of packets that can be sent by a node, and
ko is the maximum number of packets that a node can ex-
pect to receive from others. (IV, p, k1, k2) routing is a very
general and powerful primitive whose special cases in-
clude commonly encountered communication patterns -
scatter, gather, all-to-all, etc. While this algorithm is appli-
cable to ad-hoc and radio networks in general, the impor-
tance of energy balance in addition to total energy as a per-
formance metric, and the role of application-specific
communication protocols in the design of sensor net-
work applications make this result especially suitable for
WSNE.

In our protocol, packet transmissions are scheduled dy-
namically over the control channel with the goal of maxi-
mizing bandwidth utilization. Each packet transfer is pre-
ceded by a negotiation phase that makes the protocol ro-
bust because a failure of either the sender or receiver to re-
spond as expected leads to cancelation of the packet transfer
and the energy savings thereof. Also, all packets are trans-
ferred directly between the source and destination without
intermediaries. By doing so, the impact of a node failure is
limited only to those packets that are destined for or sched-
uled to be transmitted from that node. Typical single-hop
WSNs will likely consist of a few tens or at most a few
hundreds of nodes. Larger networks of thousands or tens of
thousands of nodes will almost never have single-hop con-
nectivity for various reasons. Simulation results show that
for a k-channel network with a few tens of nodes, our proto-
col yields k-times (latency) speedup compared to the perfor-
mance of the single channel case. Also, for the case k1 = k»
(i.e., each node transmits and receives the same number of
packets), the protocol is energy balanced - i.e., each node
spends almost the same amount of energy.

Our system model is outlined in Section 2. Section 3
describes our (N, p, k1, k2) routing protocol for fault-free
multi-channel networks. Section 4 discusses fault-tolerant
extensions of the protocol. Section 5 discusses related work,
and we conclude in Section 6.

2. Our System Model

The network consists of p nodes labeled
S(1),5(2),...,S(p). Each node has a unique identi-
fier (ID) in the range [1, p]. The network is homogeneous,
i.e. all nodes in the network are identical in terms of com-
puting and communication capability. All nodes are ini-
tially time-synchronized with each other and remain
time-synchronized for the duration of the routing. There
are two communication channels: a data channel for trans-

fer of data packets and a low power control channel
for coordination purposes. Every node is correspond-
ingly equipped with a data radio and a control radio. At a
given time, the control radio can be tuned to only one fre-
quency, but the data radio can be tuned to one of f,
frequencies. In other words, there is one control chan-
nel and f; data channels available in the network. All
fa + 1 frequencies are distinct. Regardless of which fre-
quency it is tuned to, a data or control radio can be in
only one of three states at a given time: Transmit, Re-
ceive, or ShutDown. Energy consumption per packet is
same for the Transmit and Receive states; and zero (neg-
ligible) for ShutDown. Instantaneous signaling is possi-
ble between the two radios on the same node. For example,
the data radio can signal the control radio on successful re-
ceipt of a data packet. The control radio can likewise signal
the data radio to shift the data radio from one state to an-
other. The network has single-hop connectivity. If a data
(control) radio in Receive state receives simultaneous trans-
missions from two or more data (control) radios in the
Transmit state, a collision occurs and neither transmis-
sion succeeds.

Costs: Transmitting one packet over the data channel takes
tq time and e energy. Similarly, a packet transmission over
the control channel requires ¢. time and e. energy. Pack-
ets sent over the control channel for coordination purposes
are smaller than data packets. t;/t. = r; and eq/e. = 7o,
where 1 and r» are positive integers. Based on state-of-the-
art hardware and projections for the near future, it is reason-
able to assume r; to be in the range of 5-10, and r» to be
atleast a few tens. We ignore energy and latency costs of
computation.

3. (N, p, ki, ko) routing in afault-free network
3.1. Characteristics of Our Protocols

Our protocol for a fault-free single-hop network with one
control channel and multiple data channels has the follow-
ing properties: (i) there are never any collisions between
control packets over the control channel, (ii) there are never
any collisions between data packets over the data channel,
(iii) data radios are ShutDown at all times except when a
transmission or reception is in progress, (iv) a data packet is
always transmitted directly from the source to the destina-
tion, without going through intermediate nodes, and (v) all
coordination is decentralized (peer-to-peer).

A Request to Send (RTS) message, followed by the cor-
responding Clear to Send (CTS) constitutes one transaction
over the control channel. Similarly, the transfer of one data
packet from the source to the destination constitutes one
transaction over the data channel. Over the control channel,
time is divided into fixed-size control frames (CF) which



is the time required for one control transaction. Similarly,
data frames (DFs) are defined as the time required to exe-
cute one data transaction.

3.2. Protocol Definition

3.21. Stage |: Pre-processing In (N, p, k1, ks) routing,
ky denotes the maximum number of packets to be trans-
mitted by a node, and &> denotes the maximum number of
packets that each node expects to receive. For node S(i), let
k¢ and k% denote the exact number of packets to be trans-
mitted and received. For simplicity of exposition, we as-
sume in the remainder of this paper that each of the p nodes
transmits exactly N/p packets and expects to receive ex-
actly N/p packets, i.e. kj = ki = I, Vi. In case kf is dif-
ferent for each S(i), a pre-processing phase is carried out
over the control channel prior to the packet transfer. This
phase consists of exactly p CFs. In the i, CF, S(i) broad-
casts the value of k%. All p nodes remain awake for the p
CFs. At the end of this phase, each node knows exactly how
many packets every node has to transmit.

If each .S(7) also knows how many packets are destined
foritself, i.e., the value of ki, it can shut off completely once
it has received its k4 packets (and transmitted its & packets
as described in Stage 2 below). Now, a node knows the des-
tinations of the packets it has to transmit, but does not know
how many packets are destined for itself, and no means of
computing this number except by explicit communication
with every other node. For cases where ki is not the same
forall S(i), this information can be exchanged over the con-
trol channel in a series of p rounds, each round consisting
of p CFs. In the jt* frame of the i** round, S(j) broad-
casts the number of packets in its buffer destined for S(i).
This requires a total of p? slots, with each node remaining
awake for 2p—2slots. If N > p, and r, and r are of the or-
der of tens or a hundred, the overhead for the pre-processing
phase is a small fraction of the total energy requirements for
the actual routing process.

3.2.2. Stagell: Packet Transfer

Case I: One Control Channel, One Data Channel Let
the CFs be numbered in increasing order, with the first CF
being CF[1]. Similarly, let the DFs be labeled such that a
DF that immediately succeeds C'F'[7] is labeled D F'[i].

CFi] is said to be owned by S(i) if no other node is
supposed to send an RT'S in C F[i]. C F[i] is said to be suc-
cessful if S(i) sends an RT'S addressed to some S(j) and
S(j) sends a C'T'S in acknowledgment. D F[i] is said to be
owned by nodes S(i) and S(j) if CF[i] is successful.

Data is transferred in D F'[4] if and only if CF'[7] is suc-
cessful. Node S(4) owns CF[W +1] through CF[ 21,
Every node S(j) maintains a counter c; initialized to 0 that
keeps track of how many packets have been received. One

S(i) owns the CF, say C'F'[z] and broadcasts RT Ses. All
non-owner nodes which have not yet received their N/p
packets (c; < N/p) monitor the control channel in the Re-
ceive mode during this CF. S(i) switches its data radio to
Transmit mode for D F'[z] and the destination S () switches
its data radio to the Receive mode for DF[z]. S(i) trans-
mits the packet to S(j) in DF[z]. Data radios of all S(k),
where k # i and k # j, stay in ShutDown mode in D F[z].
This basic protocol is robust because all packets are
transferred directly between the source and destination and
there is no single point of failure. The fact that packets are
not routed through intermediate nodes means that a single
node failure affects only the packet transmissions destined
for that node and the packets that were supposed to be trans-
mitted by that node. Failuresare thereforeisolated and their
effect on unrelated packet transmissions is minimized.

Casell: One Control Channel, Multiple Data Channels
For the single channel case, the first N/p CFs were
owned by S(1), the next N/p by S(2) and so on. In the ideal
case (no faults), the routing finished in exactly N CF’s, each
followed by a DF. The latency was not affected by the dis-
tribution of the IV packets among the p nodes. In the multi-
channel case, however, the distribution of packets has a sig-
nificant impact on the utilization of the data bandwidth and
the total latency of the routing. For example, let all the N/p
packets at S (i) (V4) be destined for S(i+ 1) (mod p)*. In the
very first CF, S(1) sends an RTS to S(2), which replies with
a CTS. All f; data channels are available initially, because
no data transfer has started. S(1) transmits a data packet
over one of the available channels to S(2). Now, the data ra-
dios on S(2) is in the Receive state and is busy till the trans-
fer is complete. All packets on S(1) are destined for S(2),
s0 S(1) has nothing to transmit over the other f4 — 1 chan-
nels. If the first N/p CFs were to be assigned to S(1) as in
the single-channel case, the protocol will perform the same
as the single-channel protocol, and f; — 1 channels will re-
main unutilized. A more dynamic coordination is required
over the control channel if the available data bandwidth is
to be exploited to a greater extent. One such coordination
mechanism is presented as part of the protocol below.

In addition to the RTS and CTS packets used for data
transfer, we use a PASS control packet. A PASS packet
is different from RTS/CTS in that it uses broadcast address-
ing, i.e., it is not addressed to a specific destination node.

Each node maintains the following information which
represents the state of the network:

1. A channel allocation vector (CAV) that consists of f; tu-
ples, where tuple i corresponds to data channel i (1 < i <
f4)- Each tuple records the sender, destination, and end time

1 (mod p) is valid if nodes are numbered from 0 through p — 1 and not
from 1 through p. For conciseness of representation, we make the for-
mer assumption here.



of a data packet transmission (if any) over the correspond-
ing data channel. Since all coordination is performed over
the single control channel, and all nodes are monitoring the
control channel, each node has complete information over
the data transfers in progress over every data channel.

2. A packet count vector (PCV) that consists of p tuples,
where tuple i corresponds to node S(i). Each tuple i con-
tains a record of the number of packet transmitted by S(7)
and the number of packets received by S(7) till that time.
Again, since each node monitors the control channel and
all data transfers are explicitly flagged by an RTS/CTS ex-
change, each node has the information needed to maintain
the packet count vector.

Since the size of the CAV and PCV data structures is pro-
portional to f; and p respective, and both these constants
are relatively small (unlike N which can be large), the stor-
age requirements at each node are not excessive.

Initially, all data channels are idle and all data radios are
in ShutDown mode. In our protocol, the queue of outgoing
packets present at each node is sorted in increasing order of
destination ID prior to the start of the protocol. At the start
of the protocol, S(1) owns CF[1].

As in the earlier protocol, as soon as a node has finished
transmitting N/p packets and has received N/p packets, it
withdraws from the protocol and remains ShutDown. Since
each node maintains a PCV, no special control packet is re-
quired to signal this. The following therefore applies only
to nodes that are still participating in the protocol.

At each CF, the owner S(7) inspects its CAV. If all chan-
nels are busy, S(i) waits till at least one channel becomes
available. S(7) then traverses its outgoing (sorted) packet
queue to determine if there exists at least one packet whose
destination S(3) is not in the process of transmitting or re-
ceiving a data packet. If such a packet is found, S(i) per-
forms an RTS/CTS exchange with S(j) and starts a packet
transfer over any of the available data channels. If no such
packet is found, S(i) broadcasts a P ASS message.

How is the ownership of CFs transferred among nodes?
Our protocol uses a completely decentralized mechanism to
select the owner of the next CF, based on a variant of the
round-robin policy. The very first owner is S(1). Let S(¢)
denote the owner of some CF where it has transmitted ei-
ther an RTS or a PASS packet. The owner S(j) of the next
CF is chosen by considering nodes S(i + 1), S(i + 2),. ..
(mod p) in this order till a node S(3) is found which (i) has
not withdrawn from the protocol, and (ii) is not busy dur-
ing the next CF. The information in the CAV and PCV is
sufficient for each node (including S(5)) to derive the iden-
tity of the owner of the next CF.

Why is a PASS packet required? Only the owner of an
outgoing packet knows its destination. Therefore, a scenario
might arise where the owner of a CF does not have even

one packet whose intended destination is available. In such
a case, a PASS packet is broadcast and the owner of the next
CF is selected using the decentralized mechanism described
in the previous paragraph. In a fault-free network, the PASS
packet is not strictly necessary because a lack of RTS trans-
mission by the owner of the CF can be interpreted as a lack
of packets that can be transmitted successfully. However,
we chose to transmit a PASS packet as a liveness indicator
to be used in future extensions of this protocol for a faulty
network.

Fig. 1 illustrates the working of this protocol for network
with two data channels. The numbers above the CFs repre-
sent the owner of the corresponding CF. S(1) owns the first
CF. S(3) owns the next CF because S(2) is busy receiving a
packet from S(1). Once these two transfers are in progress,
the earliest time at least one channel becomes available is
when the transfer over D1 finishes. At that time, S(3) and
S(4) are still busy over D2, hence S(5) becomes the owner
of the next CF. Only one occurrence of a PASS packet trans-
mission occurs as shown. In this case, S(2) owned the last
CF, and S(3) becomes the owner of the next CF because it
is the first node in the sequence S(3),S(4), ... that is free
when D1 becomes available. However, the only packet S(3)
has remaining is destined for S(2). Since S(2)’s data radio
is busy, S(3) passes ownership to S(4) by broadcasting a
PASS packet.

If the permutation is represented by a graph where the
vertices represent the nodes and edge (i, ) represents a
packet to be transferred from node ¢ to node j, our proto-
col continually attempts to find an f;-matching of the graph
in a dynamic decentralized manner.

3.2.3. Simulation Results The speedup in latency
achieved by our multi-channel routing protocol is illus-
trated in Fig. 2. We simulated a single-hop network with
50 nodes and increased the packets per node from 25
through 50 in steps of 5, i.e., the total number of pack-
ets in the network increased from 1250 (25 packets per
node) through 2500 (50 packets per node). We chose to sim-
ulate upto 5 data channels in the network. A uniform ran-
dom number generator was used to distribute the pack-
ets among nodes in the network subject to the constraint
that no node can be initialized with more than N/p pack-
ets. All experiments were repeated 40 times and the
results were averaged. As seen from the plot, our proto-
col yields almost f4-times speedup for a network with f,
data channels. The results also show that the incremen-
tal gain in speedup reduces as the number of channels is
increased beyond 3 or 4.

We also measured the energy spent by nodes in coordi-
nation over the control channel. This coordination energy
includes both the participation of a node in RTS/CTS ex-
changes, and in monitoring the channel and updating its
state information when the RTS/CTS does not involve the



PASS
343

13 5 2 4 5
cii_ii__ I
D1 | 12 | 51 | 4

_>

_)

12
i
1| 1 |

495

>4

D2 34

23

593

25

32

p=5f,=2 N=10. Packet distribution:

1 [2,4]. 2:[5,3]. 3:[4.2]. 4:[5,1]. 5: [1,3]

C denotes the control channel; D1 and D2 denote the data channels

Figure 1: The Multi-Channel Protocol: Illustration

node. As shown in Fig. 3, (i) all nodes spend almost the
same amount of energy for coordination, and interestingly,
(i) the coordination energy is independent of the number of
data channels. Note that result (i) is for the random packet
distribution we simulated, where for a large value of v
(=2500), every node in the system remains awake for a large
fraction of the total number of cycles required to complete
the routing. Result (ii) can be explained by the fact that for
a given packet distribution and a fault-free network, there is
a unique, completely ordered sequence of RTS, CTS, and
PASS packet transmissions over the control channel. If the
number of channels is increased, the routing is finished in
fewer cycles but the number and order of control packets
remains the same, thereby leading to the same energy con-
sumption for coordination.

Fig. 4 shows the number of cycles each node remains
active. Dotted lines above each plot indicate the total cy-
cles required to complete the routing. As seen in the graph,
almost all nodes remain active throughout the duration of
the routing (for the random packet distribution simulated in
this particular experiment). This observation can be partly
explained by the round-robin nature of the transfer of CF
ownership among nodes, which results in most of the nodes
having pending transmissions till the very end of the rout-
ing. If the nodes have unequal number of packets to trans-
mit and/or receive, the behavior will be different.

In Fig. 5, we plot the number of cycles by which a node
receives all N/p packets destined for itself. As can be ob-
served in the plot, in the single channel case nodes with
lower ID receive their packets far earlier than nodes with
higher I1Ds. This is the natural result of each node having
sorted its outgoing packet queue and choosing the lowest
numbered destination available. When the number of chan-
nels increases, this trend is not observed so strongly.

4. (N,p, ki, ks) Routing in a Faulty Network

The Fault Mode: We define a communication fail-
ure (fault) as the inability of a node to both receive packets
from one or more nodes in the network and transmit pack-
ets to one or more nodes in the network. A node suffer-

ing from communication failure is unavailable to all of the
other nodes for the duration of the failure. Such a fault af-
fects only the ability of a node to communicate with other
nodes. A faulty node still retains its computation capabil-
ities, and the system state (if any) maintained in the node
memory also remains unaffected.

We define the permanent fault model as follows. Any
of the p nodes of the network can have a communication
failure with a certain probability p,; in any time slot and
will then remain unresponsive to all future requests. Fail-
ure probability is uniformly distributed across all nodes in
the network. Any fault that occurs is assumed to be non-
malicious - i.e., the failed node simply stops responding.
The values of p,,s will depend on the particular sensor net-
work deployment. We assume that if a sends a request to
b and does not receive a response (i.e., regards b as failed),
the packet addressed to b is removed from a’s buffer.

Protocol Definition

Casel: One Control Channel, One Data Channel

If the nodes can fail permanently with a non-zero proba-
bility p, ¢, one of the following three scenarios can occur in
some C Fz].

1. S(i) sends RT'S, S(j) sends CT'S: This means the
sender and receiver are both alive, and data is transferred
in DF[z].

2.5(i) sends RT'S, S(j) does not respond: This means that
S(j) has failed. Since the RT'S contains the 1D of S(j),
all listeners (including S(i)) know that S(j) has failed. As
the fault is assumed to be permanent, all nodes can as-
sume that remaining transactions to S(j) can be safely can-
celed. However, only the node that owns a packet knows
the identity of the destination. Hence, the CFs where some
S(k) transmits an RTS to S(j) (knowing that S(j) will
not respond) cannot be proactively eliminated because other
nodes do not know exactly when such CFs will occur. The
real savings in this case will occur if S(j) fails in some
CF[x], where z < % + 1. In that case, all nodes have
information about the exact N/p CFs that are owned by
S(j), and all nodes know that S(j) has failed. As soon
as DF[N.j/p] terminates S(j + 1) can start its transmis-
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sions. This policy saves (¢4 + t.)N/p latency and at most
2.N.(eq + e.)/p energy per permanent fault.

3. S(i) does not send RT'S: Since the C'F's are assigned
to specific nodes based on their IDs, all listeners in C F[x]
know the 1D of the owner S(i) of CF[z]. A lack of RT'S
allows all listeners to collaboratively and implicitly cancel
D F[z], and also all remaining CFs and DFs owned by S(3),
proceeding directly to CF[% + 1]. The best case is
when S(i) fails in the very first CF owned by S(i), leading
to a cancelation of the remaining % — 1 CFsand N/p DFs.
The latency and energy savings are comparable to those for
the previous scenario.

In the ideal case (no node failures), a node can stop par-
ticipating in future CFs and DFs if it has received N /p pack-
ets and transmitted N/p packets. In case of failures, ev-
ery failed CF create one more ‘receiver’ (in the worst case)
whose count of received packets will never reach N/p, and
who will therefore participate for all N CFs, waiting for a
packet that will not be delivered. This is the primary rea-
son for the energy overhead of the reservation phase for the
permanent fault model.

Casell: One Control Channel, Multiple Data Channels

Our multi-channel protocol can also be easily extended
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to handle permanent faults. Note that a form of implicit ex-
clusion of nodes from future participation is already being
carried out. When a node has received and transmitted its
alloted number of packets, the fact is reflected in the state
information maintained at each of the participating nodes,
which implicitly remove that node from future considera-
tion. This removal means that the node is no longer consid-
ered for future CF ownership.

The modified protocol to handle permanent faults is as
follows. If a node 4 which has not yet received and trans-
mitted its packets fails to transmit an RTS or a PASS packet
in a CF of its ownership, or fails to respond to an RTS
transmitted by in CF owned by another node, it is consid-
ered as failed. All listener nodes know the identity of this
node because: (i) an RTS packet contains the identity of its
(non-responding) destination, and (ii) each participant has
enough information to calculate the owner of a given CF.
When such a failed node 7 is identified, the participants sim-
ply flag it for exclusion from future consideration. Also, the
CF in which the failure was detected is immediately fol-
lowed by another CF, without any activity being initiated
over the data channel.
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Simulation Results

The single-channel protocol was simulated for a 50-node
network for two different values of p,r shown in Fig. 6.
For each case, we measured the energy and latency savings
obtained, compared to an approach that does not dynami-
cally compress the schedule in response to the knowledge
of permanent failure of one or more nodes. As seen from
the graphs, energy and latency savings become very signif-
icant as the failure probabilities increase. Note that the re-
sults in Fig. 6 were presented earlier, as indicated, in [2].
More exhaustive simulation results for energy and latency
savings for both permanent faults and transient faults for
single-channel single-hop WSNs appeared in [2]. These re-
sults are presented here because the latency and energy sav-
ings in the multi-channel case are similiar to the single-
channel case, because both the single- and multi-channel
fault-tolerant protocols are based on the same principle of
removing nodes from further consideration if they cease to
respond to RTSes or cease to transmit an RTS/PASS packet
in the CF of their ownership.

Figure 7 shows the latency savings obtained by running
the modified protocol in the multi-channel case. The ideal
case (no faults) is shown by the p,,; = 0 case, which again
illustrates the fact that having k& data channels leads to an
almost k-times speedup in terms of total latency of rout-
ing. For two different values of p, ¢, we simulated the same
network of 50 nodes and 50 packets per node. Due to detec-
tion of faults through the RTS/CTS exchange, and elimina-
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Figure 8: Distribution of Energy Consumption

tion of the DFs where no useful transmission can occur, the
latency savings are obtained.

Figure 8 shows the distribution of energy dissipation
across the nodes in the network, in a fault-free (p,; = 0)
and a faulty network with p,; = 0.01. This energy rep-
resents the overall energy spent in packet transmission as
well as coordination. The graph shows that our protocol is
energy balanced in the fault-free case. In the particular pro-
tocol run shown in the figure, nodes 48, 22, 28, and 30 were
among the earliest to fail. The whole sequence of failures
is not listed. As is reflected in the plot, these nodes have
some of the lowest energy dissipation figures, since they
stopped participating early in the routing. The overall en-
ergy consumption is also low because when a node fails,
other nodes delete packets destined for that node from their
transmit queues, and thereby save energy.

5. Related Work

Protocols for permutation routing in single-hop wireless
networks were proposed in [6]. Their system consists of p
wireless nodes with limited energy supplies. Each node is
equipped with a GPS (or similar mechanism) that allows
all local clocks to be perfectly synchronized with a global
clock. Time is divided into fixed length slots. There is no
separate control channel, and reservation as well as data
transfer is done using the data channel. As a consequence,



the same time and energy is required to transmit/receive
control packets as is required for data packets.

The protocols in [6] are structured as a series of reserva-
tion stages, each followed by a packet transfer stage. Their
reservation protocol runs as follows. Assume that transmis-
sions to some node S(j) are to be scheduled without con-
flicts. Let n; denotes the number of packets at S(i) (¢ # 7)
destined for S(j). In the first time slot, S(1) transmits 7
to S(2). In the second slot, S(2) transmits n; + no to S(3)
and so on. In the packet transfer stage, node S(¢) wakes up
attimeslotn;+ns+...+n;_1+1andtransmits its n; pack-
etsto S(j). Forn > p?, the reservation phase is run for ,/p
groups of ,/p nodes each instead of individual nodes. Each
node now declares the number of items it possesses that are
destined for any of the stations in a given group G(35). In the
packet transfer stage, the ,/p stations in G/(j) receive the
packets such that each station finally has exactly n/p pack-
ets. A further redistribution of packets within the group is
then performed. This procedure is repeated for each group.
This approach is then generalized by partitioning the nodes
into pa groups of p'—3 stations each - where d is an inte-
ger from 1 to [log p]. Packets are first routed among these
p% groups, and then each group is subdivided further and
the protocol proceeds recursively.

In a network with k data channels [6] stations are divided
into k groups of p/k stations each. First, each group G (i) is
allotted its own channel C'(¢). The n/k items in each G (i)
are locally routed such that each station stores items des-
tined for exactly one group G(j). In the second phase, all
stations that store items destined for some group G(7) are
allotted channel C'(7) and those items are routed to the sta-
tions in G(¢). Finally, items are locally routed within G(3).
The first stage essentially partitions the set of packets into &
subsets such that packets in each subset can be locally (in-
dependently) routed in the second stage. However, the ac-
tivity on each channel is not uniform; i.e., the channel uti-
lization will depend on the distribution of packets among
nodes; and so will the energy balance of the routing.

The protocols in [6] do not tolerate failures. A fault-
tolerant protocol for permutation routing is outlined in [3]
with the following fault model: (i) nodes can fail either due
to damage sustained during deployment, or by the eventual
depletion of energy reserves, (ii) no new faults occur dur-
ing the execution of the permutation routing protocol, (iii)
each faulty station is dead and does not send malicious mes-
sages, and (iv) the number of faulty stations is a very small
percentage of all the stations. This fault model is too opti-
mistic for typical sensor network deployments since the as-
sumption that nodes do not fail during the routing is unreal-
istic for many real-world scenarios.

6. Concluding Remarks

We described a robust, energy-efficient protocol for
(N, p, k1, k=) routing on single-hop sensor networks with
multiple data channels. Our system model includes a spe-
cial low-power radio over which coordination and schedul-
ing of packet transfers is carried out. Our protocol always
transfers packets directly from source to destination, with-
out using intermediaries, and the effect of node failure is
localized. Simulation results show that our protocol is en-
ergy balanced - assuming all nodes receive and transmit
the same number of packets. If distribution of pack-
ets is non-uniform, it will be proportionately reflected in
the energy balance. Energy efficiency will of course de-
pend upon the value of r, - the ratio between the en-
ergy required to transmit a packet over the data channel to
that required to transmit a packet over the control chan-
nel. A simple extension to the multi-channel routing
protocol also makes it tolerant to permanent communica-
tion failures.
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