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Abstract—Energy efficiency has become a critical concern in
designing high speed packet classification engines for next gener-
ation routers. Although TCAM-based solutions can provide high
throughput, they are not scalable with respect to power consump-
tion. On the other hand, mapping decision-tree-based packet
classification algorithms onto SRAM-based pipeline architectures
becomes a promising alternative to TCAMs. However, existing
SRAM-based algorithmic solutions need a variable number of ac-
cesses to large memories to classify a packet, and thus suffer from
high energy dissipation in the worst case. This paper proposes a
partitioning-based multi-pipeline architecture for energy-efficient
packet classification. We optimize the HyperCuts algorithm,
which is considered among the most scalable packet classification
algorithms, and build a decision tree with a bounded height.
Then we study two different schemes to partition the decision
tree into several disjoint subtrees and map them onto multiple
SRAM-based pipelines. Only one pipeline is active for classifying
each packet, which takes a bounded number of accesses to small
memories. Thus the energy dissipation is reduced. Simulation
experiments using both real-life and synthetic traces show that
the proposed architecture with 8 pipelines can store up to 10K
unique rules in 0.336 MB SRAM, sustains 1 Tbps throughput,
and achieves 2.25-fold reduction in energy dissipation over the
baseline pipeline architecture that is not partitioned.

I. INTRODUCTION

Multi-field packet classification is a critical function that en-
ables network routers to support a variety of applications such
as firewall processing, Quality of Service (QoS) differentia-
tion, virtual private networks, policy routing, traffic billing, and
other value added services. An Internet Protocol (IP) packet is
usually classified based on the five fields in the packet header:
the 32-bit source/destination IP addresses (denoted SA/DA),
16-bit source/destination port numbers (denoted SP/DP), and
8-bit transport layer protocol (denoted Prtl). Individual entries
for classifying a packet are called rules which specify the value
ranges of each field in the packet header. As the network traffic
continues to grow rapidly, packet classification has become
a major performance bottleneck in routers. For example, the
current link rate has been pushed towards 100 Gbps [1], which
requires processing a packet every 3.2 ns in the worst case
(where the packets are of minimum size i.e. 40 bytes).
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To address the throughput challenge, recent research in
this area seeks to combine algorithmic and architectural ap-
proaches, most of which are based on ternary content address-
able memories (TCAMs) [2]-[4] or various hashing-based
schemes such as Bloom Filters [5]-[7]. However, Bloom-
Filter-based solutions suffer from false positives, and always
need a secondary module for verification, which may be slow
and can limit the overall performance [8]. TCAMs can perform
fast parallel searches over all rules in one clock cycle. But as
shown in [9]-[11], TCAMs are expensive and not scalable
with respect to clock rate, power consumption, or circuit area,
compared to static random access memories (SRAMs). It is
estimated that the power consumption per bit of TCAMs is
150 times more than that for SRAMs [10].

On the other hand, mapping decision-tree-based packet
classification algorithms (e.g. HyperCuts [12]) onto SRAM-
based pipeline architectures becomes a promising option for
high throughput packet classification engines [13], [14]. How-
ever, existing SRAM-based algorithmic solutions still suffer
from high energy dissipation,! which comes mainly from two
sources: First, the size of the memories to store the search
structure is large. Second, the number of accesses to these
large memories is variable [2] and can be large in the worst
case. To address these problems, we propose a SRAM-based
multi-pipeline architecture for energy-efficient terabit packet
classification. Following contributions are made in this paper.

o We optimize the original HyperCuts algorithm by bound-
ing the height of the decision tree.

o To reduce the memory size for classifying each packet,
we propose two different schemes to partition the decision
tree into multiple disjoint subtrees and map them onto
multiple pipelines, while keeping the memory require-
ment among the pipelines to be balanced.

e A fine-grained node-to-stage mapping scheme is devel-
oped to achieve a balanced memory distribution across
stages within each pipeline.

o Simulation experiments using real-life and synthetic rule
sets show that our architecture can store 10K rules

! Although the terms power and energy are often used interchangeably, this
paper considers energy as the product of average power consumption and
latency [15].



in 0.336 MB memory, sustains 1 Tbps throughput for
minimum size (40 bytes) packets, and achieves 2.25-fold
reduction in energy dissipation over the baseline pipeline
architecture that is not partitioned.

The remainder of the paper is organized as follows. Section
II briefly reviews the decision-tree-based packet classification
algorithms and the existing work on energy-efficient packet
classification engines. Section III gives an overview of our ar-
chitecture. Section IV presents the set of algorithms including
the optimized HyperCuts, the tree partitioning schemes, and
the node-to-stage mapping method. Section V evaluates the
performance. Section VI concludes the paper.

II. BACKGROUND AND RELATED WORK
A. Decision-Tree-based Packet Classification Algorithms

Packet classification algorithms have been extensively stud-
ied in the past decade. Comprehensive surveys can be found
in [10], [16]. Among these algorithms, decision-tree-based
algorithms (e.g. HyperCuts [12]) usually scale well and are
suitable for pipelining. Such algorithms take the geometric
view of the packet classification problem. Each rule defines a
hypercube in a D-dimensional space where D is the number of
header fields in a rule. Each packet defines a point in this D-
dimensional space. The decision tree construction algorithm
employs several heuristics to cut the space recursively into
smaller subspaces. Each subspace ends up with fewer rules,
which to a point allows a low-cost linear search to find the best
matching rule. After the decision tree is built, the algorithm to
look up a packet is simple. Based on the value of the packet
header, the algorithm follows the cutting sequence to locate
the target subspace (i.e. a leaf node in the decision tree), and
then performs a linear search on the rules in this subspace.

The representatives of decision-tree-based packet classifi-
cation algorithms are HiCuts [17] and its enhanced version
HyperCuts [12]. HiCuts builds a decision tree using local
optimization decisions at each node to choose the next dimen-
sion to cut, as well as how many cuts to make in the chosen
dimension. HyperCuts, on the other hand, allows cutting on
multiple fields per step, resulting in a fatter and shorter
decision tree. Figure 1 shows the example of the HiCuts and
the HyperCuts decision trees for a set of 2-field rules which
can be represented geometrically.

Decision-tree-based algorithms classify a packet by travers-
ing the tree. Such search process can be pipelined well to
achieve high throughput of one packet per clock cycle [12],
[14]. However, as pointed out in [2], decision-tree-based
algorithms require a variable number of memory accesses
for classifying a packet. In other words, the height 2 of the
decision tree, denoted Hr, can vary widely for different rule
sets. The pipeline depth,® denoted Hp, is determined by the
worst-case tree height which can be the total number of bits of
the packet header being classified (denoted W). For example,

>The height of a tree node is the maximum directed distance from the tree
node to a leaf node. The height of a tree refers to the height of the root.
3The depth of a pipeline is the number of stages in the pipeline.
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Fig. 1. Example of HiCuts and HyperCuts decision trees. ((a) X and Y axes
correspond to the 2 fields of the rules. (b)(c) A rounded rectangle in yellow
denotes an internal tree node, and a rectangle in gray a leaf node.)

W =32+ 32416 + 16 4+ 8 = 104 for 5-field IPv4 packet
classification. Such a deep pipeline is neither energy-efficient
nor practical for real hardware implementation.

B. Energy-Efficient Packet Classification Engines

As routers achieve aggregate throughputs of trillions of bits
per second, energy dissipation by packet classification engines
becomes an increasingly critical concern for backbone router
design [10], [18]. Most of existing work on designing energy-
efficient packet classification engines focus on reducing the
power consumption of TCAM-based solutions.

As discussed in Section I, TCAM is power-hungry. Various
schemes have been proposed to partition a TCAM into multi-
ple blocks. Only one or few blocks are searched for a packet
so that the power consumption is reduced [2], [19], [20]. The
common goal of these schemes is to ensure each block con-
tains equal numbers of rules, so that the power consumption
reduction is maximized. We believe that such a partitioning-
based idea can be applied for SRAM-based pipeline engines
as well. However, unlike TCAM-based solutions where each
rule consumes the same amount of memory words [2], the
memory requirement of SRAM-based engines is determined
by the size of the decision tree. Hence a different and efficient
method is needed to partition the decision tree so that each
partition contains equal amount of memory.

Little work has been done on SRAM-based energy-efficient
packet classification engines. Kennedy et al. [21] simplify the
HiCuts and the HyperCuts algorithms by using a large number
of cuts at each internal node and storing up to hundreds of
rules in each leaf node. These schemes result in a decision
tree with a small height. Thus the power consumption, which
is proportional to the number of memory accesses needed for
classifying a packet, is reduced. The authors later propose an
adaptive clocking unit which dynamically changes the clock



frequency to minimize the power consumption while matching
the traffic fluctuation [22]. However, the size of the memories
accessed by each packet is large. Matching hundreds of rules
in each leaf node also results in high latency. The power
reduction achieved by the adaptive clocking scheme depends
heavily on the characteristics of the traffic traces. The energy
dissipation will still be quite high in the worst case.

III. ARCHITECTURE OVERVIEW

We propose a SRAM-based multi-pipeline architecture for
energy-efficient packet classification. As shown in Figure 2,
the architecture consists of P SRAM-based pipelines each of
which stores a portion of the rule set. The rule subset stored
in a pipeline is disjoint with that in any other pipeline. Thus
only one of the P pipelines is searched for each input packet.
All the pipelines have the same depth, which guarantees that
the packets are output in the same order as they are input.
The memory distribution among the P pipelines as well as
across the stages within each pipeline is balanced so that the
reduction in power consumption is maximized.
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Fig. 2. Block diagram of the multi-pipeline architecture.

Any packet to be classified looks up the index table and
retrieves the ID of the pipeline to which the packet is directed.
Then the packet goes through the Hp stages in that pipeline.
Within each pipeline, the first Hp — 1 stages store the internal
nodes of the decision tree while the last stage stores the rules
contained in the leaf nodes. The packet traverses the tree until
it reaches the leaf node. A small number of rules contained
in that leaf node are matched against the packet in parallel,
which produces the classification result to be finally output.

IV. ALGORITHMS
A. Tree Building

As discussed in Section II-A, a decision tree should have
a bounded height Hr so that the tree can be mapped onto a
pipeline whose depth Hp must be Hp > Hr. A simple way
to bound the tree height is setting a lower bound (denoted
Strideg) for the number of cuts at each internal node. Note
that each cut always cuts a value space by half, which is equal
to extracting one bit from the input packet header. We define
stride as the number of cutting bits at an internal node. Thus
Stridep also indicates the minimum stride that must be used
at each internal node. Since the number of bits in the packet

header is W which is 104 for 5-field IPv4 packet classification,
the tree height will be Hp < %

Motivated by the above idea, we integrate Stridep into the
original HyperCuts construction algorithm. We note that both
HiCuts and HyperCuts use a configurable parameter spfac
(called the space factor) to control the trade-off between the
number of memory accesses and the total memory size. A
larger sp fac allows more cuts at each internal node so that the
tree height can be reduced, at the potential cost of consuming
more memory. Unlike the original HyperCuts which has no
explicit control on the tree height and applies the same value
of spfac to all internal nodes, we consider Stridep and set
adaptive values of spfac for different internal nodes.

Moreover, though Stridep is fixed after configuration, the
actual lower bound of stride for different internal nodes can be
different. For example, suppose Stridep = 4. If an internal
node takes a stride of 5 which is > 4, all the children of
this node can have a Stride’; = 4 — (5 — 4) = 3, instead
of 4. We implement such adaptive Stridep by adding a
field, strideCredit, for each internal node. The value of
strideCredit of a node is the actual stride used at the node
subtracted by Strideg.

Figure 3 shows the algorithm to build a HyperCuts tree with
a bounded height. n denotes a node, bucketSize the maximum
number of rules that can be contained in a leaf node, and
N B the number of cutting bits i.e. the stride. A is a small
increment, which is 0.1 in our implementation.

Input: A rule set.

Input: Strideg.

Output: A HyperCuts tree whose height is < %.
1: Initialize the root node and push it into nodelList.
2: while nodeList # null do

3:  n <« Pop(nodeList)

4 if n.numRule < bucketSize then

5 Push n into the list of leaf nodes.

6: Continue.

7. end if

8:  spfac<—1.0

9 while NB < Strideg — n.strideCredit do

10: NB «— OptNumBit(n, spfac)
11: spfac — spfac+ A

12:  end while

132 for i« 0to2V2 —1do

14: n; < CreateNode(n, 1)

15: n;.strideCredit <+ n.strideCredit + NB —
Stridep

16: Push n; into nodeList.

17: end for
18: end while

Fig. 3. Algorithm: Building the decision tree with a bounded height
B. Tree Partitioning

We first define the size of a tree as the sum of the memory
size of the nodes contained in the tree.



We propose two different schemes to partition the decision
tree and map the subtrees onto P pipelines while balancing the
memory requirement among the pipelines. One scheme uses a
simple method to partition the tree and packs the subtrees into
P pipelines. The other scheme takes one pipeline at a time,
splits subtrees out of the tree and map them onto the pipeline.

Pipeline #1 Pipeline #2

Fig. 4. Partition the tree and pack the subtrees into P = 2 pipelines.

1) Packing-based: As shown in Figure 4, we simply par-
tition the original decision tree by assigning the children of
the root to be the roots of the subtrees. We need to map these
subtrees of various size onto P pipelines to achieve balanced
memory distribution among the pipelines. Such a problem
is NP-complete, which can be shown by a reduction from
the partitioning problem [23]. We propose a polynomial-time
approximation algorithm shown in Figure 5. The complexity
of this algorithm is O(K P), where K denotes the number of
subtrees and P the number of pipelines. According to [23], in
the worst-case, the resulting largest pipeline may require 1.5
times the memory size as the optimal mapping.

Input: K subtrees: T;, 1 =1,2,---, K.
Input: P empty pipelines.
Output: P pipelines, each of which contains a set of subtrees
Si,i=1,2,---,P.
1: Set S; = ¢ for all pipelines, i = 1,2,---, P.
2: Sort {T;} in the decreasing order of size(T;), i =
1,2,---, K.
3: Renumber the subtrees so that size(T7) > size(T) >
- > size(Tk).
for i =1to K do
Find S, so that size(S,,) = minj—_i s ... p size(S;).
Assign T; to the m th pipeline: S,, < S, UT;.
end for
Fig. 5.

Nk

Algorithm: Packing-based subtree-to-pipeline mapping

The packing-based scheme cannot achieve perfectly bal-
anced memory distribution among multiple pipelines. On the
other hand, due to its simple partitioning, the index table in
the architecture can be implemented as a single SRAM. Each

input packet uses the cutting bits at the root to directly access
the index table and retrieves the ID of the destination pipeline.
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Fig. 6. Split subtrees out of the tree and map onto P = 2 pipelines.

2) Splitting-based: To achieve perfectly balanced memory
distribution among P pipelines, we consider one pipeline
at a time, carefully split subtrees out of the decision tree,
and map them onto the pipeline, as shown in Figure 6. The
complete algorithm is shown in Figure 7, where r denotes a
root node and T'(r) the tree whose root is r. We first calculate
the memory capacity of the pipeline being mapped onto.
According to the gap between the capacity and the current
memory size of the pipeline, we split out of the tree the subtree
whose size is most fit into the gap. The split procedure is
implemented as a recursive function shown in Figure 8. The
complexities of the algorithms in Figures 7 and 8 are both
O(N), where N denotes the number of tree nodes.

Input: The root of the decision tree: r.
Input: P empty pipelines.
Output: P pipelines, each of which contains a set of subtrees
Si,i=1,2,--- P.
1: Set S; = ¢ for all pipelines, i = 1,2,---, P.
2: for i =1to P do
3. Capacity «— w
4:  while size(S;) < Capacity do
5 rs < Split(r, Capacity — size(S;))
6 Assign T'(rs) to the current pipeline: S; « S; U

T(rs).
7:  end while
8: end for
Fig. 7. Algorithm: Splitting-based subtree-to-pipeline mapping

The splitting-based scheme can guarantee the perfectly
balanced memory distribution among multiple pipelines. How-
ever, since the roots of the resulting subtrees have different
sequence of cutting bits from the root of the original tree, a
TCAM is needed as part of the index table to index these
subtrees. To reduce the number of TCAM entries, we use a
SRAM to index the subtrees whose roots are at the first level,
i.e. the children of the root of the original decision tree.



Input: The root of the tree: 7.
Input: Memory size requirement: m.
QOutput: The root of the split subtree: r;.
1: if size(T(r)) < m then
2 Return 7.
3: end if
4: Among the children of 7, find the child chdy; so that
size(T(chdpr)) = maxXchder.children Size(T(chd)).

5. if (ry « Split(chdpr, m)) == chdys then
6:  r.chdy «— Null
7: end if
8: Return 7.
Fig. 8. Split(r,m): Splitting a subtree out of the tree

C. Node-to-Stage Mapping

We now have a set of subtrees for each pipeline. Within
each pipeline, the size of the memory in each stage must
be determined before hardware implementation. The static
mapping scheme is to simply map each level of the decision
tree onto a separate stage. However, the memory distribution
across the stages can vary widely. Allocating memory with
the maximum size for each stage also results in large memory
wastage [13]. Our task is to map the decision tree onto a
linear pipeline to achieve balanced memory distribution over
stages, while sustaining a throughput of one packet per clock
cycle. The challenge comes from the various number of words
needed for different tree nodes.

The problem is a variant of bin packing problems [23],
and can be proved to be NP-complete. We use a fine-grained
mapping scheme similar to [14] # to allow the nodes on the
same level of the tree to be mapped onto different pipeline
stages. This provides more flexibility to map the tree nodes,
and helps achieve a balanced memory distribution across the
stages in a pipeline. Such fine-grained node-to-stage mapping
can be enabled in hardware using a simple method. Each node
stored in the local memory of a pipeline stage has one extra
field: the distance to the pipeline stage where the child node is
stored. When a packet passes through the pipeline, the distance
value is decremented by 1 every time it goes through a stage.
When the distance value becomes 0, the child node’s address
is used to access the memory in that stage.

V. PERFORMANCE EVALUATION

To evaluate the effectiveness of our schemes, we conducted
simulation experiments using 5 real-life and synthetic rule
sets from [24]. The synthetic rule sets were generated using
ClassBench [25], with parameter files extracted from real-life
rules. The size of the rule sets varies from hundreds to of
thousands of rules, as shown in Table I.

TABLE I
RULE SETS FOR 5-FIELD PACKET CLASSIFICATION

[ Rulesets [ acll [ acl_100 [ acl_1K [ acl 5K [ acl_10K ]
[#ofrules | 752 | 98 | 916 | 4415 | 9603 |

“The node-to-stage mapping scheme in [14] is for an optimized Hypercuts
tree and tailored to maximize the FPGA memory utilization.

We set Stridep = 5 to build the optimized HyperCuts
trees for these rule sets. The pipeline depth needed was thus
bounded by tT%CB = % = 21. We applied the two proposed
partitioning schemes, respectively, for mapping the trees onto
P pipelines. Their mapping results are shown in Figures 9 and
10, respectively. In these figures, the X axis shows the IDs of
pipelines and the Y axis shows the ratio of the memory size
needed for each pipeline to the total memory requirement. By
comparing Figures 9 and 10, it is clear that the splitting-based
scheme achieved much more balanced memory distribution
than the packing-based scheme.

p=2 P=4
1 1 &
08 0.8
0.6 0.6
g ¥ " o
0.4 0.4
02 02 v
o Q O aclt @ @ @
o 1 2 * acf00f 1 2 3 4 5
0 acl_1K
, P=6 acl_5K P=8
4 v acl 10K [©
0.8 0.8
06f 08| g
0.4 E 0.4 0
02 & & o ¥ 02
VvV YV ¥ ¥ ¥ VVVY¥YYYY
0 > o o o o 0 &—B—0— G0
o 2 4 6 0 2 4 6 8

Fig. 9. Memory distribution among P pipelines after using the packing-based
scheme. (P = 2,4,6,8)
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Fig. 10. Memory distribution among P pipelines after using the splitting-
based scheme. (P = 2,4,6,8)

After using the splitting-based scheme for mapping the
trees onto a 8-pipeline architecture, we applied the fine-
grained node-to-stage mapping method within each pipeline.
The decision tree construction results showed that the tree
height for all rule sets was no larger than 13. Hence we set the
pipeline depth to be 14 which was larger than the height of
all subtrees. Figure 11 shows the mapping results, where the
X axis indicates the IDs of stages and the Y axis the number
of words. Within each pipeline, except the first few stages, all
the stages had almost equal amount of memory.

According to the mapping results for acl_10K, each stage
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Fig. 11.

needs 3 Kbytes SRAM. The total memory requirement is thus
0.336 MB. Using CACTI 5.3 [26], a 3 KB SRAM with 45
nm CMOS technology needs 0.31 ns to access and dissipates
0.0067 nJ energy. The architecture also needs a TCAM with
269 entries as part of the index table. The TCAM was so
small that its effect on the overall performance can be omitted.
Hence the architecture can achieve a clock rate of 3.26 GHz,
resulting in a throughput of 1 Tbps for minimum size (40
bytes) packets. The energy dissipation for classifying a packet
is 0.0067 x 14 = 0.0938 nJ. In contrast, the baseline pipeline
architecture that is not partitioned needs 24 KB SRAM in
each stage, resulting in 800 Gbps throughput and 0.211 nJ
energy dissipation for classifying a packet. In other words, our
partitioning schemes resulted in 2.25-fold reduction in energy
dissipation over the baseline pipeline architecture.

VI. CONCLUSION

This paper proposed a SRAM-based multi-pipeline archi-
tecture for terabit packet classification. We first addressed
the challenge in pipelining decision-tree-based algorithms
by building a height-bounded HyperCuts tree. Two different
schemes were proposed to partition the tree into multiple
disjoint subtrees which were then mapped onto multiple
pipelines, while balancing the memory requirement among
these pipelines. A fine-grained node-to-stage mapping scheme
was used to achieve balanced memory distribution across
stages within each pipeline. Simulation experiments using real-
life and synthetic rule sets show that our architecture with 8
pipelines can store 10K rules in 0.336 MB memory, sustains
1 Tbps throughput for minimum size (40 bytes) packets, and
achieves 2.25-fold reduction in energy dissipation over the
baseline pipeline that is not partitioned. We are implementing
the architecture in FPGA and the preliminary design shows to
be practical and consumes small amount of on-chip resources.
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