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Abstract—Large-scale packet classification such as OpenFlow table lookup in Software Defined Networking (SDN) is
a key task performed at the Internet routers. However, the
increasing size of the rule set and the increasing width of
each individual rule make large-scale packet classification a
challenging problem. In this paper, we present a decompositionbased approach for large-scale packet classification on multicore processors. We develop a model to predict the performance
of the classification engine with respect to throughput and
latency. This model involves the architectural parameters of the
multi-core processors and the design requirements of packet
classification. Based on this model, we employ optimization
techniques such as grouping short fields in the search phase
and early termination of the merge phase. The performance
model can be applied to other generic multi-field classification
problems as well. To evaluate the accuracy of the performance
model, we implement a 15-field classification engine on stateof-the-art multi-core processors. Experimental results show
that, the proposed model predicts the performance with less
than ±10% error. For a 32 K 15-field rule set, the optimized
decomposition-based approach achieves 2000 ns per packet
latency and 33 Million Packets Per Second (MPPS) throughput
(49% of the peak throughput). The peak performance assumes
an ideal execution model that uses an optimized execution sequence and ignores memory access latency, data dependencies,
and context switch overhead.
Keywords-packet classification; multi-core; performance

I. I NTRODUCTION
The development of the Internet demands next-generation
routers to support a variety of network applications, such as
firewall processing, policy routing, traffic billing, and other
value added services. In order to provide these services,
multi-field packet classification [1] is performed on the
packet or flow header; this mechanism classifies the packets
into different categories based on a set of predefined rules.
Due to the rapid growth of the Internet, packet classification faces three major challenges: the growing size of the
classification rule sets, the expanding width of the packet
header, and the increasing demand for high performance.
For example, the number of rules in a typical rule set for the
classic packet classification has increased to over thousands
[2]. In SDN [3], the classic 5-field packet classification
*Supported by U.S. NSF under grant CCF-1320211.

has been extended to the 15-field OpenFlow table lookup.
Meanwhile, higher throughput and lower latency for packet
classification are needed. These factors make packet classification a critical task in high-performance routers in the
Internet as well as in data center networking.
Many existing hardware-based solutions for packet classification employ Ternary Content Addressable Memories
(TCAMs) [5]. TCAMs are notorious for their high cost and
power consumption [1]. Recent research has proposed to
use Field-Programmable Gate Array (FPGA) technology for
real-time network processing engines [6]–[8]. FPGA-based
packet classification engines can achieve high throughput for
rule sets of moderate size. However, as the rule set increases,
it is difficult to scale up the packet classification architecture
considering limited on-chip resources, such as the size of the
RAM and the number of I/O pins.
The use of software accelerators and virtual machines
for network applications is a new trend [9], [10]. State-ofthe-art multi-core processors [11], [12] employ caches and
instruction level parallelism (ILP) techniques to bridge the
increasing gap between processor speed and memory speed.
A cache hit typically introduces a latency of a few clock
cycles, while the cache misses are overlapped with useful
computation using ILP. These features make multi-core
processors an attractive platform for low-latency network
applications. However, efficient algorithms with predictable
performance are still needed on multi-core processors.
Decomposition-based approach provides a scalable solution with respect to both the rule set size and the packet
header width for packet classification. In this paper, we
present a performance model for decomposition-based approach on state-of-the-art multi-core processors. This model
predicts the performance for large-scale packet classification with high accuracy, and suggests possible optimization
techniques to improve the performance. Specifically, our
contributions include the following:
• We develop a performance model for decompositionbased large-scale packet classification on multi-core
processors; this model can be extended to predict the
latency and throughput for other generic multi-field
classification problems.

Table I: Example: OpenFlow 15-field packet classification rule set [3], [4]
Field

Ingr

No. of bits
Field type†

32
E

Metadata
64
E

R0
R1
R2
R3

5
*
*
1

*
*
*
*

Eth
src
48
E

Eth
dst
48
E

Eth
type
16
E

00:13
00:07
*
00:FF

00:06
00:FF
00:00
*

0x0800
0x0800
0x8100
*

3
E

MPLS
lbl
20
E

MPLS
tfc
3
E

5
7
7
*

0
16000
*
*

*
0
*
*

VID

Vprty

12
E
*
100
4095
4095

SA

DA

Prtl

ToS

SP

DP

32
P

32
P

8
E

6
E

16
R

16
R

001*
00*
1*
1*

*
1011*
1011*
1*

TCP
UDP
*
*

0
*
*
0

*
*
2-2
0-124

*
*
5-5
5-5

†: “E” as exact match, “P” as prefix match, and “R” as range match; a “*” in a field of a rule means the rule matches any input in this field.

• We propose two optimization techniques: (1) grouping
of short fields in the search phase, and (2) early
termination of the merge phase, based on the proposed
performance model.
• We implement a decomposition-based packet classification engine on state-of-the-art multi-core processors.
Experimental results show our performance model provides an accurate prediction (less than ±10% prediction
error) of the performance.
• We sustain over 33 MPPS throughput (49% of the peak
throughput) and 2000 ns per packet latency for 32K 15field rule sets. We achieve 1.5× speed-up compared
with designs without any optimization techniques. The
peak performance is based on a model that uses an
optimized execution sequence and only considers the
instructions executed for each packet.
The rest of the paper is organized as follows: Section
II introduces the packet classification problem and related
work. We present the data structures and algorithms of the
decomposition-based approach in Section III. We develop
the performance model and propose optimization techniques
in Section IV. Section V evaluates the performance and
Section VI concludes the paper.
II. BACKGROUND AND R ELATED W ORK
A. Classic Packet Classification
The classic 5-field packet classification involves classifying packets based on 5 fields of the packet header [1]. The
individual entries used for classifying a packet are called
rules, which are stored in a rule set. Each rule has a rule
ID (RID), 5 fields and their associated values, a priority,
and an action to be taken if matched. Different fields in a
rule require various types of match criteria, such as prefix
match, range match, and exact match. A packet is considered
matching a rule only if it matches all the fields in that rule.
A packet may match multiple rules, but usually only the rule
with the highest priority is used to take action.
B. Large-scale Packet Classification
A newer version of packet classification in OpenFlow [3]
requires 15 fields in the packet header to be examined. In

Table I, we show an OpenFlow 15-field rule set containing
6 rules (omitting priorities and actions) as an example.
We define the packet classification involving no less than
15 fields and no less than 1 K rules as large-scale packet
classification. Note this definition can be extended to other
generic classification problems involving multiple fields.
C. Related Work
Packet classification approaches have been extensively
studied [1]. According to the targeted platforms, algorithmic
solutions for packet classification can be categorized into
hardware-based approaches and software-based approaches.
The hardware-based approaches usually exploit FPGA [6]
or GPU [13] platforms. For large rule sets, external memory
is often used; the low access rate and long access latency of
external memory limit the performance for these approaches.
The software-based packet classification approaches explore efficient algorithms on multi/many-core processors.
Most of the software-based solutions use decision-tree-based
approaches. For example, HiCuts [14] and its enhanced
version HyperCuts [15] employ several heuristics to cut the
space recursively into smaller subspaces. A software-based
router is implemented in [10] using HyperCuts on a 8-core
Xeon processor. In [16], a decision-tree-based solution using
hashing is proposed on a 4-core 2.8 GHz AMD Opteron
system. However, the performance of a decision-tree-based
approach is dependent on the statistical feature of the rule set
as well as the shape of the tree; it is generally hard to model
the performance mathematically. We are not aware of any
comprehensive study made to understand its performance.
Another class of the software-based approaches is the
decomposition-based approach [1]. The basic idea is to apply
lookup operations in multiple fields in parallel, and merge
the partial results to produce the final results. To the best
of our knowledge, we are not aware of any prior work
exploiting decomposition-based approaches on multi-core
processors for large-scale packet classification.
Bit Vector (BV) [4] is a data structure used for merging
the partial matching results. For a rule set consisting of N
rules, a partial matching result from a specific field is a BV
of N bits, each bit corresponding to a particular rule in the

Table II: Approach overview
Field type

Prefix/range match

Exact match

Preprocess
Search
Merge

Building range-tree
Constructing hash table
Range-tree search
Cuckoo hashing
Bit-wise AND operation on BV’s

rule set. A bit in a BV is set to “1” only if the input matches
the corresponding rule in this field.
III. D ECOMPOSITION - BASED A PPROACH
We denote the field requiring prefix match as prefix match
field, while we define the corresponding part of the rule in
this field as prefix match rule. For example, “001*” is a
prefix match rule in the SA field of the rule set in Table I.
Similarly, range match field, range match rule, exact match
field, and exact match rule can be defined. We present the
decomposition-based approach in three phases: preprocess
phase, search phase, and merge phase, as shown in Table II.
Many decomposition-based approaches employ a straightforward method, range-tree [17], [18] in the search phase. Since
hash-based algorithms [19] in exact match fields require less
memory accesses than the range-tree search, we use hashing
in exact match fields to reduce the processing latency and
improve the throughput.
We define the rules in the rule set before any preprocessing as original rules. We denote the number of the original
rules as N , and we denote the index for W fields as k,
k = 0, 1, . . . , W − 1.
A. Preprocess
A common preprocess operation for any field k of the
rule set is to “project” all the original rules onto this field.
This operation produces a set of unique values in this field;
we denote these values as unique rules in the field k. For
example, in Table I, projecting all the 4 original rules (R0 to
R3 ) onto the VID field results in 3 unique values: “*”,“100”,
and “4095”. Since the number of the unique rules in a field
can be much less than the total number of original rules,
we use the unique rules to construct data structures in each
field. We denote the number of unique rules in the field k
as q (k) (1 ≤ q (k) ≤ N ).
For a prefix/range match field, a complete range-tree is
constructed using the unique rules. In an exact match field,
we employ hashing to reduce the search latency and increase
the throughput performance. The basic idea is: (1) for a
unique rule, use a set of M hash functions to generate M
hash values i, i = 0, 1, . . . , M − 1; (2) use a hash value
(k)
i as the index to access the hash table TB ; (3) if this is
successful, set the partial result BVi in the corresponding
table location; otherwise try another hash value i; (4) if
(k)
no vacancy, enlarge TB and choose another set of M
hash functions. We do not introduce the range-tree and
the hashing mechanism in detail, since they have been
extensively studied [4], [20].

B. Search and Merge
The search process in an exact match field requires at
most M hash accesses. We use the same hash-based search
techniques as in [4]. Note only one BV is extracted for each
field in the search phase. For W packet header fields, a
total number of W BV’s are extracted as partial results.
We use bitwise AND operations to merge all the W BV’s
into a single N -bit BV; this BV represents the final packet
classification result.
C. Motivation
Developing a performance model for decompositionbased approaches on multi-core processors is one of the
main contributions of this paper. The performance model can
be used for: (1) This model can lead to multiple optimization
techniques (Section IV-D) to improve the performance with
respect to throughput and latency. (2) The decompositionbased approach and its performance model can also be
applied to other generic multi-field classification problems,
such as traffic classification. Given the required parameters,
this model can give a rough estimate on the classification
performance on state-of-the-art multi-core processors. Our
methodology can also be extended to other platforms such
as GPU co-processors.
IV. P ERFORMANCE M ODEL
In this section, we first give an overview of the stateof-the-art multi-core processors in Section IV-A. In Section IV-B, we cover all the architectural parameters and
design requirements related to the performance on multicore processors. We formulate the performance model in
Section IV-C. Based on this performance model, we propose
two optimization techniques in Section IV-D.
A. Multi-core Processor
A multi-core processor consists of multiple processor
cores, each having access to its designated caches as well
as a shared cache. Each core has access to large but much
slower main memory. Modern multi-core processors are
usually organized in multiple sockets, where the cores are
separated into groups (sockets); communication between
different sockets is realized by technologies such as Quick
Path Interconnect (QPI) [12]. Figure 1 shows an example
of a state-of-the-art multi-core platform. It has two 8-core
sockets; each core runs at 2.4 GHz. Each core is integrated
with a designated 16 KB L1 data cache and a designated
2 MB L2 cache. All the 8 cores in the same socket share
a 6 MB L3 cache, and communicate with main memory
through a DDR3 memory controller.
B. Parameters and Metrics
1) Architectural Parameters:
f
Clock rate of each independent core;
C
Total number of physical cores;

Socket 0

Socket 1

Core 0
2.4 GHz

Core 1
2.4 GHz

16KB

16KB

2MB

…

2MB

Core 7
2.4 GHz

Core 8
2.4 GHz

Core 9
2.4 GHz

16KB

16KB

16KB

2MB

2MB

2MB

Core 15
2.4 GHz
…

16KB
2MB

6MB L3 Cache

6MB L3 Cache

DDR3 Memory Controller

DDR3 Memory Controller

Figure 1: A state-of-the-art multi-core platform [11]

I
Γ
S1
S2
S3
S4

Instructions executed per core per clock cycle;
Cache line width;
Size of the L1 data cache on each core;
Size of the L2 cache on each core;
Size of the L3 cache;
Size of the main memory;

2) Design Requirements: The following parameters are
related to specific designs; they have significant impact on
the overall performance:
N
W
Wr
We
ρ(k)
w(k)
P
M

No. of the original rules in the rule set;
No. of fields in each original rule;
No. of prefix/range superfields;
No. of exact match superfields;
Ratio of number of unique rules over number of
original rules, for k = 0, 1, . . . , W − 1;
Width of the field k, for k = 0, 1, . . . , W − 1;
No. of packets processed concurrently;
No. of hash functions used in each exact match
field.

Clearly, q (k) = ρ(k) · N . As can be seen in Section IV-D,
We + Wr ≤ W . For P , since packets can be processed
in batches to improve cache performance and hide threadcreation overhead, we usually have P > 1 (but P = 1 is
also possible). We also have another group of parameters:
Vinst
V1
V2
V3
V4
λn

α
ηm
µ

Average no. of instructions executed per packet;
Average no. of accesses1 to L1 cache per packet;
Average no. of accesses to L2 cache per packet;
Average no. of accesses to L3 cache per packet;
Average no. of accesses to main memory per
packet;
Multiplicative factor for no. of accesses to various
memories (n = 1, 2, 3, 4 for L1, L2, L3, and main
memory, respectively);
Compensation for no. of L1 data cache accesses;
Compensation for latency per packet (m = 0, 1);
Early termination factor.

1 We refer “memory access” to memory read access only unless otherwise
specified, since we focus on the search and merge phases.

This group of parameters are implicitly related to the performance of a multi-core platform. λn ’s and η are used to
calibrate our performance model to achieve better accuracy
(Section IV-C); µ is related to the early termination technique (Section IV-D).
3) Performance Metrics:
Throughput T
No. of packets processed per second;
Latency L
Average classification time per packet;
Prediction error  Relative error between the predicted latency and the actual latency.
 is a metric to evaluate the accuracy of the performance
model. We compute prediction error for latency. Let L0
and T0 denote the latency and throughput predicted by our
performance model, respectively; we define  = L0L−L .
C. Performance Model
To implement our packet classification engine, we can
assign each core a single packet header field; however, the
communication overhead between different cores during the
merge phase limits the performance of this implementation
[4]. Therefore, in our implementation, each packet header
of W -fields stays in a single core.
1) L1 Data Cache Read Accesses: First, let us consider
an exact match field. At most M hash keys are compared
with the input, therefore the number of bits loaded for
comparing keys is at most M · wk . The number of memory
(k)
accesses for comparing hash keys is at most M · d wΓ e,
where “d·e” denotes the ceiling function. The memory accesses required for extracting an N -bit BV is d N
Γ e. Hence we
estimate the total number of memory accesses for searching
(k)
an exact match field as: M · d wΓ e + d N
Γ e.
Second, let us consider a prefix/range match field. For
q (k) unique rules, the resulting range-tree has 2·q (k) distinct
range boundaries in the worst case. Therefore the number of
levels for a complete binary tree is around log(2 · q (k) ). In
each of the first log(q (k) ) levels, a range boundary of length
w(k) is retrieved and compared with the input; therefore the
number of memory accesses required for these tree levels
(k)
is: d wΓ e · log(q (k) ). For the last level of the tree, an N -bit
BV has to be loaded, which requires d N
Γ e memory accesses.
Third, let us consider the number of memory accesses for
the merge phase. If all the (We + Wr ) BV’s, each of N bits,
are loaded, we need (We + Wr )d N
Γ e memory accesses. We
introduce a factor µ (0 < µ ≤ 1) to consider the effect of
the early termination (Section IV-D).
Note all the memory accesses are issued to L1 cache first.
Hence we model the average number of L1 data cache read
accesses to be:
N
w(k)
V1 = α + λ1 · {Wr · (d e + d
e · log(q (k) ))
Γ
Γ
(1)
w(k)
N
N
+ We · (M · d
e + d e) + µ(We + Wr )d e}
Γ
Γ
Γ
Assuming the cache hit rate varies little, the number of
additional L1 accesses is proportional to the number of L1

accesses initially issued. Hence a multiplicative factor λ1
can be used to cover the additional memory accesses after
a cache miss. α represents a fixed number of L1 accesses
that are independent of the rule set size.
2) No. of accesses to L2, L3, and main memory: Let
S(key) and S(BV ) denote the memory sizes required
to store the hash keys and the BV’s, respectively. It is
clear that S(key) ∝ q (k) w(k) = N ρ(k) w(k) , S(BV ) ∝
q (k) N = N 2 ρ(k) . Note S(key)  S(BV ), therefore
we ignore S(key) in the performance model. Similarly,
a range/prefix match field requires a memory space of
N 2 ρ(k) + N ρ(k) w(k) ≈ N 2 ρ(k) .
Equation 1 can be verified using software tools. However,
since data and instructions share L2 and L3 caches, it is
difficult to directly model and benchmark the number of
accesses to L2 cache, L3 cache, and the main memory. Here
we propose a simple linear model for the number of accesses
to L2 and L3 caches, as well as the main memory. This
model is based on the assumption that the cache hit rate
remains almost constant even for large data sets. Let λn h·i
denote a function of the parameters inside the angle brackets:
V2 = λ2 hC · S1 , (We + Wr )N 2 ρ(k) i · V1

(2)

V3 = λ3 hC · S1 , C · S2 , (We + Wr )N 2 ρ(k) i · V1

(3)

V4 = λ4 hC · S1 , C · S2 , S3 , (We + Wr )N 2 ρ(k) i · V1

(4)

Here all the λn ’s are multiplicative factors implicitly
related to the size of the memory and the size of the data
structures. Modeling these factors precisely is very difficult.
As can be seen later, a simple linear model for V2 , V3 , and
V4 based on experiments is sufficient to accurately predict
the performance of the decomposition-based approach.
3) Latency: An estimation of the classification latency is:
4

X
Vinst
+
βn Vn + η0 N P
f · I · C n=1
4
X
Vinst
+ V1 · (β1 +
βn λn ) + η0 N P
= η1 ·
f ·I ·C
n=2
L0 = η1 ·

(5)

is an upperbound2 on the throughput. Let Vpeak denote the
number of instructions executed for each packet in the best
case (Section V-E):
P
f ·I ·C
T0 =
≤ Tpeak =
(7)
L0
Vpeak
D. Optimization Techniques
1) Grouping: We notice smaller values of We and Wr
lead to a smaller value of V1 , which in turn leads to smaller
L0 . Therefore we can group multiple short fields consisting
of only few number of bits (usually exact match fields) into
one superfield by concatenating them together. For example,
in Table I, the Vprty and MPLS tfc, both 3-bit wide, have
3 and 2 unique rules, respectively; grouping them results in
a 6-bit wide range match field consisting of 6 unique rules.
As can be seen, grouping more than one field leads to: (1)
The superfield requires range match. (2) The unique rules in
a superfield are the crossproduct of the unique rules in the
original fields. (3) The width of the superfield is the sum of
the original field widths.
2) Early Termination: Accessing a long N -bit BV can
be expensive: large d N
Γ e results in large L0 . Now suppose
the rules in the rule set are sorted by their priorities, with
the higher-order bits in a BV corresponding to rules with
higher priorities. We merge (We + Wr ) BV’s into the final
result starting from the MSB position. If a bit “1” appears
in a higher-order position of the final BV, the lower-order
part of the final BV can be ignored, since only the highestpriority match has to be reported. Hence, To accelerate the
merge process, we split each N -bit BV into sub-BV’s of
length d N
Γ e; we terminate the merge process when we find
a match for the first time. We define this technique as early
termination of the merge process. This technique does not
improve the worst-case performance; however, it reduces the
average number of memory accesses in the merge phase
N 3
from (We + Wr )d N
Γ e to µ(We + Wr )d Γ e.
V. E VALUATION

(6)

The value of a specific βn is correlated to the access delay of
the corresponding memory. We noticed in our experiments
the frequency of context switch is relatively low, meaning
the context switch has very limited impact on the overall
performance. Hence we add the context switch overhead
implicitly into the compensation factors ηm ’s. The intuition
behind ηm ’s is the contention over shared resources among
multiple threads. Larger rule sets or more parallel threads
both require more shared resources to be utilized, leading to
higher chances of contention and longer latency.
4) Peak Throughput: Let Tpeak denote the peak throughput; Tpeak is calculated by only considering the total number
of instructions executed, the number of cores, and the clock
rate (excluding all the memory access delay). Hence Tpeak

A. Experimental Setup
We conducted the experiments on a 2× AMD Opteron
6278 platform [11] and a 2× Intel Xeon E5-2470 platform
[12]. The dual-socket AMD platform has 16 physical cores,
each running at 2.4 GHz. Each core is integrated with a
16 KB L1 data cache and a 2 MB L2 cache. A 6 MB L3
cache is shared among all 16 cores. The processor has access
to 64 GB DDR3-1600 main memory. The dual-socket Intel
platform also has a total number of 16 cores, each running
at 2.3 GHz. Each core has a 32 KB L1 data cache and a
256 KB L2 cache. All 16 cores share a 20 MB L3 cache. The
processor has access to 48 GB DDR3-1600 main memory.
2 Better theoretical performance bounds include memory bandwidth, PCIe
bus speed, etc. However, these bounds are too loose.
3 We assume µ ≈ 0.5, because the early termination technique reduces
the memory accesses in the merge phase by half on the average.

Table V: Calculating λ1 and α

Table III: Synthetic rule set
Field

ρ(k)

Field

ρ(k)

Field

ρ(k)

Ingr
Eth src
MPLS lbl
SA
SP

0.02
0.25
0.02
0.25
0.1

Metadata
Eth dst
MPLS tfc
DA
DP

0.02
0.25
1
0.25
0.1

Eth type
VID
Vprty
Prtl
ToS

0.01
0.2
1
0.02
1

N
AMD
Intel

f , C, Γ
S1 , S2
S3 , S4
N
W , Wr , We
ρ(k) , w(k)
P
M
I, µ
λn , α, βn , ηm

2× AMD Opteron 6278

2× Intel Xeon E5-2470

2.4 GHz, 16, 64
2.3 GHz, 16, 64
16 KB, 2 MB
32 KB, 256 KB
6 MB, 64 GB
20 MB, 48 GB
1 K to 32 K
15, 6, 3
shown in Table III and Table I
1 to 64
2
1, 0.5
To be determined during experiments

We implemented the decomposition-based approach using
Pthreads on openSUSE 12.2 (gcc version 4.7.1). We used
perf, a performance analysis tool in Linux, to monitor
the hardware and software events such as the number of
cache misses. The value of I can be determined for each
experiment; however, we assume I ≈ 1, since η1 can
compensate the prediction error for latency.
Since the typical number of unique values (q (k) ) in each
field is not very large, we generated synthetic rule sets
according to Table III. As shown in Table III, Vprty (3-bit),
MPLS tfc (3-bit) and ToS fields (6-bit) are short fields, the
maximum number of unique rules in these fields is very
small; therefore the numbers of unique rules in these fields
are saturated (ρ(k) = 1). Increasing the number of unique
rules is similar to enlarging the original rule set [4], which
has a negative effect on the performance (Section V-C). To
reduce the number of unique rules after grouping, we only
group those (short fields) containing a small number of bits:
Eth type, MPLS lbl, and ToS are grouped as one superfield,
while Ingr, VID, Vprty, Prtl, and MPLS tfc are grouped as
another superfield. Each of the remaining 7 fields is treated
as one superfield without the grouping technique.
Since we target large-scale OpenFlow packet classification, we have a fixed W = 15; our model can be extended
to other types of large-scale packet classification as well. For
each exact match field (superfield), we choose M = 2 hash
functions since a small value of M leads to a small number
of memory accesses. The number of entries in a hash table
is around 2 · q (k) in our implementations.
We generated random packet headers4 to test our packet
4 Real

packets usually have dependencies among them, this leads to better
cache performance; the performance for classifying random packet traces
is pessimistic compared to real-world scenarios.

Experimental
value of V1
8.47 × 102
1.15 × 103
4.99 × 102
7.85 × 102

λ1

α

1.30

5.08 × 102

1.21

1.83 × 102

Table VI: Estimation results of λn , βn , and η

Table IV: Summary of parameters
Parameter

1K
2K
1K
2K

Theoretical value
of (V1 − α)λ−1
1
2.59 × 102
4.94 × 102
2.58 × 102
4.93 × 102

AMD
Intel

η0 , η1
9.87 × 101 , 2.54 × 101
9.57 × 101 , 1.79 × 101

λ2 , λ3 , λ4
5.43 × 10−2 , 5.81 × 10−2 , 1.11 × 10−4
9.75 × 10−3 , 1.59 × 10−3 , 8.86 × 10−4

classification engine. We summarize the parameters in Table IV. The rest of this section is organized as follows: In
Section V-B, we evaluate the parameters to be determined
in Table IV. In Section V-C, we vary the value of N from
1 K to 32 K to show the scalability of the decompositionbased approach. In Section V-D, we vary the value of P ,
and study its impact on the performance. In Section V-E,
we study the effect of the optimization techniques. We also
compare the sustained throughput T with the peak throughput Tpeak . In Section V-F, we compare the performance of
the decomposition-based approach with prior work.
B. Estimating Parameters
We first determine the value of λ1 and α in Equation 1.
We start with P = 1 and choose the rule set size to be
either N = 1 K or N = 2 K5 . We measure the value of
V1 in experiments. For each N , We conduct 20 experiments
on each platform; in each experiment, 1 million packets are
classified. These extensive experiments provide an accurate
estimation on the values of λ1 and α. In Table IV, we show
the average values of λ1 and α on both the AMD and Intel
platforms. Note both λ1 and α are platform-dependent and
correlated to S1 and C ·S1 : (1) More L1 data cache accesses
on the AMD platform results in larger values of λ1 and α.
This is because the AMD platform has a smaller S1 than
the Intel platform; it is harder to fit large amounts of data
inside the L1 data cache. (2) Smaller values of λ1 and α
on the Intel platform show that we have better estimation of
V1 , since we have a larger S1 and less L1 cache misses.
With the λ1 and α values in Table V, we can estimate
the value of V1 under various scenarios using Equation 1.
If the number of L2 cache accesses (V2 ) for a large N has
to be estimated, we need to compute λ2 in Equation 2 first.
This can be done by dividing the experimental value of V2
by V1 for N = 1K. Similarly, λ3 , λ4 , βn ’s and η can be
determined. We summarize the results in Table VI.
5 We need at least two sets of experiments to decide λ and α. An
1
alternative way to evaluate λ1 and α is to vary N and use curve fitting
techniques; however, as can be seen later, the methodology used in our
model provides an estimation of V1 that is accurate enough.
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Figure 2: Latency with respect to N (P = 1)

Figure 3: Latency with respect to P (N = 32 K)
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the AMD platform, and 1.78 × 10−3 for the Intel platform.
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To model the latency performance, given N and P , we see
from Equation 6 that L0 is only a function of Vi , Vc , and
V1 ; all the other parameters are either from experimental
results, or known constants6 . Hence we use Equation 6 to
model the latency performance directly. The experimental
4
P
results for the factor (β1 +
βn λn ) are 1.46 × 10−3 for
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C. Varying No. of Rules N
In Figure 2, we fix the number of concurrently processed
packets P = 1, and show the latency performance for
various rule set sizes on both the AMD (AMD exp) and Intel
(Intel exp) platforms; we also show the prediction errors 
(AMD err and Intel err). As can be seen:
• As the number of rules N increases, the latency per
packet increases sublinearly. A similar trend can also
be seen when we keep N unchanged and increase ρ(k) .
This means a large q (k) in each superfield degrades the
latency performance.
• Our implementations can achieve less than 150 ns per
packet latency for 32 K rule sets. The latency predicted
by Equation 6 has less than ±10% prediction error
(|| < 10%).
D. Varying No. of Concurrent Processed Packets P
In Figure 3, we show the latency performance for N =
32 K and various values of P on both the AMD (AMD exp)
and Intel (Intel exp) platforms, with the prediction errors 
(AMD err and Intel err), respectively. Note:
• The processing latency for each packet increases
rapidly as we increase P . According to Equation 7,
the throughput increases sublinearly with respect to P .
• The performance model accurately estimates the latency with less than ±10% prediction error.
In our experiments, we also observe that, for P > 64, there
are too many threads competing for the same resources;
6 Note

(β1 +

4
P
n=2

βn λn ) can be viewed as a single parameter.
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Figure 4: Throughput with respect to P (N = 32 K)

the latency degrades significantly, leading to a diminishing
return on the throughput performance. Also, the performance
model needs to be adjusted to capture higher order effects
for P > 64. Hence, we used P ≤ 64 in our experiments.
E. Optimization and Sustained Throughput
In Figure 4, we show the throughput performance7 with
respect to P . We show the performance for the designs without any optimization techniques (AMD nopt and Intel nopt)
and the designs with both the grouping and early termination
techniques (AMD opt and Intel opt). In our experiments,
we observe that the grouping technique itself shortens the
search time of 15 individual fields by nearly 50%. Further,
the early-termination technique reduces the average number
of memory accesses, especially for large rule sets. As shown
in Figure 4, with the proposed two optimization techniques,
we achieve 33 MPPS throughput (up to 1.5× speed-up
compared to the implementation without any optimization).
We analyzed the assembly code and counted the number
of instructions executed for each operation in Table VII. For
the best-case scenario in the search phase, we assume the
outermost “if ” statement in nested conditional statements is
(k)
always satisfied, and the first hash access to TB always
finds a match. In the merge phase, we assume a match
7 We also expect higher throughput by using more cores; i.e., the
performance is scalable with respect to C.

Table VII: No. of instructions executed for each operation
Search a
tree level
23

Search a
hash table
76

Merge 9 (We + Wr ) BV’s
e bits
each of d N
Γ
115

is found in the first d N
Γ e bits of the final matching result
for the best-case early termination. Therefore, Vpeak =
23Wr · mink [log(q (k) )] + 76We + 115 = 2275 in our
implementation. We calculate Tpeak using Equation 7; in
this equation we assume I = 4 since both of the two
processors can execute at most 4 instructions per clock cycle.
We show in Figure 4 the peak throughput Tpeak (AMD peak
and Intel peak). The measured throughput (P = 64) T ≈
49% × Tpeak ; T considers all overheads in execution including memory access delay, data dependency, and context
switch overhead. We expect higher peak as well as sustained
throughput as the compilation framework improves.
F. Comparison with Prior Work
Many hardware-based packet classification approaches
[6], [13] ignore the host-to-device transfer time when processing packets. Considering this I/O overhead, for example,
a throughput of 2 MPPS can be achieved using GPU coprocessors for 5-field packet classification [13].
Most prior work on multi-core processors target the
classic 5-field packet classification (W = 5); in general, the
decision-tree based approaches can achieve around 10 MPPS
[14]–[16] on state-of-the-art multi-core processors. However,
these approaches do not scale easily with respect to W :
each cut in one field may lead to an exponential increase
in the number of subspaces in other fields, therefore the
latency and throughput performance deteriorate quickly as
W increases. We are not aware of any prior work on
large-scale packet classification (W ≥ 15). According to
Equation 1, the latency increases sublinearly with respect to
W (We + Wr ≤ W ), which means the decomposition-based
approach is scalable with respect to W .
VI. C ONCLUSION
We presented a decomposition-based packet classification
approach in this paper. A performance model was developed and evaluated on state-of-the-art multi-core platforms.
We proposed two optimization techniques to improve the
performance based on this model.
In the future, we plan to use this performance model for
other generic classification problems, and compare the multicore implementation with the FPGA-based counterparts. We
will investigate the performance for more packet classification algorithms.
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